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GIAC Security Operations Manager Sample Questions (Q98-Q103):

NEW QUESTION # 98
Select the true statements regarding defensible security architecture:
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(Choose two)
Response:

A. It should enable rapid detection, response, and recovery from incidents

B. It must focus exclusively on preventing threats from external actors

C. It negates the need for an incident response plan

D. It should facilitate the integration of various security technologies and processes

Answer: AD

NEW QUESTION # 99
How can industry frameworks assist in the planning and prioritization of data collection for SOC monitoring?
Response:

A. By mandating uniform data collection processes across industries

B. By offering best practices and standards for structuring data collection

C. By providing specific data sources to collect from, regardless of organizational context
D. By elimmnating the need for organizational input

Answer: B

NEW QUESTION # 100
In the context of threat intelligence, which of the following best describes the term "Indicators of Compromise” (10Cs)?
Response:

e A Predictive analytics used to forecast future attacks

¢ B. Benchmarks used to measure the effectiveness of security controls

¢ C. Guidelines for developing secure applications

¢ D. Artifacts observed on a network or in an operating system that suggest a security breach

Answer: D

NEW QUESTION # 101
The incident response cycle typically begins with which of the following phases?
Response:

A. Preparation
B. Recovery

C. Eradication
D. Identification

Answer: D

NEW QUESTION # 102

Effective SOC planning should take into account:
(Choose two)

Response:

A. The regulatory compliance requirements affecting the organization

B. The organization,s specific threat landscape and relevant attack scenarios

C. The preference for automated systems over human decision-making

D. The latest trends in cybersecurity technology regardless of their relevance to the business

Answer: A,B



NEW QUESTION # 103
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