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CheckPoint Check Point Certified Security Administrator - R82 Sample
Questions (Q152-Q157):
NEW QUESTION # 152 
Identity Awareness allows easy configuration for network access and auditing based on what three items?

A. Log server IP address.
B. Gateway proxy IP address.
C. Network location, the identity of a user and the identity of a machine.
D. Client machine IP address.

Answer: C

Explanation:
Identity Awareness is a blade that enables administrators to define access rules based on the identity of users and machines, rather
than just IP addresses. Identity Awareness allows easy configuration for network access and auditing based on three items: network
location, the identity of a user, and the identity of a machine. Network location refers to the source or destination network segment
of the traffic. The identity of a user refers to the username or group membership of the user who initiates or receives the traffic. The
identity of a machine refers to the hostname or certificate of the machine that initiates or receives the traffic. [Check Point R81
Identity Awareness Administration Guide]

NEW QUESTION # 153 
If the Active Security Management Server fails or if it becomes necessary to change the Active to Standby, the following steps must
be taken to prevent data loss. Providing the Active Security Management Server is responsible, which of these steps should NOT
be performed:

A. Change the Standby Security Management Server to Active.
B. Change the Active Security Management Server to Standby.
C. Manually synchronize the Active and Standby Security Management Servers.
D. Rename the hostname of the Standby member to match exactly the hostname of the Active member.

Answer: D

Explanation:
The correct answer is A because renaming the hostname of the Standby member to match exactly the hostname of the Active
member is not a recommended step to prevent data loss.The hostname of the Standby member should be different from the
hostname of the Active member1.The other steps are necessary to ensure a smooth failover and synchronization between the Active
and Standby Security Management Servers2. Check Point R81.20 Administration Guide,156-315.81 Checkpoint Exam Info and
Free Practice Test

NEW QUESTION # 154 
Which Check Point software blade prevents malicious files from entering a network using virus signatures and anomaly-based
protections from ThreatCloud?

A. Anti-Virus
B. Anti-spam and Email Security
C. Application Control
D. Firewall

Answer: A

Explanation:
Anti-Virus is the Check Point software blade that prevents malicious files from entering a network using virus signatures and
anomaly-based protections from ThreatCloud. Anti-Virus scans files and email attachments for viruses, worms, trojans, and other
types of malware. It also uses ThreatCloud, a collaborative network that delivers real-time dynamic security intelligence, to detect
unknown malware based on their behavior. Firewall is a software blade that enforces security policy by inspecting and controlling
network traffic. Application Control is a software blade that enables administrators to control access to web applications. Anti-spam



and Email Security is a software blade that protects email infrastructure from spam, phishing, and malware attacks.

NEW QUESTION # 155 
What default layers are included when creating a new policy layer?

A. Application Control, URL Filtering and Threat Prevention
B. Firewall, Application Control and IPSec VPN
C. Access Control, Threat Prevention and HTTPS Inspection
D. Firewall, Application Control and IPS

Answer: C

Explanation:
The default layers that are included when creating a new policy layer are Access Control, Threat Prevention, and HTTPS
Inspection. Access Control is the layer that defines the basic firewall rules. Threat Prevention is the layer that enables the protection
against various types of attacks, such as IPS, Anti-Virus, Anti-Bot, etc.HTTPS Inspection is the layer that allows the inspection of
encrypted traffic1. The other options are not the default layers that are included when creating a new policy layer.

NEW QUESTION # 156 
What are the advantages of a "shared policy" in R80?

A. Allows the administrator to share a policy between all the administrators managing the Security Management Server
B. Allows the administrator to share a policy between all the users identified by the Security Gateway
C. Allows the administrator to install a policy on one Security Gateway and it gets installed on another managed Security
Gateway
D. Allows the administrator to share a policy so that it is available to use in another Policy Package

Answer: D

Explanation:
A shared policy is a set of rules that can be used in multiple policy packages. It allows the administrator to create a common security
policy for different gateways or domains, and avoid duplication and inconsistency. The other options are not advantages of a shared
policy. [Shared Policies Overview], [Shared Policies Best Practices]

NEW QUESTION # 157
......
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