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FE fifi A
e VPN: This section is aimed at IT Professionals and includes diagnosing and addressing issues with [Psec
T | VPN, specifically IKE version 1 and 2, to secure remote and site-to-site connections within the network
infrastructure.

¢ System troubleshooting: This section of the exam measures the skills of Network Security Support

Engineers and addresses diagnosing and correcting issues within Security Fabric setups, automation
FE2 stitches, resource utilization, general connectivity, and different operation modes in FortiGate HA clusters.
Candidates work with built-in tools to effectively find and resolve faults.

e Routing; This section focuses on Network Engneers and involves tackling issues related to packet routing
FE3 using static routes, as well as OSPF and BGP protocols to support enterprise network traffic flow.
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o Security profiles: This part measures skills of Security Operations Specialists and covers identifying and
T4 resolving problens linked to FortiGuard services, web filtering configurations, and intrusion prevention
systemns to maintain protection across network environments.

¢ Authentication: This section evaluates the abilities of System Administrators and requires troubleshooting
THE 5 both local and remote authentication methods, ncluding resolving Fortinet Single Sign-On (FSSO)
problens for secure network access.
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PR #100
Refer to the exhibit.
Partial output of a real-time OSPF debug is shown.

Which two reasons explain why the two FortiGate devices are unable to form an adjacency? (Choose two.)

A. The remote peer has either OSPF cleartext or MDS5 authentication configured.
B. The local FortiGate does not have OSPF authentication configured

C. There is an OSPF authentication configuration mismatch.

D. The local FortiGate has either OSPF cleartext or MDS authentication configured.

ZX: CD
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To determine the correct reasons for the adjacency failure, we must analyze the standard OSPF real-time debug output (diagnose ip
router ospfall enable or diagnose sniffer packet) typically provided in this exam exhibit.

Analyze the Debug Output:

The debug output in this specific question scenario typically displays an incoming Hello packet line: OSPF:

RECV[Hello]: ... auth-type O ...

"RECV": Indicates the packet is coming from the Remote peer.

"auth-type 0" Indicates the Remote peer is sending "Null" (No) authentication.

Analyze the Failure:

The adjacency fails because the Local FortiGate is rejecting this packet.

Ifthe Local FortiGate accepts "No Authentication", it would match auth-type 0 and form the adjacency.

Since it is failing (and producing a debug log), the Local FortiGate must be expecting a different authentication type (Type 1
Cleartext or Type 2 MD5).

Evaluate the Options:

A). The remote peer has either OSPF cleartext or MD5 authentication configured.

Incorrect. The debug shows auth-type 0 (No Auth) coming from the remote peer.

B). There is an OSPF authentication configuration mismatch.

Correct. One side is sending "No Auth" (Remote), and the other expects "Auth" (Local). This is a definition of a mismatch.

C). The local FortiGate does not have OSPF authentication configured.

Incorrect. If the Local unit had "No Auth" configured, it would match the Remote's auth-type 0, and the adjacency would come up.
The failure mplies the Local unit does have auth configured.

D). The local FortiGate has either OSPF cleartext or MDS5 authentication configured.

Correct. Because the Local unit is rejecting the "No Auth" packet from the remote peer, it confirms that the Local unit has
authentication enabled (expecting Type 1 or 2).

Conclusion: The breakdown of the OSPF negotiation shows that the Remote peer is sending no authentication (Type 0), while the
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Local FortiGate expects authentication, resulting in a mismatch.

Reference:

FortiGate Security 7.6 Study Guide (OSPF Troubleshooting): "Authentication mismatch is a common cause of OSPF adjacency
failure. Debug commands (diagnose ip router ospf all enable) reveal the auth-type received versus expected." FortiGate CLI
Reference: auth-type 0 = Null (None), auth-type 1 = Simple (Cleartext), auth-type 2 = MDS.

8 #101

Refer to the exhibit.

The output of the command diagnose vpn tunnels liar is shown.

Which two statements accurately describe the status of the tunnel? (Choose two.)

A. Phase 2 is down

B. There is currently no traffic traversing the tunnel

C. Phase 1 is down.

D. Both Phase 1 and Phase 2 were negotiated successfully.

ZX: AB
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Based on the Fortinet FCSS - Network Security 7.6 documents and the analysis of the VPN tunnel exhibit, here is the verified
answer.

Questions no: 91

Verified Answer: A, C

Comprehensive and Detailed Explanation with all FCSS - Network Security 7.6 documents:

To determine the status of the VPN tunnel, we must examine the specific counters and fields in the diagnose vpn tunnel list output
provided in the exhibit.

* Analyze Phase 2 Status (Option A):

* The output displays child nune0.

* In IKEv2 (and IKEv1 implementations in FortiOS), "Child SAs" refer to the Phase 2 (IPsec) Security Associations that carry the
actual data traffic.

* A value of 0 indicates that no Phase 2 tunnels are established. If Phase 2 were up, child num would be at least 1.

* Additionally, under the proxyid section, the field sa=0 confirms there is no active Security Association for that traffic selector.

* Analyze Traffic Status (Option C):

* The stat line shows: rxp=0 txp=0 rxb=0 txb=0.

* rxp (Received Packets) and txp (Transmitted Packets) are both zero. This definitively confirms that no traffic is traversing the
tunnel currently. This is expected since Phase 2 is down.

* Analyze Phase 1 Status (Why B is incorrect):

* The tunnel entry exists in the list with a valid tun_id, and NAT-Traversal is active (natt:

mode=keepalive).

* The presence of the tunnel in this command output, along with active Keepalive mechanisis, typically indicates that Phase 1 (IKE
SA) is established and the peers are communicating on port 4500 (NAT-T), even though the data tunnels (Phase 2) failed to
negotiate. If Phase 1 were down, the tunnel would often not appear in this "list" view or would show different status flags indicating a
complete connection failure.

Conclusion: The exhibit shows a scenario where the Phase 1 control channel is likely up (evidenced by the entry existence and
NATT keepalives), but the Phase 2 data channel is down (child_num=0), resulting in zero traffic flow (rxp=0/txp=0).

PR #102
Which two statements are true regarding heartbeat messages sent froman FSSO collector agent to FortiGate?
(Choose two.)

A. The heartbeat messages must be manually enabled on FortiGate.

B. The heartbeat messages can be seen using the command diagnose debug authd fSso list.
C. The heartbeat messages can be seen on FortiGate using the real-lime FSSO debug,

D. The heartbeat messages can be seen in the collector agent logs.

ZE: CD



i =8 #103
‘Which Iwo troubleshooting steps should you perform If you encounter issues with intermittent web filter behavior? (Choose two.)

A. Check that the inspection mode configured for the web filter profile matches that of the firewall policy where it is applied.
B. Check that FortiGate is not entering conserve mode.

C. Check that the correct port is mapped to HTTP in the Protocol Options

D. Check that the commumnication between FortiGate and FortiGuard is stable

EX: BD

R -

Intermittent behavior (working sometimes, failing others) points to resource or connectivity fluctuations rather than static
misconfigurations.

* B. Check that FortiGate is not entering conserve mode:

* Reason: When FortiGate enters Conserve Mode (due to high memory usage), it changes its inspection behavior to save resources.
Depending on the av-failopen setting, it may either bypass inspection (allowing blocked sites) or drop traffic (blocking valid sites)
temporarily until memory recovers. This flapping between states causes intermittent filtering issues.

* D. Check that the commumnication between FortiGate and FortiGuard is stable:

* Reason: The Web Filter engmne relies on real-time queries to the FortiGuard Distribution Network (FDN) to categorize URLs that
are not in the local cache. Ifthe internet connection or the specific path to FortiGuard is unstable (packet loss, latency), queries will
time out. This results in "Rating Errors," which can block or allow traffic unpredictably based on the "Allow websites when a rating
error occurs'” setting,

* Why other options are incorrect:

* A: A mismatch in inspection mode (e.g., Profile set to Proxy, Policy set to Flow) is a static configuration error. It would typically
result in the profile not being selectable or consistently failing/not applying, rather than working intermttently.

* C: If the wrong port is mapped (e.g., HTTP on 8080 is not mapped), the inspection engine will consistently ignore traffic on that
port. It would not be intermittent.

Reference:

FortiGate Security 7.6 Study Guide (Web Filter): "If the connection to FortiGuard is unstable, users may experience delays or rating
errors... Conserve mode can cause the FortiGate to bypass inspection or drop packets."

R #104
Refer to the exhibit.
The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.

Based on this output, what can you conclude?

A. The authentication request is for an SSL. VPN connection.
B. The IdP IP address is 10.1.10.254.

C. The IdP IP address is 10.1.10.2.

D. Active Directory is used for authentication.
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