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¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,

Topic 1
o and applying security posture checks and compliance rules to ensure a secure environment.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
Topic 2 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

o SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
Topic 3 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

e Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

Topic 4
P and analyzing reports for user traffic and security issues to enhance overall security posture.

Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q14-Q19):

NEW QUESTION # 14
Which secure internet access (SIA) use case mmimizes individual endpoint configuration?

A. Agentless remote user internet access
B. Site-based remote user internet access
C. SIA using ZTNA

D. SIA for SSL VPN remote users

Answer: A

Explanation:

The agentless remote user internet access use case is designed to minimize individual endpoint configuration. In this scenario,
FortiSASE provides secure internet access without requiring the mstallation of an agent on the endpoint device. This approach is
particularly useful for environments with unmanaged devices or temporary users, as it eliminates the need for complex configurations
on each endpoint. Instead, security policies are enforced at the network level, ensuring consistent protection without relying on
endpoint-specific software.

Here's why the other options are incorrect:

A . Site-based remote user internet access: This use case involves securing internet access for users at a specific site or location,
typically through a gateway or firewall. While it simplifies configuration for all users at that site, it does not specifically minimize
individual endpoint configuration for remote users.

C. SIA for SSL VPN remote users: SSL VPN requires users to connect to the corporate network via a client or browser-based
mnterface. This approach often mvolves additional configuration on the endpoint, such as installing and configuring the SSL. VPN
client.

D. SIA using ZTNA: Zero Trust Network Access (ZTNA) focuses on verifying the identity and posture of devices before granting
access to resources. While ZTNA enhances security, it may require endpoint agents or posture checks, which involve some level of
endpoint configuration.

Reference:

Fortinet FCSS FortiSASE Documentation - Secure Internet Access (SIA) Use Cases FortiSASE Administration Guide - Agentless
Remote User Access

NEW QUESTION # 15
Refer to the exhibits.
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Firewall policy configuration

config firewall policy
edit 5
set name "Spoke-to-Spoke”
set uuid 4d949462-216b-51ee-83c7-dB662Fdf9451
set srcintf “To_SASE"
set dstintf “To_SASE~
set action accept
set srcaddr “all”
set dstaddr “all”
set schedule “always”
set service “ALL"
set comments “VPN: To_SASE (Created by VPN wizard)~
next
edit 6
set name “Lo-BGP-HC"

set uuid f5a12¢92-216b-51ee- cem
set srcintf °T
set d tintf&’m

all”
dstaddr “all”
set schedule "always™
set service "ALL™
next
edit 9
set name “Spoke-to-Hub®
set uuid 617b81ee-ccb4-51ee-8dab-6cdff3caleca

- W R W e

set dstintf “internal3”
set action accept

set srcaddr “all”

set dstaddr “all”

set schedule “always”
set service “ALL"

next
F==RHRET




IPsec VPN configuration

# show vpn ipsec phasel-interface To_SASE
config vpn ipsec phasel-interface
edit “To_SASE"
set type dynamic
set interface “wanl”
set peertype any
set net-device disable
set mode-cfg enable
set proposal aes128-sha256 aes256-sha256 aes128-shal aes256-shal
set add-route disable

:: ::d-::;:d!:ﬂl To_SASE (Created by VPN wizard)" E:EHT“-IE

set wizard-type hub-fortigate-asuto-discovery
set auto-discovery-sender enable
set ipvd-start-ip 18.11.11.1@
set ipv4-end-ip 18.11.11.288
set ipvé4-netmask 255.255.255.8
set unity-support disable
set psksecret ENC Sh10agpvIFFYSpRZ /hyxQVUXvONZmTugltD9v+BViPd+7TRNizaUAIZ INnBzbsxq7OF
1iYkPLkxaNwIoTVLI10kye | xtB4NAwE fmS1Taaf1dMi /phYvBI3hzURyXgs==
next
end

# show vpn ipsec phaseZ-interface To_SASE
config vpn ipsec phase2-interface
edit “To_SASE"
set phaselname “To_SASE"
set proposal aes128-shal aes256-shal aes128-sha256 aes256-sha256 aes128gcm aes2S56gcm
set comments “VPN: To_SASE (Created by VPN wizard)”
next
end




B prorocol conmnguraunon

gconfig router bgp
set as 650€1
set router-id 190.1.8.254
config neighbor
edit ~10.10.1.3"
set advertisement-interval 1
set ebgp-enforce-multihop enable
set link-down-failover enable
set remote-as 55001
set route-reflector-client enable
next
end
config neighbor-group
edit “To_SASE"
set capability-graceful-restartyenable
set link-down-failover. enable
set next-hop-self epable
set interface “To_SASE"
set remote-es 55001
setl additional-path both
y set adv-additional-path 4
set route-reflsctor-client enable
next
end
config neighbor-range
edit 1
set prefix 18.11.11.8 255.255.255.90
set neighbor-group “To_SASC”
next
end
config network
edit 1
set prefix 18.198.198.8 255.255.255.8
next
end

==RATINET
A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The VPN tunnel does not establish
Based on the provided configuration, what configuration needs to be modified to bring the tunnel up?

A. NAT needs to be enabled in the Spoke-to-Hub firewall policy.
B. FortiSASE spoke devices do not support mode config,

C. The hub needs IKEv2 enabled in the IPsec phase 1 settings.

D. The BGP router ID needs to match on the hub and FortiSASE.

Answer: C

NEW QUESTION # 16

‘What should be prioritized when securing remote workers using FortiSASE?
(Select all that apply)

Response:

e A. Deployment of dedicated hardware firewalls

¢ B. Encryption of all communications

e (. Continuous monitoring of user activities

e D. Implementation of MFA (Multi-Factor Authentication)



Answer: B,C,D

NEW QUESTION # 17
Refer to the exhibit.

Intermet

FortiClient FortiSASE

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic fiom the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface.
‘Which configuration must you apply to achieve this requirement?

A. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic

B. Change the default DN server configuration on FortiSASE to use the endpoint system DNS.

C. Exenpt the Google Maps FQDN from the endpoint system proxy settings.

D. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.

Answer: D

Explanation:

To meet the requirement of mspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling, Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.

Split Tunneling Configuration:

Split tunneling enables selective traffic to be routed outside the VPN tunnel.

By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.

Implementation Steps:

Access the FortiSASE endpoint profile configuration.

Add the Google Maps FQDN to the split tunneling destinations list.

This configuration directs traffic ntended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.

Reference:

FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.

FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destinations.

NEW QUESTION # 18
What is the primary purpose of implementing Zero Trust Network Access (ZTNA) in FortiSASE?
Response:

A. To enforce least-privilege access based on identity and context
B. To replace all existing security measures

C. To simplify network configurations

D. To provide blanket access to all network resources

Answer: A

NEW QUESTION # 19
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