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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q47-Q52):
NEW QUESTION # 47 
Refer to the exhibit.

What traffic will be permitted to reach the BIG-IP?

A. FTP
B. Telnet
C. SSH

Answer: C

Explanation:
The exhibit shows the configuration of aSelf IPwith:
* Port Lockdown: Allow Custom
* ACustom Listthat includes the following TCP ports:
* 443
* 22
Meaning of these ports:
* TCP 443# HTTPS (TMUI - web-based management)
* TCP 22# SSH (command-line remote access)
No other TCP, UDP, or protocol entries are listed; therefore, only these two services are allowed to reach the BIG-IP via this Self
IP.
Evaluating the answer choices:
Option
Service
Port
Allowed?
FTP
TCP 21
Not listed
Not allowed
SSH
TCP 22
Listed
Allowed
Telnet
TCP 23
Not listed
Not allowed
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Thus,SSHis the only traffic permitted through this Self IP configuration.

NEW QUESTION # 48 
What is the purpose of a Virtual Server in BIG-IP?

A. It is used to configure the Self-IP
B. It defines how SSL certificates are managed
C. It handles the routing of traffic to back-end servers
D. It defines a failover mechanism for the system

Answer: C

Explanation:
A Virtual Server is used to manage traffic, directing it to the appropriate pool of servers based on load balancing rules.

NEW QUESTION # 49 
Which of the following actions is NOT required during the initial setup of a BIG-IP system?

A. Assign an administrative password
B. Set up SSL certificates
C. Install a software license
D. Set up self-IPs

Answer: B

Explanation:
Setting up SSL certificates is typically done after the initial setup, not during it. The main tasks during initial setup involve network
configuration and licensing.

NEW QUESTION # 50 
The BIG-IP Administrator needs to update access to the Configuration Utility to include the172.28.31.0/24and
172.28.65.0/24networks.
From the TMOS Shell (tmsh), which command should the BIG-IP Administrator use to complete this task?

A. modify /sys httpd permit add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
B. modify /sys httpd allow add { 172.28.31.0 172.28.65.0 }
C. modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }

Answer: C

Explanation:
Access to the BIG-IP Configuration Utility (TMUI) is controlled through the/sys httpd allowlist.
This list defines which IP addresses or subnets are allowed to connect to the management web interface.
To allow two new subnets-172.28.31.0/24and172.28.65.0/24-the administrator mustaddboth subnets to the existing list without
removing current entries.
In tmsh, subnet entries must be specified innetwork/netmask format, for example:
172.28.31.0/255.255.255.0
The correct tmsh command to append these networks is:
modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 } Why the other options are incorrect:
Option B:
* IPs are listed without masks, which is invalid for subnet-based access control.
* The system requiresnetwork/netmaskformat.
Option C:
* The command uses permit instead of allow, which is not a valid attribute of /sys httpd.
* The correct keyword must beallow.
Thus, onlyOption Acorrectly adds both permitted subnets in the proper tmsh format.



NEW QUESTION # 51 
The Configuration Utility of a BIG-IP device is currently accessible via its management IP
10.53.1.245 from all VLANs.
The BIG-IP Administrator needs to restrict access so only hosts from the 10.0.0.0/24 subnet can access the Configuration Utility.
Which TMSH command accomplishes this?

A. (tmos)# create /net acl MGMT.HTTP rule add { (permit tcp 10.0.0.0/24 10.53.1.245 http) (deny ip any any http) }
B. (tmos)# modify /ltm httpd allow replace-all-with {10.0.0.0/24}
C. (tmos)# create /net acl MGMT.HTTP rule add { (permit tcp 10.0.0.0 0.0.0.255 host 10.53.1.245
http) }
D. (tmos)# modify /sys httpd allow replace-all-with {10.0.0.0/24}

Answer: D

Explanation:
BIG-IP controls access to the web-based Configuration Utility (TMUI) through the /sys httpd allow list. This parameter specifies
which client IPs or subnets may initiate HTTP/HTTPS connections to the management interface.
To restrict TMUI access to only the 10.0.0.0/24 subnet:
The correct method is to modify the HTTPD allow list so that it contains only this subnet.
This requires replacing the entire current list with the new subnet using:
modify /sys httpd allow replace-all-with {10.0.0.0/24}
This ensures that only clients within 10.0.0.0/24 can reach the Configuration Utility.
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......
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