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ANSWERS WITH CORRECT ANSWERS

Broad netwaork access - ANSWER- There should never be network bandwidth
bottienecks

On-demand services - ANSWER- Refers (o the modal that allows customers (o scale
thair compute and/or storage needs with fitthke or no intervention from or prior
commumnication with the provider,

Resowee pooling - ANSWER- Characteristic allows the cloud provider 1o meeal
wanous demands (rom customers while remaining financially viabie

measuradimetered service - ANSWER- Tha customer is charged for only what they usa
and nothing more

Business Impact Analysis (BIA) - ANSWER- An assessment of the prorities given to
each asset and procass within the organization

personally identifiable information (P} - ANSWER- Under current laws, no cloud
customer can transfer risk or Hability associated with the nadvertent or malicious
disclosurna of <hlank>

Elasticity - ANSWER- This is the fexbility of aifocating resources as neaded for
Immediate usage, instead of purchasing resources according to other variables.

Simplicity - ANSWER- Usage and administration of cloud services ought to be
transparent to cloud customaers and wsars, from their perspective, a digital dala service
is paid for and can be usad, with very little addittonal input other than what is necessary
to parform their dulies.

Sealabllity - ANSWER- The arganization’s computing needs won't remain stalic: there
will b noew {and hopefully more) users, cuslomers, and data as (he organization
continually maturas

Infrastructure as a Service (l3aS) - ANSWER- The mes! basic of cloud sarvice offerings,
<blank=> allows the cusiomer lo insiall a8 softwarea, including operating sysiems (05s)
on hardwara housed and connected by the cloud vendor,

Platlomm as a Sarvice (PaaS) - ANSWER- <Blank> conlains everything induded in
I3a%, with the eddition of OSs.
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WGU Managing Cloud Security (JY02) Sample Questions (Q74-Q79):

NEW QUESTION # 74
Which termrefers to taking an accurate account of a system's desired standard state so changes can be quickly detected for
approval or remediation?

A. Capacity management
B. Baselining

C. Deployment

D. Patch management

Answer: B

Explanation:

Baselining is the process of establishing a reference point for the standard configuration of systems, networks, or applications. This
baseline represents the approved, secure state. By continuously comparing the current environment to the baseline, organizations can
detect deviations, unauthorized changes, or misconfigurations.

Patch management involves updating systems, deployment refers to installing new systems, and capacity management focuses on
resource planning. While important, these do not establish a standard state for comparison.

Baselining is essential for change management and security auditing. It supports configuration management databases (CMDBs),
intrusion detection, and conpliance requirements. When deviations are detected, they can be escalated for remediation or formally
approved through change control processes.

NEW QUESTION # 75
‘Which type of data sanitization should be used to destroy data on a USB thumb drive while keeping the drive intact?

A. Degaussing

B. Key revocation

C. Overwriting

D. Physical destruction

Answer: C

Explanation:

The correct approach for sanitizing a USB thumb drive while preserving its usability isoverwriting,

Overwriting involves replacing the existing data on the device with random data or specific patterns to ensure that the original
information cannot be recovered. This process leaves the physical device intact, allowing it to be reused securely.

Physical destruction, such as shredding, renders the device unusable. Degaussing only works on magnetic media like hard disks or
tapes, not on solid-state or flash-based USB drives. Key revocation applies to cryptographic keys and not to physical devices.

By using overwriting, organizations comply with data sanitization standards while balancing operational efficiency. Many tools exist
that perform multi-pass overwrites to meet regulatory requirements such as those from NIST or ISO. This ensures that sensitive data
is removed while allowing the device to remain in circulation for continued use.

NEW QUESTION # 76

A cloud provider that processes third-party credit card payments is unable to encrypt its customers' cardholder data because of
constraints on a legacy payment processing system. What should it implement to mamntain Payment Card Industry Data Security
Standard (PCI DSS) conpliance?

A. Compensating control
B. Protection levels

C. Risk acceptance

D. Privacy control

Answer: A
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Explanation:

‘When a required PCI DSS control cannot be implemented due to technical limitations, the organization must apply acompensating
control. A compensating control is an alternative safeguard that meets the intent and rigor of the original requirement.

Risk acceptance is insufficient under PCI DSS, as compliance demands enforceable safeguards. Privacy controls and protection
levels may enhance data security but do not formally replace mandatory encryption requirements.

For example, a provider may use strict access controls, network segmentation, or monitoring to mitigate risks from unencrypted
cardholder data. Documenting these compensating controls is essential during audits, ensuring compliance despite system limitations.

NEW QUESTION # 77
‘Which data destruction technique involves encrypting the data, followed by encrypting the resulting keys with a different engine, and
then destroying the keys resulting from the second encryption round?

A. Cryptographic erasure
B. Degaussing

C. Overwriting

D. One-way hashing

Answer: A

Explanation:

Cryptographic erasure is a secure data sanitization technique that relies on encryption. The process mvolves encrypting the data,
encrypting the keys with a second layer, and then destroying the encryption keys.

Without the keys, the encrypted data becomes unreadable and is effectively destroyed, even though the storage media remains
intact.

One-way hashing is used for password storage, not full data destruction. Degaussing is for magnetic media, and overwriting involves
physically writing new data over existing sectors.

Cryptographic erasure is widely used in cloud environments where physical media cannot be easily destroyed or reclaimed by
customers. It ensures compliance with data retention and privacy regulations while maintaining environmental sustainability by
allowing reuse of storage hardware.

NEW QUESTION # 78

An organization is considering using vendor-specific application programming interfaces (APIs) and internal tools to set up a new
service. However, the engineers are against this plan and are advocating for a new policy to prevent issues that could arise. Which
common concern in cloud applications are the engineers concerned about?

A. Portability
B. Scalability
C. Availability
D. Reliability

Answer: A

Explanation:

The engineers are concerned aboutportability. Vendor-specific APIs and tools create a dependency on a single provider, leading to
vendor lock-in. This limits the ability to migrate services or workloads to another provider without significant rework.

Reliability and availability refer to service uptime and continuity, while scalability addresses performance under demand. Although
important, none of these directly relate to cross-platform flexibility. Portability ensures that services, data, and applications can be
easily moved or integrated across environments.

By adopting portable solutions-such as open standards, containerization, and multi-cloud strategies- organizations reduce long-term
risks, increase negotiation power with providers, and enhance resilience.

NEW QUESTION # 79
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