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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q248-Q253):

NEW QUESTION # 248

An administrator is migrating device admnistration access to Cisco ISE from the legacy TACACS+ solution that used only privilege
1 and 15 access levels. The organization requires more granular controls of the privileges and wants to customize access levels 2-5
to correspond with different roles and access needs. Besides defining a new shell profile in Cisco ISE. what must be done to
accomplish this configuration?

A. Define the command privileges for levels 2-5 in Cisco ISE

B. Enable the privilege levels in the IOS devices.

C. Enable the privilege levels in Cisco ISE

D. Define the command privileges for levels 2-5 in the IOS devices

Answer: B

Explanation:
https:/learmingnetwork.cisco.conys/blogs/a0D3i000002ee WTEAY/cisco-ios-privilege-levels

NEW QUESTION # 249
Drag the Cisco ISE node types from the left onto the appropriate purposes on the right.

Answer:

Explanation:

Explanation

Monttoring = provides advanced monitoring and troubleshooting tools that you can use to effectively manage your network and
resources Policy Service = provides network access, posture, guest access, client provisioning, and profiling services.

This persona evaluates the policies and makes all the decisions.

Admmistration = manages all system-related configuration and configurations that relate to fimctionality such as authentication,
authorization, auditing, and so on pxGrid = shares context-sensitive information from Cisco ISE to subscribers
https//www.cisco.comvc/en/us/td/docs/security/ise/1-4/admin_guide/b _ise admin guide 14/b ise admn_guide

NEW QUESTION # 250
Which two values are compared by the binary comparison (unction in authentication that is based on Active Directory?

A. MS-CHAPW2 provided machine credentials and credentials stored in Active Directory
B. subject alternative name and the common name

C. user-presented certificate and a certificate stored in Active Directory

D. user-presented password hash and a hash stored in Active Directory

Answer: B

Explanation:

Basic certificate checking does not require an identity source. If you want binary comparison checking for the certificates, you must
select an identity source. If'you select Active Directory as an identity source, subject and common name and subject alternative
name (all values) can be used to look up a user. httpsz//www.cisco.

comvc/en/us/td/docs/security/ise/1-3/admin_guide/b ise admin_guide 13/

b _ise admin guide sample chapter 01110.html

NEW QUESTION # 251
Refer to the exhibit.

An organization recently implemented network device administration using Cisco ISE. Upon testing the ability to access all of the



required devices, a user in the Cisco ISE group IT Admins is attempting to login to a device in their organization's finance
departiment but is unable to. What is the problem?

A. The IT training rule is taking precedence over the IT Admins rule.

B. The finance location is not a condition in the policy set.

C. The authorization policy doesn't correctly grant them access to the finance devices.

D. The authorization conditions wrongly allow IT Admins group no access to finance devices.

Answer: C

NEW QUESTION # 252
An engineer is configuring a new Cisco ISE node. The Device Admin service must run on this node to handle authentication requests
for network device access via TACACS+. Which persona must be enabled on this node to perform this function?

A. Monitoring

B. Admmistration
C. Policy Service
D. pxGrid

Answer: C

NEW QUESTION # 253
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