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HM #38
Which of'the following is a recommended practice to improve cybersecurity awareness?

¢ A. Employing advanced technologies for performing critical processes
¢ B. Implementing a one-size-fits-all cybersecurity awareness plan for all organizations
¢ (. Evaluating cybersecurity behavior

Ef: C

HM #39

Scenario 4: StellarTech is a technology company that provides nnovative solutions for a connected world. Its portfolio includes
groundbreaking Internet of Things (IoT) devices, high-performance software applications, and state-of-the-art communication
systens. In response to the ever-evolving cybersecurity landscape and the need to ensure digital resilience, StellarTech has decided
to establish a cybersecurity program based on the NIS 2 Directive requirements. The company has appointed Nick, an experienced
information security manager, to ensure the successful implementation of these requirements. Nick initiated the implementation
process by thoroughly analyzing StellarTech's organizational structure. He observed that the company has embraced a well-defined
model that enables the allocation of verticals based on specialties or operational finctions and facilitates distinct role delineation and
clear responsibilities.
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To ensure compliance with the NIS 2 Directive requirements, Nick and his team have implemented an asset management system and
established as asset management policy, set objectives, and the processes to achieve those objectives. As part of the asset
management process, the company will identify, record, maintain all assets within the systen's scope.

To manage risks effectively, the company has adopted a structured approach involving the definition of the scope and parameters
governing risk management, risk assessments, risk treatment, risk acceptance, risk communication, awareness and consulting, and
risk monitoring and review processes. This approach enables the application of cybersecurity practices based on previous and
currently cybersecurity activities, including lessons learned and predictive indicators. StellarTech's organization-wide risk
management program aligns with objectives monitored by senior executives, who treat it like financial risk. The budget is structured
according to the risk landscape, while business units implement executive vision with a strong awareness of systemlevel risks. The
company shares real-time information, understanding its role within the larger ecosystem and actively contributing to risk
understanding. StellarTech's agile response to evolving threats and emphasis on proactive communication showcase its dedication to
cybersecurity excellence and resilience.

Last month, the company conducted a comprehensive risk assessment. During this process, it identified a potential threat associated
with a sophisticated form of cyber intrusion, specifically targeting [oT devices. This threat, although theoretically possible, was
deemed highly unlikely to materialize due to the company's robust security measures, the absence of prior incidents, and its existing
strong cybersecurity practices.

Based on scenario 4, which framework is StellarTech's structured approach to managing risks aligned with?

e A. COSO ERM Framework
e B.ISO 31000
e C. ENISA Risk Management Framework

Ef#: B

P #40
What is the key feature of the process for entities that voluntarily submit notifications to CSIRTS or relevant authorities regarding
cybersecurity incidents, threats, and near misses?

¢ A Financial incentives for reporting

¢ B. Immunity from any legal actions
¢ C. Priority processing of their notifications

Ef#: C

A #41
An organization has decided to provide its cybersecurity training to its employees to improve their digital behavior and awareness of

cybersecurity risks. Which proficiency level (PL) does this initiative primarily belong to?

e A PL2 (Tramned)
e B.PLI (Aware)
e C. PL3 (Experienced)

IEf#: A

HH #42
According to recital 59 ofthe NIS 2 Directive, who is responsible for ensuring alignment with international standards and existing
idustry best practices for cybersecurity risk management?

e A The European Parliament and European Council
e B. The Commission, ENISA, and Member States
e C. The organizations affected by the Directive

IEf#: B
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