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Priifungsfragen mit Losungen (Q70-Q75):

70. Frage
Which role does FortiSASE play in supporting zero trust network access (ZTNA) principles9

A. It can identify attributes on the endpoint for security posture check.
B. It enables VPN connections for remote employees.

C. It offers hardware-based firewalls for network segmentation.

D. It integrates with software-defined network (SDN) solutions.

Antwort: A

Begriindung;

FortiSASE supports zero trust network access (ZTNA) principles by identifying attributes on the endpoint for security posture
checks. ZTNA principles require continuous verification of user and device credentials, as well as their security posture, before
granting access to network resources.

* Security Posture Check:

* FortiSASE can evaluate the security posture of endpoints by checking for compliance with security policies, such as antivirus
status, patch levels, and configuration settings.

* This ensures that only compliant and secure devices are granted access to the network.

* Zero Trust Network Access (ZTNA):

* ZTINA is based on the principle of "never trust, always verify," which requires continuous assessment of user and device
trustworthiness.

* FortiSASE plays a crucial role in implementing ZTNA by performing these security posture checks and enforcing access control
policies.

References:

FortiOS 7.6 Administration Guide: Provides information on ZTNA and endpoint security posture checks.

FortiSASE 23.2 Documentation: Details on how FortiSASE mmplements ZTNA principles.

71. Frage
‘What happens to the logs on FortiSASE that are older than the configured log retention period?

A. The logs are deleted from FortiSASE.

B. The logs are backed up on FortiCloud.

C. The logs are indexed and can be stored in a SQL database.
D. The logs are compressed and archived.

Antwort: A

Begriindung;
Once the configured log retention period expires, FortiSASE automatically deletes the older logs to fiee up storage and maintain
compliance with retention policies.

72. Frage
In a FortiSASE secure web gateway (SWG) deployment, which two features protect against web- based threats? (Choose two.)

A. SSL deep inspection for encrypted web traffic

B. web application firewall (WAF) for web applications
C. malware protection with sandboxing capabilities

D. intrusion prevention system (IPS) for web traffic

Antwort: A,C

Begriindung;
SSL deep inspection allows FortiSASE to analyze encrypted web traffic for threats, while malware protection with sandboxing
detects and blocks malicious files delivered through web channels.



73. Frage
‘Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. private access policy

B. thin edge policy

C. secure web gateway (SWG) policy
D. VPN policy

Antwort: C

Begrindung;

The Secure Web Gateway (SWQ) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure
internet access. SWG provides comprehensive web security by enforcing policies that manage and monitor user access to the
mternet.

* Secure Web Gateway (SWG) Policy:

* SWG policies are designed to protect users from web-based threats and enforce acceptable use policies.

* These policies control and monitor user traffic to and from the internet, ensuring that security protocols are followed.

* Traffic Control:

* The SWG policy intercepts all web traffic, inspects it, and applies security rules before allowing or blocking access.

* This policy type is crucial for providing secure internet access to users connecting through FortiSASE.

References:

FortiOS 7.6 Administration Guide: Details on configuring and managing SWG policies.

FortiSASE 23.2 Documentation: Explains the role of SWG in securing internet access for endpoints.

74. Frage
Which two statements about FortiSASE Geofencing with regional compliance are true? (Choose two answers)

A. Ifno regional compliance rule is configured, the connection is made to the closest security POP.

B. The connection order for a regional compliance rule is always the security POP first, followed by the on-premises device.
C. A regional compliance rule can connect only to an on-premises device or only to a security POP.2

D. You can configure regional compliance on the security POP or the on-premises device, not both. 1

Antwort: A,C

Begrindung;

FortiSASE Geofencing and Regional Compliance allow admmnistrators to control where remote users connect based on their
physical location, which is determined by the endpoint's public IP address.3

* Default Connection Behavior: By default, FortiSASE uses a "best-effort" geolocation logic to ensure the lowest latency for the
user. Ifan administrator has not configured a specific regional compliance rule for a user's country or region, FortiClient will
automatically attempt to connect to the closest available FortiSASE security PoP (Point of Presence) based on proximity.4

* Regional Compliance Rules: When an organization must enforce data residency or specific security routing requirements, they
create Regional Compliance rules. According to the FortiSASE 25 Feature Administration Guide, these rules allow the administrator
to override the default "closest PoP" behavior for specific countries.

* Connectivity Options: Within a regional compliance rule, the administrator must specify the destination for the traffic. The system
provides a choice between two distinct connection types: a FortiSASE Security PoP or an On-premises device (such as a FortiGate
acting as a gateway).5 The documentation specifies that a rule is designed to point to one of these types at a time to satisfy the
compliance requirement for that specific region.

* Connection Priority: While multiple connections can be managed in a priority table, the logic for Regional Conpliance is focused
on directing the user to the designated conmpliant entry point. Option D is incorrect because the connection order is determined by
the Priority and custom fail-over connections table; an administrator can manually adjust the sequence, so it is not "always" the
security PoP first.
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