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H A #237

A company runs a dynamic mission-critical web application that has an SLA 0f 99.99%. Global application users access the
application 24/7. The application is currently hosted on premises and routinely fails to meet its SLA, especially when millions of users
access the application concurrently. Remote users conmplain of latency.

How should this application be redesigned to be scalable and allow for automatic failover at the lowest cost?

e A. Use Amazon Route 53 failover routing with geolocation-based routing. Host the websiteon automatically scaled Amazon
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EC2 instances behind an Application Load Balancer with an additional Application Load Balancer and EC2 instances for the
application layer in each region.
Use a Multi- AZ deployment with MySQL as the data layer.

¢ B. Use Amazon Route 53 latency-based routing to route to the nearest region with health checks.
Host the website in Amazon S3 in each region and use Amazon API Gateway with AWS Lambda for the application layer.
Use Amazon DynamoDB global tables as the data layer with Amazon DynamoDB Accelerator (DAX) for caching.

¢ (. Use Amazon Route 53 round robin routing to distribute the load evenly to several regions with health checks. Host the
website on automatically scaled Amazon ECS with AWS Fargate technology containers behind a Network Load Balancer,
with an additional Network Load Balancer and Fargate containers for the application layer in each region. Use Amazon
Aurora replicas for the data layer.

¢ D. Use Amazon Route 53 geolocation-based routing. Host the website on automatically scaled AWS Fargate containers
behind a Network Load Balancer with an additional Network Load Balancer and Fargate containers for the application layer
in each region. Use Amazon Aurora Multi-Master for Aurora MySQL as the data layer.

IEf#: B

A -

https:/aws.amazon.convgetting-started/projects/build-serverless-web-app-lambda-apigateway- s3-dynamodb-cognito/ A\D:
Should be latency based routing the ensure latency is at a minimum Remember the users are spread globally not to specific regions
where you can maybe use geo to spread the load across just a few region.

B: Similar to A.

E R #238

A company has an application that generates reports and stores them in an Amazon bucket Amazon S3 bucket.

When a user accesses their report, the application generates a signed URL to allow the user to download the report. The company's
security team has discovered that the files are public and that anyone can download them without authentication. The company has
suspended the generation of new reports until the problem is resolved.

Which set of action will immediately remediate the security issue without impacting the application's normal workflow?

e A. Use the Block Public Access feature in Amazon S3 to set the IgnorePublicAcis option to TRUE on the bucket.

¢ B. Review the AWS Trusted advisor bucket permissions check and implement the recommend actions.

e C. Create an AWS Lambda "finction that applies all policy for users who are not authenticated. Create a scheduled event to
mvoke the Lambda finction.

e D. Runa scrip that puts a Private ACL on all of the object i the bucket.

IEf#: B
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A group of research institutions and hospitals are in a partnership to study 2 PBs of genomic data. The institute that owns the data
stores it in an Amazon S3 bucket and updates it regularly. The institute would like to give all of the organizations in the partnership
read access to the data. All members of the partnership are extremety cost-conscious, and the institute that owns the account with
the S3 bucket is concerned about covering the costs tor requests and data transfers from Amazon S3.

Which solution allows for secure datasharing without causing the institute that owns the bucket to assume all the costs for S3
requests and data transfers'?

e A. Ensure that all organizations in the partnership have AWS accounts. In the account with the S3 bucket, create a cross-
account role for each account in the partnership that allows read access to the data. Have the organizations assume and use
that read role when accessing the data.

e B. Ensure that all organizations in the partnership have AWS accounts. Create a bucket policy on the bucket that owns the
data The policy should allow the accounts in the partnership read access to the bucket. Enable Requester Pays on the bucket.
Have the organizations use their AWS credentials when accessing the data.

e C. Ensure that all organizations in the partnership have AWS accounts. In the account with the S3 bucket, create a cross-
account role for each account in the partnership that allows read access to the data. Enable Requester Pays on the bucket.
Have the organizations assume and use that read role when accessing the data.

e D. Ensure that all organizations in the partnership have AWS accounts. Configure buckets in each of the accounts with a
bucket policy that allows the institute that owns the data the ability to write to the bucket Periodically sync the data from the
institute's account to the other organizations. Have the organizations use their AWS credentials when accessing the data using
their accounts
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Explanation

In general, bucket owners pay for all Amazon S3 storage and data transfer costs associated with their bucket.

A bucket owner, however, can configure a bucket to be a Requester Pays bucket. With Requester Pays buckets, the requester
nstead of the bucket owner pays the cost of the request and the data download from the bucket. The bucket owner always pays the
cost of storing data. If you enable Requester Pays on a bucket, anonymous access to that bucket is not allowed.
httpsz/docs.aws.amazon.cony AmazonS3/latest/userguide/RequesterPaysExamples. html

B #240

True or false: In a CloudFormation template, you can reuse the same logical ID several times to reference the resources in other
parts of the template.

¢ A. False, you cannot reference other parts of the template.

¢ B. False, a logical ID must be unique within the template.

e C. True, a logical ID can be used several times to reference the resources in other parts of the template.
¢ D. False, you can mention a resource only once and you cannot reference it in other parts of a template.

Ef#: B

AR :

Explanation

In AWS CloudFormation, the logical ID nust be alphanumeric (A-Za-z0-9) and unique within the template.
You use the logical name to reference the resource in other parts of the template.
httpz/docs.aws.amazon.conYAWSCloudFormation/latest/UserGuide/concept-resources. html

R #241

You are designing an SSL/TLS solution that requires HTTPS clients to be authenticated by the Web server using client certificate
authentication. The solution must be resilient.

Which of the following options would you consider for configuring the Web server infrastructure?

Choose 2 answers

¢ A. Configure ELB with HTTPS listeners, and place the Web servers behind tt.
e B. Configure your Web servers with EIPs.
Place the Web servers in a Route53 Record Set, and configure health checks against all Web servers.
e C. Configure ELB with TCP listeners on TCP/443, and place the Web servers behind it.
¢ D. Configure your Web servers as the origins for a CloudFront distribution.
Use custom SSL certificates on your CloudFront distribution.

Ef#: B. C

R 2
B is correct, terminate SSL on the instance using client-side certificate.
C is correct, Remove ELB and use Web Servers directly with Route 53.
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