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Microsoft AI-200 Exam Syllabus Topics:

Section Objectives
- Integrate Azure services

1. Azure SDKs

2. Third-party SDKs

3. Event-driven architectures

4. Serverless integration patterns
5. Azure messaging and eventing

Connect to and consume Azure services

- Implement containerized applications

e 1. Implement scalable hosting patterns
e 2. Manage containerized compute environments
¢ 3. Deploy Al workloads in containers

Develop containerized solutions on Azure

- Work with Azure data platforms for Al workloads
) e 1. Vector databases
Develop Al solutions by using Azure data management services o 2. Data integration for Al applications
e 3. Azure data management services

- Operate Al cloud solutions

1. Security and secret management
2. Performance optimization

3. Monitoring and observability

4. Troubleshooting Azure solutions

Secure, monitor, troubleshoot Azure solutions
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ER#78

You process Azure Service Bus messages that require a dependent external API call.

Ifthe API is temporarily unavailable, you must delay processing of the message without incrementing the delivery count.
You need to find a way to process the message when the API is available while keeping the message accessible.
Which message action should you perform?

A. Abandon
B. Conmplete
C. Dead-letter
D. Defer

IEf@E: D

AR :

The appropriate message action to use is Deferral (Defer).

When you defer a message, Azure Service Bus moves it out of the main active retrieval pool and holds it aside in the queue.
Crucially, this operation does not increment the delivery count or cause the message to move to the Dead-Letter Queue (DLQ). The
message remains safely stored and accessible, but it can no longer be processed by standard receiver loops.

Reference:

https//github.conyAzure/azure-sdk-for-java/issues/43855
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A Python API running in ACA nmust send distributed traces to Azure Monitor.

The API creates spans. However, no traces appear in Azure Monitor.

You need to configure the OpenTelemetry SDK pipeline to export traces to Azure Monitor.

‘What should you do? To answer, move the appropriate actions to the correct requirements. You may use each action once, more
than once, or not at all. You may need to move the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Verified answer: Register a global trace provider # mitialize the application TraceProvider. Export traces to Azure Monitor #
create/configure AzureMonitor TraceExporter. Connect exporter to provider # add a span processor. Generate spans # use

tracer.start as_current span(...).

Detailed Explanation: OpenTelemetry tracing is a pipeline: the application obtains a tracer froma configured provider, creates spans,
passes ended spans through a span processor, and exports them using the Azure Monitor exporter. Creating spans alone is
nsufficient; without the provider/processor/exporter chain, no telemetry reaches Azure Monitor. Log sampling and legacy
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Application Insights TrackEvent calls are unrelated to the required OpenTelemetry trace-export path.

Study Guide Alignment: Security and operations: Key Vault, App Configuration, managed identity, OpenTelemetry, Azure Monitor,
and KQL-based troubleshooting.

Official Microsoft Learn References: Al-200 Study Guide | Enable Azure Monitor OpenTelemetry
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Hotspot Question

You deploy a private container image from Azure Container Registry (ACR) to App Service.

App Service must authenticate to ACR to pull the image.

The solution must NOT store static registry credentials.

You need to configure the secure image pull authentication.

‘Which configurations should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Configure secure container image pull

_Requirement Configuration

Assign the Container Registry Repository Reader role to a managed identity.

| Configure & weblook on ACR,
Enable the admin user.

Awvoid storing statigcrédentials,
Embed credentials in Dockerfile.

Store the registry password in application settings.

Use managed identity with role assignment.

Answer Area

Configure secure container image pull

Requirement Configuration

Authenticate App Service to ACR.

|4

Assign the Contain«is\( ?epository Reader role to a managed identity.
.
Configure awebliopk'on ACR.

Enabl&the admin user.

Avoid storing static credentials. B

Embed credentials in Dockerfile.

Store the registry password in application settings.
1°
' ad "!Fl#naged identity with role assignment.

Explanation:

Box 1: Assign the Container Registry Reader role to a managed identity.

To securely deploy a private container image firom Azure Container Registry (ACR) to an Azire App Service without managing
passwords, you should configure a Managed Identity on the App Service and grant it the AcrPull role on the ACR.

Box 2: Use managed identity with role assignment.

you should use a Managed Identity combined with an Azure Role-Based Access Control (RBAC) role assignment to meet the
requirement.

Reference:

https//medium comv@miketobicarter/deploying-a-net-app-to-azure-using-docker-acr-app-service-and- github-actions-step-by-
step-3ed6ae8a4dOb
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Hotspot Question




You configure an Event Grid event subscription that routes Al file-upload events to an Azure Function endpoint.

Events must be delivered only in the following conditions:

- The event path starts with /uploads/a/.

- The payload property data.fileType is "pdf."

You must store undelivered events for later investigation and reprocessing if the subscriber endpoint cannot accept an event after
multiple retries.

You need to configure the filtering and reliability settings.

‘Which configurations should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Event Grid filtering and reliability

Microsoftt

Requirement Conffiguration
Path prefix condition ne -
Subject filter

Advanced filter

Message session

Payload propénty condition v
Subject filter

Advanced filter
Event type filter

Undelivered events it
Subject filter

Duplicate detection

Dead-letter destination

fi .-
Answer Area
Event Grid filtering and reliability

Requirement Configuration

Path prefix condition Az
Subject filter
_Ad;an_ced filter
Message session

Payload property condition oL
Subject filter
Advanced filter
Event type filter

Undelivered events !

Subject filter

Du p_licate detection

H\\ﬂ [ Cros @f*euer destination




Explanation:

Box 1: Advanced filter

You should use an advanced filter to check that the path starts with /uploads/ai/ and that the payload property matches pdf.
Box 2: Advanced filter

Payload Property Condition: Use an Advanced Filter. While Subject filters handle prefix/suffix matching and Event Type filters
handle the event schema type, Advanced filters are required to inspect deeply nested properties inside the event's data payload.
Box 3: Dead-letter destination

You should configure a Dead-letter destination to store undelivered events for later investigation and reprocessing,

Reference:

httpsz/oneuptime.comyblog/post/2026-02- 16-how-to- filter-azure-event- grid-subscription-events-with-advanced- filters/view
httpsz/oneuptime.comyblog/post/2026-02- 16-how-to-use-azure-event- grid-with-power-automate- to-react-to- blob-storage-
events/view
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Hotspot Question

A Python web API uses OpenTelemetry for tracing. The call downstream service function makes an outbound HTTP request by
using the requests library.

The following code is the only OpenTelemetry configuration in the application:
b1l Tromgpeptelemetry import trace

92 tracem t[‘\il& h&fkﬂmt name

@3 def process_request():
24 with tracer.start_as_current_span(”process_request”):
05 call_downstream_service()

For each of'the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Identifying missing context propagation for distributed trace correlation

Statement
The code creates a span for each request.

The code automatically propagatesitrace context to downstream
HTTP services.

The solution requites addlgonal instrumentation for end-to-end trace

dFCrOsoft

Ef#:
AL
Answer Area

Identifying missing context propagation for distributed trace correlation

Statement Yes No
The code creates a span for each request: O O
The code automatically propagatgs'trace context to downstream ®) O

HTTP services.

')

The solution reqdires additional mstrumentaapn, for end to-end tracg @)
correlation

| B B I \.‘_':J ||

Explanation:
Box 1: Yes
This code will successfully create a local span for the process_request function, but it will not automatically create or propagate



spans for the outbound HTTP request made by the requests library.

Box 2: No

Manual tracing only: Your current configuration only creates a span for the code wrapped inside the with
tracer.start_as_current_span(...) context manager.

Box 3: Yes

Missing instrumentation: The standard requests library does not natively know about OpenTelemetry. It requires an external
instrumentation package to hook into its network calls.

Reference:

httpsz/lear.microsoft.com/en-us/python/api/overview/azure/core-tracing-opentelemetry-readme
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