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HRE #82

Select the answer that correctly completes the sentence.

is a cloud-based solution that leverages on-premises Aciive Directory signals

Microsoft Defender for Cloud Apps to identify, detect; and investigate advanced threats,
Microsoft Defender for Endpoint

Microsoft Defender for Identity

Microsoft Defender for Office 365
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is a cloud-based solution that leverages on—pre;riseMEd'me&bfisignals
Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats.

Microsoft Defender for Office 365
Explanation:

_ is a cloud-based selution that leverages on-premises Active Directory signals

Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint

Microsoft Defender for Identity

Microsoft Defender for Office 365 | .
Micrgsoft

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security
solution that leverages your on-premises Active Directory signals to identify, detect, and investigate advanced threats, compromised
identities, and malicious insider actions directed at your organization.

R #83
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area M | C I‘O S O ft

Statements Yes

Conditional access policies can use the device state as a signal. @)

Conditional access policies:apply before first-factor authentication is
complete.

Conditional access policies can trigger multi-factor authentication
(MFA) if a user attempts to access a specific application.

A
Answer A :
= viicrosoft
' Statements Yes No
Conditional access policies can use the device state as a signal. @) @)
Conditional access policies apply before first-factor authentication is @)
complete.
Conditional access policies can trigger multi-factor authentication '®)
(MFA) if a user attempts to access a specific application.
Reference:

httpsv/docs.microsoft.conven-us/azure/active-directory/conditional-access/overview

M #84
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area .D M .
m MicrosQfl. v o
All Azure Active Directory (Azure AD) license editions include the same features. O O
You can manage an Azure Active Directony (Azure AD) tenant by using the Azure portal, o] o]
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. =] O

O

ts.

M i Cr @S@Edive oiectory haure acy m@gﬁ' T
You can manage an Azure Active Diﬁg&zum AD) tenant by using the Azure portal.

mathihes to host an Azure Active Directory (Azure AD) tenant.

You must deploy Azure virtua

Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. O i)
“ manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. (e O
Micr@soft
mict Adanlnv Aziire virtnial marhinec tn hncet an A7iire Artive Directans (A7iire ADY tenant [ 53) ‘ O ‘

H #85
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements

-
A higher Microsoft Secure Score means a lower ﬂ%@&k level in the Microsoft 365

tenant. . {\

G aomplelng actions based on controls that

Statements

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified.nisk level in the Microsoft 365
tenant,

2CUre Score measures €55 in completing actions based on controls that

th.brm data protection and govermnance.




Statements

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Mnaanﬁ 3M | CTO S Of

tenant.

Microsoft Secure Score measures progress in completing actions based on controls that - O
include key regulations and standards for data protection and governance.

E [ #86
For each of'the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is
worth one point.

Statements L Mlcrosoft Yes No

You can use information barriers with Microsoft Exchange. Q Q

You can use information barriers with Microsoft SharePaint, O O

O
L]

You can use information barriers with Microsoft Teams.

Ef#.
R
Statements

You can use information barriers with Microsoft Exchange.

You can use information barriers with Microsoft SharePoint.

You can use information barriers with Microsoft Teams.

Explanation:
You can use information barriers with Microsoft Exchange. O O
You can use information barriers with Microsoft@SharePoint. ® O
You can use information barriers with Microsoft Teams. ® O

Microsoft defines Information Barriers (IB) as policies that "restrict commumication and collaboration between specific users or
groups" to meet regulatory or conflict-of-interest requirements. In Microsoft 365, IB enforcement is provided across collaboration
workloads-most notably Microsoft Teams and, with IB v2, SharePoint and OneDrive-so that users placed in segments that shouldn't
interact are prevented from chatting, meeting, or sharing files with one another. The service "controls who can commumnicate and
collaborate with whom'" and applies those controls to Teams chats/channels and SharePoint/OneDrive sites and files so that segment
boundaries are honored when users attempt to share or access content.

By contrast, Exchange Online email is not a supported enforcement surface for Information Barriers; IB does not block or route
mail. Email restrictions are handled with other capabilities (for example, mail flow rules), not IB. Therefore, in alignment with
Microsoft's SCI guidance: IB does work with Microsoft Teams and with Microsoft SharePoint/OneDrive, but it does not provide
policy enforcement for Exchange email.
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