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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q46-Q51):
NEW QUESTION # 46 
What is the name of the protocol that implements serial Modbus over Ethernet?
Available Choices (select all choices that are correct)

A. MODBUS/CIP
B. MODBUS/Ethernet
C. MODBUS/TCP
D. MODBUS/Plus
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Answer: C

NEW QUESTION # 47 
Using the risk matrix below, what is the risk of a medium likelihood event with high consequence?

A. Option D
B. Option C
C. Option B
D. Option A

Answer: C

Explanation:
According to the ISA/IEC 62443 Cybersecurity Fundamentals, the risk matrix is a tool used to assess the risk of a particular event.
The risk matrix is divided into three categories: likelihood, consequence, and risk. The likelihood is the probability that an event will
occur, the consequence is the impact that the event will have, and the risk is the combination of the two. In this case, the risk of a
medium likelihood event with high consequence is a high risk, as shown by the red cell in the matrix. References:
ISA/IEC 62443 Cybersecurity Fundamentals
[ISA/IEC 62443 Cybersecurity Certificate Program]
[Cybersecurity Library]
[Using the ISA/IEC 62443 Standard to Secure Your Control Systems]

NEW QUESTION # 48 
What is the primary purpose of Foundational Requirement 1 (FR 1)?

A. Respond to security violations.
B. Ensure data confidentiality.
C. Control access to selected devices.
D. Control use of selected devices.

Answer: C

Explanation:
Foundational Requirement 1 (FR 1) in the ISA/IEC 62443 series is titled "Identification and Authentication Control (IAC)". Its
purpose is to control access to selected devices by ensuring that only authenticated and authorized users or systems can interact with
critical IACS components.
"FR 1 - Identification and Authentication Control (IAC): This foundational requirement ensures that all users and components
interacting with the system are uniquely identified and authenticated before access is granted."
- ISA/IEC 62443-3-3:2013, Clause 4.2.1 - FR 1
This foundational layer supports higher-level security goals like use control, confidentiality, and system integrity.
References:
ISA/IEC 62443-3-3:2013 - Clause 4.2.1
ISA/IEC 62443-1-1 - Overview of the 7 Foundational Requirements

NEW QUESTION # 49 
What is a feature of an asymmetric key?
Available Choices (select all choices that are correct)

A. Shares the same key OD.
B. Uses a continuous stream
C. Uses different keys
D. Has lower network overhead

Answer: C

NEW QUESTION # 50 



What is recommended to use between the plant floor and the rest of the company networks?

A. Firewall
B. Switch
C. Router
D. Hub

Answer: A

Explanation:
ISA/IEC 62443 recommends using a firewall to segment and protect the plant floor (Operational Technology or OT network) from
the rest of the company's Information Technology (IT) networks. Firewalls enforce security policies by controlling and monitoring
traffic, helping to prevent unauthorized access and potential threats from traversing between business and control networks. Hubs
and switches do not provide security; routers may offer some basic filtering, but firewalls are explicitly designed for this purpose.
Reference: ISA/IEC 62443-3-3:2013, Section 4.2.3 (Use of network segmentation and firewalls); ISA/IEC
62443-3-2:2020, Section 4.4 (Zones and Conduits).
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