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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q150-
Q155):
NEW QUESTION # 150 
An administrator fortinet, is able to view logs and perform device management tasks, such as adding and removing registered
devices. However, administrator fortinet is not able to create a mall server that can be used to send email.
What could be the problem?

A. Fortinet is assigned the Restricted_ User administrator profile.
B. A trusted host is configured.
C. ADOM mode is configured with Advanced mode.
D. Fortinet is assigned the Standard_ User administrator profile.

Answer: D

Explanation:
* Super_User, which, like in FortiGate, provides access to all device and system privileges.
* Standard_User, which provides read and write access to device privileges, but not system privileges.
* Restricted_User, which provides read access only to device privileges, but not system privileges. Access to the Management
extensions is also removed.
* No_Permissions_User, which provides no system or device privileges. Can be used, for example, to temporarily remove access
granted to existing admins.
FortiAnalyzer_7.0_Study_Guide-Online page 42

NEW QUESTION # 151 
Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer?

A. To improve DNS response times
B. To resolve host names
C. To use real-time forwarding
D. To properly correlate logs

Answer: D

NEW QUESTION # 152 
You need to upgrade your FortiAnalyzer firmware.
What happens to the logs being sent to FortiAnalyzer from FortiGate during the time FortiAnalyzer is temporarily unavailable?

A. The logfiled process stores logs in offline mode
B. FortiGate uses the miglogd process to cache the logs
C. FortiAnalyzer uses log fetching to retrieve the logs when back online
D. Logs are dropped

Answer: B
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NEW QUESTION # 153 
The connection status of a new device on FortiAnalyzer is listed as Unauthorized.
What does that status mean?

A. It is a device that has not yet been assigned an ADOM.
B. It is a device that FortiAnalvzer does not support.
C. It is a device that is waiting for you to configure a pre-shared key.
D. It is a device whose registration has not yet been accepted in FortiAnalvzer.

Answer: D

Explanation:
The "Unauthorized" status indicates that the device has been discovered or attempted to connect but has not yet been authorized for
management by FortiAnalyzer. It requires an administrator to approve or authorize the device before it can be fully managed.

NEW QUESTION # 154 
What must you consider when using log fetching? (Choose two.)

A. The fetching profile must include a user with the Super_User profile.
B. The archive logs retrieved from the server become archive logs in the client.
C. You can use filters to include only logs from a single device.
D. The fetch client can retrieve logs from devices that are not added to its local Device Manager

Answer: A,C

NEW QUESTION # 155
......
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