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CrowdStrike Falcon Administrator Sample Questions (Q183-Q188):
NEW QUESTION # 183 
When a host belongs to more than one host group, how is sensor update precedence determined?

A. Groups have no impact on sensor update policies
B. Sensors of hosts that belong to more than one group must be manually updated
C. The highest precedence policy from the most important group is applied to the host
D. All of the host's groups are examined in aggregate and the policy with highest precedence is applied to the host

Answer: D
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Explanation:
The option that describes how sensor update precedence is determined when a host belongs to more than one host group is that all
of the host's groups are examined in aggregate and the policy with highest precedence is applied to the host. A Sensor Update policy
is a policy that controls how and when the Falcon sensor is updated on a host. You can create and assign custom Sensor Update
policies to different hosts or groups in your environment. Each Sensor Update policy has a precedence value, which determines its
priority over other policies. The higher the precedence value, the higher the priority. If a host belongs to more than one host group,
each with a different Sensor Update policy assigned, then all of the host's groups are examined in aggregate and the policy with
highest precedence among them is applied to the host.

NEW QUESTION # 184 
An analyst is asked to retrieve an API client secret from a previously generated key. How can they achieve this?

A. The API client secret cannot be retrieved after it has been created
B. Enable the Client Secret column to reveal the API client secret
C. Re-create the API client using the exact name to see the API client secret
D. The API client secret can be viewed from the Edit API client pop-up box

Answer: A

Explanation:
The API client secret cannot be retrieved after it has been created. The secret is only displayed once when the API client is created,
and it cannot be viewed or edited later. Therefore, it is important to save the secret securely and use it along with the client ID to
authenticate the API client. The other options are either incorrect or not possible.

NEW QUESTION # 185 
You have 100 hashes that have been prohibited by management and need to be blocked within your organization.
Using Falcon, what is the best way to accomplish this?

A. Navigate to Configure > Prevention policies. Inside this dashboard, add an IOC Policy. Add the list of hashes as CSV file.
Set the action to "Block." Verify the option for Custom Execution Blocking is active.
B. Navigate to Configure > IOC Management. Inside this dashboard, add a custom IOAdd the list of hashes. Set the action
to Block. Verify the prevention policy includes Custom Blocking under Execution Blocking.
C. Navigate to Configure > IOC Management. Inside this dashboard, add a custom Prevention Policy. Add the list of hashes.
Set the action to Block. Verify the policy includes Custom Execution Blocking.
D. Navigate to Configure > Prevention policies. Inside this dashboard, add an IOC Policy. Add the list of hashes as a CSV
file. Set the action to "Block and Alert." Verify the option for Custom Blocking inside Execution Blocking is active.

Answer: B

NEW QUESTION # 186 
On which page of the Falcon console can one locate the Customer ID (CID)?

A. Sensor Dashboard
B. Sensor Downloads
C. API Clients and Keys
D. Hosts Management

Answer: C

Explanation:
The page of the Falcon console where one can locate the Customer ID (CID) is API Clients and Keys. The API Clients and Keys
page allows you to create and manage API clients and keys for accessing the Falcon platform programmatically. The Customer ID
(CID) is a unique identifier for your organization that is required for authenticating your API requests. You can find your CID at the
top of the API Clients and Keys page.

NEW QUESTION # 187 



The Falcon sensor uses certificate pinning to defend against man-in-the-middle attacks. What must you ensure is disabled for the
sensor to communicate with the CrowdStrike Cloud?

A. NMAP scanning
B. Deep packet inspection
C. TCP inspection
D. Proxy information

Answer: B
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