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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q19-Q24):

NEW QUESTION # 19

A flood monitoring agency has deployed more than 10.000 water-level monitoring sensors. Sensors send contnuous data updates,
and each update is less than 1 MB in size. The agency has a fleet of on-premises application servers. These servers receive upda.es
'on the sensors, convert the raw data into a human readable format, and write the results loan on-premises relational database

server. Data analysts then use simple SOL queries to monitor the data.

The agency wants to increase overall application availability and reduce the effort that is required to perform maintenance tasks
These maintenance tasks, which include updates and patches to the application servers, cause downtime. While an application server
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is down, data is lost fiom sensors because the remaining servers cannot handle the entire workload.

The agency wants a solution that optimizes operational overhead and costs. A solutions architect recommends the use of AWS loT
Core to collect the sensor data.

What else should the solutions architect recommend to meet these requirements?

e A Send the sensor data to Amazon Kinesis Data Firehose. Use an AWS Lambda finction to read the Kinesis Data Firehose
data, convert it to Apache Parquet format and save it to an Amazon S3 bucket.
Instruct the data analysts to query the data by using Amazon Athena.

¢ B. Send the sensor data to an Amazon Managed Service for Apache Flink {previously known as Amazon Kinesis Data
Analytics) application to convert the data to .csv format and store it in an Amazon S3 bucket. Import the data into an Amazon
Aurora MySQL DB instance. Instruct the data analysts to query the data directly from the DB instance.

e C. Send the sensor data to Amazon Kinesis Data Firehose. Use an AWS Lambda finction to read the Kinesis Data Firehose
data, convert it to .csv format, and insert it into an Amazon Aurora MySQL DB instance. Instruct the data analysts to query
the data directly from the DB instance.

¢ D. Send the sensor data to an Amazon Managed Service for Apache Flink (previously known as Amazon Kinesis Data
Analytics) application to convert the data to Apache Parquet format and store it in an Amazon S3 bucket Instruct the data
analysis to query the data by using Amazon Athena.

Answer: A

Explanation:

To enhance application availability and reduce maintenance-induced downtime, sending sensor data to Amazon Kinesis Data
Firehose, processing it with an AWS Lambda function, converting it to Apache Parquet format, and storing it in Amazon S3 is an
effective strategy. This approach leverages serverless architectures for scalability and reliability. Data analysts can then query the
optimized data using Amazon Athena, a serverless interactive query service, which supports complex queries on data stored in S3
without the need for traditional database servers, optimizing operational overhead and costs.

References: AWS Documentation on AWS IoT Core, Amazon Kinesis Data Firehose, AWS Lambda, Amazon S3, and Amazon
Athena provides a comprehensive framework for building a scalable, serverless data processing pipeline. This solution aligns with
AWS best practices for processing and analyzing large-scale data streamns efficiently.

NEW QUESTION # 20

A company is deploying a web portal. The company wants to ensure that only the web portion of the application is publicly
accessible. To accomplish this, the VPC was designed with two public subnets and two private subnets. The application will run on
several Amazon EC2 instances in an Auto Scaling group.

SSL termination must be offloaded from the EC2 mstances.

‘What should a solutions architect do to ensure these requirements are met?

¢ A. Configure the Application Load Balancer in the private subnets. Configure the Auto Scaling group in the private subnets
and associate it with the Application Load Balancer.

¢ B. Configure the Application Load Balancer in the public subnets. Configure the Auto Scaling group in the private subnets and
associate it with the Application Load Balancer.

e C. Configure the Network Load Balancer in the public subnets. Configure the Auto Scaling group in the private subnets and
associate it with the Application Load Balancer.

¢ D. Configure the Network Load Balancer in the public subnets. Configure the Auto Scaling group in the public subnets and
associate it with the Application Load Balancer.

Answer: B

NEW QUESTION # 21
‘When configuring your customer gateway to connect to your VPC, the Association is established first between the virtual
private gateway and customer gateway using the Pre-Shared Key as the authenticator.

A. Ipsec

B. BGP

C. Tunnel

D. IKE Security

Answer: D



Explanation:

‘When configuring your custormer gateway to connect to your VPC, several steps need to be completed. The IKE Security
Association is established first between the virtual private gateway and customer gateway using the Pre-Shared Key as the
authenticator.

httpz//docs.aws.amazon.comy AmazonVPC/latest/Network AdminGuide/Introduction. html

NEW QUESTION # 22

A company is storing data in several Amazon DynamoDB tables. A solutions architect must use a serverless architecture to make the
data accessible publicly through a simple API over HTTPS. The solution must scale automatically in response to demand.

Which solutions meet these requirements? (Choose two.)

¢ A Create an Amazon API Gateway HTTP API. Configure this API with direct integrations to Dynamo DB by using API
Gateway's AWS integration type.

¢ B. Create an Amazon API Gateway HTTP API. Configure this API with integrations to AWS Lambda functions that return
data from the DynamoDB tables.

¢ C. Create a Network Load Balancer. Configure listener rules to forward requests to the appropriate AWS Lambda finctions

e D. Create an accelerator in AWS Global Accelerator. Configure this accelerator with AWS Lambda@Edge function
integrations that return data from the DynamoDB tables.

e E. Create an Amazon API Gateway REST API. Configure this API with direct ntegrations to DynamoDB by using API
Gateway's AWS integration type.

Answer: B,.D

Explanation:
Explanation
httpsz/docs.aws.amazon.convapigateway/latest/developerguide/http-api-dynamo-db. html

NEW QUESTION # 23

A company's solutions architect is reviewing a web application that runs on AWS. The application references static assets in an
Amazon S3 bucket in the us-east-1 Region. The company needs resiliency across multiple AWS Regions. The company already has
created an S3 bucket in a second Region.

Which solution will meet these requirements with the LEAST operational overhead?

¢ A. Configure replication on the S3 bucket in us-east-1 to replicate objects to the S3 bucket in the second Region Set up an
Amazon CloudFront distribution with an origin group that contains the two S3 buckets as origins.

e B. Configure replication on the S3 bucket in us-east-1 to replicate objects to the S3 bucket in the second Region. If failover is
required, update the application code to load S3 objects fromthe S3 bucket in the second Region.

e C. Configure the application to write each object to both S3 buckets. Set up an Amazon Route 53 public hosted zone with a
record set by using a weighted routing policy for each S3 bucket. Configure the application to reference the objects by using
the Route 53 DNS nane.

e D. Create an AWS Lambda function to copy objects from the S3 bucket in us-east-1 to the S3 bucket in the second Region.
Invoke the Lambda finction each time an object is written to the S3 bucket in us-east-1.

Set up an Amazon CloudFront distribution with an origin group that contains the two S3 buckets as origins.

Answer: B

NEW QUESTION # 24
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