KCSABiZRR T > ¥ > & KCSAG WS 5% B

KUBERNETES AND

CLOUD SECURITY
ASSOCIATE e

kubernetes

(KCSA) | TR

CLOUD NATIVE
SECURITY

CLOUD NATIVE W
COMPUTING FOUNDATION

P.S.Japancert# Google Drive T 38 L T t» % #2411 2026 Linux Foundation KCSAK > 7" https:/drive.google.com/open?
id=14_ VOSLBRIGZKTZFG-LR 4g6S1Vw-z

Japancert® > = 7 BPYR F — A & Linux Foundation O KCSARRER IS L T L —=Vv 7 HMEsIRTE £ L 12,
JapancertS 3Rt U 72 bt % #158 ¥ v & U T Limx Foundation®D KCSARERBRIC BT 2D £ THHBU T,
Japancertt HED 1 0 0 B &R 2 RE V2L £ 7,

PILETHEBRBELZATY . Japancert¥ BEM & . REC O 2BBMEOLT L EROMEM W ET L THRE
ENFEMFICE > TRELIEINTT. KCSATA LY ME 2EOHEREsA LS 20RO ETT
. LE2—BHERAE»A»s1hA. &5 2B F 233 BRCEET IO LEILEET. &K
DXEFB 2, 2L T, KCSAREARIE > & v . Linux Foundation. & 7 7~ ® Linux Foundation Kubernetes and Cloud
Native Security Associatef eI B3 Ral S 1L & ¥

>>KCSABR = > ¥y <<

Wi+ 2 KCSABR = > v v & IEER & KCSAE ¥ BU 15 58

CHHMO LD, FhfbiE S FHECKELBSFEACERAL TV EST. MLLEDEFFECANZICE - &
HBNETYT . KCSAEBORBA A PR s 2RI 2 LhEtA. EMEMHEHT 3 & . Kubemnetes and
Cloud NativeiB E B 4 BB TE £ T. & D, ZLOBAMBOTH T, HLORRINE VBHECL Y &
T KCSARE 7 7 A W T2l V7 AU — %2 LE3 ¥ 2L DEELAT vy 7 TF. ER0OM
DHF LR L T, KCSAZREBHMABER 45 &I 2 -0 BEL2LDE2EBE T30 P LEMEsR TR
PUhEENTT.

Linux Foundation Kubernetes and Cloud Native Security Associate 58

KCSA A B & (Q14-Q19):

HMA #14
A container image istrojanizedby an attacker by compromising the build server. Based on the STRIDE threat modeling framework,
which threat category best defines this threat?

A. Repudiation

B. Denial of Service
C. Spoofing

D. Tampering

Ef#: D
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* In STRIDE, Tamperingis the threat category forunauthorized modification of data or code/artifacts. A trojanized container image is,
by definition, an attacker'smodificationof the build output (the image) after compromising the Cl/build system-i.e., tampering with the
artifact in the software supply chain.

* Why not the others?
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* Spoofingis about identity/authentication (e.g,, pretending to be someone/something).

* Repudiationis about denying having performed an action without sufficient audit evidence.

* Denial of Servicetargets availability (exhausting resources or making a service unavailable). The scenario explicitly focuses on
analtered imageresulting from a compromised build server-this squarely maps toTampering,

Authoritative references (for verification and deeper reading):

* Kubernetes (official docs)- Supply Chain Security (discusses risks such as compromised CI/CD pipelines leading to
modified/poisoned images and emphasizes verifying image integrity/signatures).

* Kubernetes Docs#Security#Supply chain securityandSecuring a cluster(sections on image provenance, signing, and verifying
artifacts).

* CNCF TAG Security - Cloud Native Security Whitepaper (v2)- Threat modeling in cloud-native and software supply chain risks;
describes attackers modifying build outputs (images/artifacts) via CI

/CD compromise as a form oftamperingand prescribes controls (signing, provenance, policy).

* CNCF TAG Security - Software Supply Chain Security Best Practices- Explicitly covers CI/CD compromise leading
tomaliciously modified imagesand recommends SLSA, provenance attestation, and signature verification (policy enforcement via
admission controls).

* Microsoft STRIDE (canonical reference)- Defines Tamperingasmodifying data or code, which directly fits a trojanized image
produced by a compromised build system.

B #15
In which order are thevalidating and mutating admission controllersrun while the Kubernetes API server processes a request?

e A Validating admission controllers run before mutating admission controllers.

¢ B. Validating and nutating admission controllers run simultaneously.

¢ C. The order of execution varies and is determined by the cluster configuration.
¢ D. Mutating admission controllers run before validating admission controllers.

Ef: D
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* Theadmission control flowin Kubernetes:

* Mutating admission controllersrun first and can modify incoming requests.

* Validating admission controllersrun after mutations to ensure the final object complies with policies.
* This ensures policies validate thefinal, mutated object.

References:

Kubernetes Documentation - Admission Controllers

CNCF Security Whitepaper - Admission control workflow.

E #16
When using a cloud provider's managed Kubernetes service, who is responsible for maintaining the etcd cluster?

A. Application developer

B. Kubernetes administrator
C. Namespace administrator
D. Cloud provider

IEfE: D
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* Inmanaged Kubernetes services(EKS, GKE, AKS), the control plane is operated by thecloud provider

* This includesetcd, API server, controller manager, scheduler.

* Users manageworker nodes(in some models) and workloads, but not the control plane.

* Exact extract (GKE Docs):

* "The control plane, including the API server and etcd database, is managed and mantained by Google."

* Similarly forEKSandAKS, etcd is fully managed by the provider.

References:

GKE Architecture: https://cloud.google.conmvkubernetes-engine/docs/concepts/cluster-architecture EKS Architecture:
https7/docs.aws.amazon.conveks/latest/userguide/eks-architecture.html AKS Docs: https://learn.microsoft.conven-
us/azure/aks/concepts-clusters-workloads



B #17

Which information does a user need to verify a signed container image?

¢ A The image's SHA-256 hash and the public key of the signing authority.
¢ B. The image's SHA-256 hash and the private key of the signing authority.
e (. The image's digital signature and the private key of the signing authority.
e D. The image's digital signature and the public key of the signing authority.

IEf#: D
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* Container image signing (e.g., withcosign, Notary v2) uses asymmetric cryptography.
* Verification process:

* Retrieve theimage's digital signature.

* Validate the signature with thepublic keyof the signer.

* Exact extract (Sigstore Cosign Docs):

* "Verification of an image requires the signature and the signer's public key. The signature proves authenticity and integrity."
* Why others are wrong;

* A & B: The private key is only used by the signer, never shared.

* C: The hash alone cannot prove authenticity without the digital signature.

References:

Sigstore Cosign Docs: https:/docs.sigstore.dev/cosign/overview

HP#18
Which security knowledge-base focuses specifically onoffensive tools, techniques, and procedures?

e A. NIST Cybersecurity Framework
e B. MITRE ATT&CK

e C. CIS Controls

e D. OWASP Top 10

IEf#: B
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* MITRE ATT&CKs a globally recognizedknowledge base of adversary tactics, techniques, and procedures (TTPs). It is focused
on describingoffensive behaviorsattackers use.

* Incorrect options:

* (BYOWASP Top 10highlights common application vulnerabilities, not attacker techniques.

* (C)CIS Controlsare defensive best practices, not offensive tools.

* (D)NIST Cybersecurity Frameworkprovides a risk-based defensive framework, not adversary TTPs.

References:

MITRE ATT&CK Framework

CNCF Security Whitepaper - Threat intelligence section: references MITRE ATT&CK for describing attacker behavior.
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