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Palo Alto Networks System Engineer - Prisma Cloud Professional Sample
Questions (Q24-Q29):

NEW QUESTION # 24

An image containing medium vulnerabilities that do not have available fixes is being deployed into the sock- shop namespace. Prisma
Cloud has been configured for vulnerability management within the organization's continuous integration (CI) tool and registry.

What will occur during the attempt to deploy this image from the CI tool into the sock-shop namespace?

A. The CI policy will fail the build; therefore, the image will not be deployed.

B. The image will be deployed successfully, but no vulnerabilities will be reported.

C. The image will pass the CI policy, but will be blocked by the deployed policy; therefore, it will not be deployed.
D. The image will be deployed successfully, and all vulnerabilities will be reported.

Answer: A

NEW QUESTION # 25
Which RQL string using network query attributes returns all traffic destined for Internet or for Suspicious IPs that also exceeds
1GB?

A. network where bytes > 1GB and destination = 'Internet IPs' OR 'Suspicious IPs'

B. network where dest publicnetwork IN ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000
C. show traffic where destination.network = ('Internet IPs', 'Suspicious IPs'’) AND bytes > 1000000000
D. network where publicnetwork = ('Internet IPs', 'Suspicious IPs") AND bytes > 1000000000

Answer: B

Explanation:

httpsz/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-rql-reference/rgl-reference/rql-examples All network traffic
that is greater than 1GB and destined to Internet or Suspicious IPs (allows you to identify data exfiltration attempt on any cloud
environient).

networkwheredest.publicnetwork IN ('Internet IPs','Suspicious IPs') AND bytes > 1000000000

NEW QUESTION # 26
Match the query type with its corresponding search

Answer:

Explanation:
Explanation:
network where,

event where,
config where

NEW QUESTION # 27
Which Resource Query Language (RQL) query searches for all Relational Database Service (RDS) instances that have a public IP
address?

e A event fromcloud.audit logs where apiname = 'aws-rds-describe-db-instances' AND json.rule = publiclyAccessible is
true

e B. config from cloud.resource where api.name = 'aws-rds-describe-db-instances' AND json.rule = publiclyAccessible is true

e (. config from cloud.resource where api.name = 'aws-rds-describe-db-instances’ AND json.rule = storageEncrypted is false

¢ D. config from cloud.resource where api.name = 'aws-ec2-describe-instances' AND json.rule = publiclyAccessible is true
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Answer: B

NEW QUESTION # 28
‘Which two cloud providers support Load Balancers as next hop configurations for outbound connections?
(Choose two.)

A. Oracle Cloud

B. Google Cloud Platform
C. Microsoft Azure

D. Amazon Web Services

Answer: B,C

NEW QUESTION # 29
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