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R #229

An administrator is reviewing the security policy for remote users accessing a corporate web application. The rule allows the
'internal- web-app' App-1D from the "Mobile-Users' zone to the 'Internal-Servers' zone and has standard security profiles attached.
They notice the application is slow for remote users, and traffic logs show high latency within the Prisma Access/GlobalProtect
tunnel. Which policy tuning aspect is NOT directly related to improving the network performance or latency experienced by remote
users accessing internal resources through the tunnel?

e A. Optimizing the 'Service Connection' tunnel from Prisma Access to the data center for latency and throughput.
e B. Ensuring sufficient bandwidth is allocated to the user's Prisma Access mobile user license.
e C. Disabling unnecessary security profiles (like Data Filtering if not required for this specific application) on the policy rule to
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reduce inspection overhead.
¢ D. Ensuring the user's GlobalProtect connection is terminating at a Prisma Access location geographically close to the user.
¢ E. Configuring Application Function Control to restrict access to specific features within the internal web application.

IEf#: E

R -

Network performance and latency are primarily affected by network path, tunnel performance, firewall processing overhead, and
allocated bandwidth. - Option A: Connecting to a nearby cloud edge reduces the nitial leg of the journey over the internet. - Option
B: The performance of the tunnel between Prisma Access and the data center is critical for accessing internal resources. - Option C:
Security profile inspection adds processing overhead. Reducing unnecessary inspection can improve throughput and reduce latency.
- Option D (Correct): Application Function Control is for granular access control based on application actions. It does not directly
impact the network performance or latency of the allowed traffic flow itself. - Option E: Sufficient bandwidth is necessary to support
traffic volume without congestion, which directly impacts performance and latency.

M #230
Differentiate between the packet processing characteristics of the 'slow path’ and the 'fast path' in a Palo Alto Networks security
platform (Strata/Prisma Access). Select all statements that accurately describe the distinctions.

e A Ifa session on the fast path encounters a specific condition requiring deeper analysis (e.g., a file upload triggering WildFire
analysis or encountering a complex attack signature), subsequent packets for that session or the relevant data stream might be
temporarily diverted back to the slow path or a dedicated inspection engine before potentially returning to the fast path.

e B. Packets entering the fast path undergo a full security policy re-evaluation and App-ID re-identification on every packet to
ensure dynamic policy enforcement.

e (. The fast path handles the vast majority of traffic volume for established sessions, relying on hardware acceleration (ASICs
or FPGAs) for high throughput.

¢ D. The slow path is primarily responsible for initial session creation and the application of App-ID and policy lookup, utilizing
the device's general-purpose CPU(s).

¢ E. Deep packet inspection for security profiles like Threat Prevention, WildFire submission, and Decryption are exclusively
performed in the fast path due to performance requirements.

iFfE: A. C. D

fEE L

Understanding the division of labor between the slow path and fast path is crucial for performance troubleshooting and
comprehending how the firewall processes traffic. - Option A (Correct): The slow path (CPU path) is indeed where the initial work
of session setup occurs, including identifying the application (App-ID), finding the matching security policy rule, determining security
profile assignments, and building the session table entry. - Option B (Correct): The fast path (data plane, leveraging ASICs/hardware
acceleration) is optimized for forwarding subsequent packets of established sessions at high speed by performing a quick session
table lookup. This offloads the bulk of traffic processing from the CPU. - Option C (Incorrect): While performance optimized, many
deep nspection tasks like decryption, full file analysis for WildFire, complex signature matching, and applying specific Data Filtering
profiles often mvolve the slow path CPU or dedicated content inspection engines which are conceptually part of the deeper
processing flow, distinct from the simple fast path session lookup and forwarding, The fast path directs the traffic to these engines
based on the session setup in the slow path, but the intensive inspection itself isn't purely ASIC- based forwarding, - Option D
(Incorrect): The fast path relies on the session state and policy decision made by the slow path during the first packet processing,
Packets on the fast path do not undergo a full policy re-evaluation or App-ID re-identification. They are simply forwarded based on
the established session parameters. App-1D is a single-pass inspection and re-classification happens dynamically, but the fast path's
role is forwarding based on the current session state. - Option E (Correct): This describes a dynamic switching behavior. Even if a
session is primarily on the fast path, specific events (like the start of a file transfer, detecting a pattern requiring deeper analysis, or
triggering a vulnerability signature) can cause the relevant packets or streams within that session to be diverted to the slow path CPU
or specialized nspection engines for thorough examination before allowing the session to continue on the fast path (if deemed safe)
or blocking it.

HR #231

An administrator is configuring SSL Inbound Inspection on a Palo Alto Networks NGFW to decrypt incoming HTTPS traffic
destined for an internal web server. Which type of certificate, specifically the private key component, must be imported onto the
firewall to enable successful decryption of traffic destined for that specific server?

e A The public certificate of the external client connecting to the server.



B. A wildcard certificate trusted by internal clients.

C. The firewall's self-signed intermediate CA certificate for forward proxy.
D. The server certificate of the internal web server, including its private key.
E. The firewall's self-signed root CA certificate.

Ef#: D

R

SSL Inbound Inspection requires the firewall to decrypt traffic destined for internal servers. This is achieved by having the server's
private key, which allows the firewall to decrypt the symmetric session key exchanged during the SSL handshake. Option A and B
are for SSL Forward Proxy. Option C is for client authentication, not server-side decryption. Option E is a type of certificate that
might be used, but specifically the server's private key associated with the server certificate is required.

HA #232

A company is using Palo Alto Networks Strata NGFWs and Prisma Access to secure access to sanctioned and unsanctioned SaaS
applications. They have implemented SSL Forward Proxy decryption for most SaaS traffic. They need to prevent users from
uploading sensitive data to personal cloud storage accounts (like consumer Dropbox) while allowing uploads to the corporate
sanctioned cloud storage (corporate Box). They also want to prevent the use of unsanctioned instant messaging and collaboration
apps entirely. Which combination of Palo Alto Networks features and configurations are MOST effective for achieving these SaaS
security goals? (Select all that apply)

¢ A Security Policy rules using App-ID to identify specific sanctioned (e.g., 'box') and unsanctioned (e.g., 'dropbox-base’,
'whatsapp') SaaS applications and application functions (e.g,, 'dropbox-upload'

¢ B. Decryption Policy configured to decrypt HTTPS traffic to relevant SaaS application domains/categories.

C. Relying solely on URL Filtering categories (e.g., 'Cloud Storage', 'Instant Messaging) to control access.

D. Data Filtering profiles configured to detect sensitive data patterns (e.g., PII, financial data) and applied to Security Policy

rules.

E. Security Policy rules allowing sanctioned applications (like corporate Box upload with Data Filtering applied) and denying

unsanctioned applications/functions (like consumer Dropbox upload or WhatsApp-base).

iIFf#: A. B. D. E

fE R

Comprehensive SaaS security requires visibility (decryption), granular identification (App-1D), content inspection (Data Filtering),
and policy enforcement (Security Policy). - Option A (Correct): Decryption is necessary to see the specific activities and content
within encrypted Saa$ traffic. - Option B (Correct): App-1D is crucial for identifying the specific SaaS applications (sanctioned vs.
unsanctioned) and the granular actions within them (upload, download, post, etc.). - Option C (Correct): Data Filtering profiles are
needed to detect sensitive data patterns within the allowed traffic streans (like uploads to Box or attempted uploads to Dropbox). -
Option D (Correct): Security Policy rules tie everything together. Rules are needed to explicitly allow sanctioned
applications/functions with appropriate inspection (Data Filtering), and rules are needed to explicitly deny unsanctioned applications
or specific risky functions within generally allowed applications. - Option E (Incorrect): URL Filtering provides website
categorization but doesn't see the specific application actions within the site (e.g., upload vs. view) or inspect the content being
transferred for sensitive data. App-ID and Data Filtering are required for that level of granularity.

M #233

A network administrator managing a Prisma SD-WAN deployment needs to assess the historical performance and health of the
WAN links at a specific branch office over the past week. They want to see metrics like latency, jitter, packet loss, and throughput
for each ISP connection. Which section within the Prisma SD-WAN Cloud Management Console should they primarily use for this
historical link performance analysis?

A. Security Policies

B. Path Policies

C. Configuration Templates

D. Monitor (or Analytics) section with Network/Link Performance views
E. Device Inventory

IEf#: D
R -



Monitoring and analytics dashboards provide insights into the operational performance of the SD-WAN fabric and underlying links.
Option A and B are for configuring policies. Option D is for configuration management. Option E lists devices. The Monitor or
Analytics section in the Cloud Management Console is where you find real-time and historical data visualizations for network
performance, link quality, application usage, and system health.
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