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HM #16

(Judi Dench has recently jomed an IT company as a DevSecOps engineer. Her organization develops software products and web
applications related to electrical engineering. Judi would like to use Anchore tool for container vulnerability scanning and Software
Bill of Materials (SBOM) generation. Using Anchore grype, she would like to scan the container images and file systens for known
vulnerabilities, and would like to find vulnerabilities in major operating system packages such as Alpine, CentOS, Ubuntu, etc. as
well as language specific packages such as Ruby, Java, etc. Which of the following commands should Judi run to scan for
vulnerabilities in the image using grype?)

e A grype <image >.

¢ B. grype packages < image > --scope all-layers.
e C. grype packages < image >.

e D. grype < image > --scope all-layers.

Rt


https://www.passtest.jp/ECCouncil/312-97-shiken.html
https://www.jpshiken.com/312-97_shiken.html
https://www.japancert.com/312-97.html
https://www.xhs1991.com/312-97.html

Grype is a vulnerability scanning tool used to analyze container images and file systens for known vulnerabilities across operating
systemand application dependencies. The most effective way to performa comprehensive scan is by running the grype <image> --
scope all-layers command. This ensures that vulnerabilities are detected acrossall layersof the container image, not just the final
runtime layer. Containers often inherit vulnerabilities from base images or intermediate layers, making full-layer scanning essential.
The packages subcommand is used for listing detected packages rather than performing vulnerability analysis.

Running Grype during the Build and Test stage allows DevSecOps teams to identify vulnerable base images and dependencies early,
reducing the risk of deploying insecure containers into production and supporting secure container lifecycle management.

HMA #17

(William Edwards is working as a DevSecOps engineer at SVR Software Solution Pvt. Ltd. His organization develops software
products and applications related to digital marketing, William integrated Prisma Cloud with Jenkins to detect threat-intelligence
based threat detection. This integration will allow him to scan container images and serverless functions for security issues in the
CI/CD pipeline. Which of the following is employed by Prisma Cloud to understand the normal network behavior of each custormer’s
cloud environment to detect network anomalies and zero-day attacks effectively with minimal false positives?.)

e A. Advanced supervised machine learning.

¢ B. Advanced unsupervised data mining,

¢ (. Advanced unsupervised machine learning.
e D. Advanced supervised data mining,

Ef#: C

A -

Prisma Cloud leveragesadvanced unsupervised machine learningto establish baselines of normal behavior within a custormer’s cloud
environment. By analyzing patterns in network traffic, resource interactions, and workload behavior without relying on labeled
training data, it can detect anomalies and potential zero-day attacks with minimal false positives. Supervised approaches require
predefined labels and known attack patterns, which limits effectiveness against new or unknown threats. Unsupervised data mining
alone lacks the adaptive intelligence provided by machine learning models. Using unsupervised machine learning during the Build and
Test stage enables continuous, intelligent security analysis across dynamic cloud-native workloads, supporting proactive threat
detection in DevSecOps pipelines.

HP#18

(Dave Allen is working as a DevSecOps engineer in an I'T company located in Baltimore, Maryland. His team is working on the
development of Ruby on Rails application. He integrated Brakeman with Jenkins to detect security vulnerabilities as soon as they are
introduced; he then installed and configured Warnings Next Generation Plugin in Jenkins. What will be the use of Warnings Next
Generation Plugin to Dave?.)

A. Tt will gather and manage the results from Brakeman.

B. It will inspect TypeScript code for readability, functionality, and maintainability issues.
C. It will regulate the function of Brakeman.

D. Tt will validate Jenkins compiler settings.

IEf#: A

AR :

The Warnings Next Generation Plugin in Jenkins is designed tocollect, aggregate, visualize, and manage static analysis
resultsproduced by various tools, including Brakeman. In this scenario, Dave uses Brakeman to scan Ruby on Rails applications for
security vulnerabilities. Brakeman generates output files containing findings, and the Warnings Next Generation Plugin parses these
results and presents them in a standardized, user-friendly format within Jenkins. This allows teams to track trends, enforce quality
gates, and fail builds based on severity thresholds. The plugin does not inspect TypeScript code, validate compiler settings, or
control Brakeman's execution logic. Its role is purely to manage and display analysis results. Using this plugin during the Code stage
improves Vvisibility into security issues, supports decision-making, and helps enforce security standards across the development
lifecycle.

R #19



(Lisa Kramer carries an experience of 4 years as a DevSecOps engineer in an IT company. The software development team of her
organization has developed a Ruby on Rails web application and would like to find vulnerabilities in Ruby dependencies. Therefore,
the team leader of the software development team approached Lisa for help in this regard. Which of the following SCA tool should
Lisa use to detect vulnerabilities in Ruby dependencies?)

e A. Bandit.

¢ B. Retire js.

e C. Tenable.io.

e D. Bundler-Audit.

IEf#: D

TR

Bundler- Audit is an SCA tool designed specifically for Ruby applications. It analyzes the Gemfile and Gemfile.lock to identify
dependencies and checks them against known vulnerability databases. Bandit is intended for Python code analysis, Retire.js targets
JavaScript libraries, and Tenable.io focuses on infrastructure-level vulnerabilities. By using Bundler- Audit during the Code stage,
DevSecOps teams can detect vulnerable Ruby gens early and ensure that only secure dependencies are used. This reduces the risk
of exploiting known vulnerabilities in third-party libraries and supports secure dependency management throughout the development
lifecycle.

HM #20

(Alex Hales recently joned TAVR Software Solution Pvt. Ltd. As a DevSecOps engineer. To automatically detect security
loopholes in the web applications while building and testing them, he integrated OWASP ZAP DAST Plugin with Jenkins. How can
Alex uniquely identify every build in the project?.)

e A. By specifying a file name followed by ${Build ID} in Post-build Actions tab.

¢ B. By specifying a file name followed by ${zap scan} in Post-build Actions tab.

e C. By specifying a file name followed by ${Profile ID} in Post-build Actions tab.

¢ D. By specifying a file name followed by ${ZAPROXY HOME} in Post-build Actions tab.

Ef#: A

fiR .-

Jenkins automatically assigns a unique identifier to each build using the environment variableBUILD ID.

When integrating OWASP ZAP with Jenkins, appending $ {BUILD ID} to output filenames or reports ensures that every scan
result corresponds to a specific build execution. This avoids overwriting previous reports and allows traceability between build
artifacts and security findings. Variables such as

${ZAPROXY HOME} refer to installation paths, not build uniqueness, while $ {Profile ID} and

${zap scan} are not standard Jenkins variables for uniquely identifying builds. Using $ {BUILD ID} supports better auditing,
historical analysis, and correlation between detected vulnerabilities and the exact build in which they were found, which is critical
during the Build and Test stage of a DevSecOps pipeline.

B #21

BHECCouncllD312-97% B #HMIE . WHO T 7 ARY IV RE—F4RMHTEF 7. 30DFELE—F»siE
WT&&9d: PDF. Y7 bhY =7, > F4>. &7 . JapancertPDF/A—Y 2 YIS ENRITTREC 4. . 312-
ITRABEEOY 7 b 27 A=Y a v T, EBORBEBEE+ > I21— ML T, RBKEE2 L VEHICTE
¥Ft. BE=WXAYIAVIREITRTOWeb7T SUHFEHR—bPLTWBLD, §XTDFARL—F 47 ¥
A7 LACEMEL £ 3. &7, 312-97%BHHME. $ 0V 5y 7 AL EEEBRECINR-ITRBCERT 2D IK
IHFET.

312-97H A ZERR Y > 7" v : httpsv//www.japancert.cony312-97.html
ECCouncil 312-975% &K iABRIC R 12358, LEABKOIMHBE A X v Y L TIHHEED EHBNRET

3. Japancert 312-97THAZER Y > 7' W Rt L 2B &L BB G ITEBO T ) — M 5 B3BFFL T KL T3
SN DTT 7 APMRITRBRECOHEBE. ZE7 o AOBE2ERTI2LHENETHY . HEHED


https://www.jpshiken.com/312-97_shiken.html
https://www.japancert.com/312-97.html

DB TEY ., ARDIEDDEVENAR—A2RYUTE 2LV Z L DEKERE> T & . ECCouncil 312-
IBEEE TN EBROBRTT. b2 LOTFHESARS A TL I BECEELMELEEZBEL L5,
Japancert D ECCouncil ®312-97:RBk b L —= > 7 BRI 2L TH T £ & v, & T HEE!

BIFCEEEs 4T ATEECEE2IRAMN T 2. ATLHREDOB> L2380 ICW312-97/L 4 & HHE
ATy FOX—%FOERS, AAA T4V THEL L, RBICERL 288, A EKO
HAEFAF YL TIHBHICEBZIENDVETT,

312-97TRB O EHH I | B O H 331297 F B RAE | S % EC-
Council Certified DevSecOps Engineer (ECDE)H AZERR > 7" v

Japancert N 3Rt L 72 BB & BB G ITEBRO ) — M 58K L T EERL CHESKEZLOTT. 7 A 312-
ITREDEBIE . FET vt AOHE4ERT 20 CVETHY) ., HEHEOLHBHTEY ., RO
DEDVEOAR—Z2RYETEZLINEZLDEREF-> T ET,

ZREEROBRTT. D2L0FELROSN TV BIHAECEELBEEL VEL L 2 5. Japancert®
ECCouncil®312-97:B b L —=> 7 BRI 2R L TAHT LS 0,

o 312-97%BARBARK [ 312-97THARGEX 5 [1312-97H ARFEHI XK «  www.passtestjp ) 2 (& SR D e 312-
97 NFEEELH D ¥ 3312-97& M Ext i

o 312-97THAFEMRMEELE [1312-97TH AEMRMESE [1312-97M%EEE [ [ 312-97 | ORBMEE [
www.goshiken.com ] T MBHELAS o312-97RL kA B R R 42

o ALY %312-975F BRI AB-RB O EMHEHIE- A A AL — bD3I2-9THAERY > 7' v 0 (
www.mogiexamcom Y H A b2 TERFTv 312-97 Ov OREE # X 7 > o — F312-97& 8 FREX i

o BED32-97SHEERH - AW A L —X312-9THARGER Y > 7 v | EHM %312-97H ABREE & ¥ EC-
Council Certified DevSecOps Engineer (ECDE) [ = 312-97 [00® 5&5% & /& (& [ www.goshiken.com | T S4B {5
H312-97 & kAR B AT

o 312-97iABR DML | Bm D312-975F B REAER | HEH % EC-Council Certified DevSecOps Engineer
(ECDE)H A&BRR 4 > 7"V [ { www.japancert.com } T» 312-97 <5 &R L T. BRI CHBIC KXY > o —FT
& & $312-97THAFER 5K

o 312-97THARERBEER 1312-97M%EEEE 0 312-97HAERBEE KR O v www.goshikencom v/ T [
31297 | #BEL T, EHCTHBECK Y>> o— FT & & 7312-97:AB 508 EMH

o 312-975% &M [1312-97THAERBEBE &R [ 312-97HAZEMF XK 11> 312-97 Lz FRlTcKx v~
7 — F“www.xhs1991.com ™ TR I 2 72 1) 312-97T 4 & AR BT

o 312-97MhEEE (1312-97H AFEMIESE 1 312-978K 38k (1 7 = 74 4 b> www.goshiken.com < % [
&, [312-97] #BRL TEBTK 7> o—FL TLES0312-97:A B #5608 £ M

o NANRRL—HEBD D %312-975% BRI B - O M T 15312-9TH AGERR Y > 7 v 19 312-97 [
D% ERTK v > o— F[ www.shikenpass.com |7 = 74 4 b & ANJ13 3 7215 312-97 5 FX R RE4E

o NANRAL— FEED D 3312-975F ERAB-RBRO EMHTE32-97THAEBR Y > 7' v OV
www.goshiken.com [1v/ [|CfEZ 3 R A > 5 1 > i 312-97 1 O ARERRIE312-97H A EREE ER

o 312-97hRRREREL [ 312-97M KB 1 312-97% B BEER (1 { www.mogiexam.com } I BEIL  [1312-97
DERRL T, BHTK Yy e— PHRRAHMBER £ RL & 9312-97THAEREEHERE

o www.stes.tyc.edu.tw, codifysolutions.in, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.hulkshare.com, www.stes.tyc.edu.tw, yiwnhua.com, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, Disposable vapes


https://www.mogiexam.com/312-97-exam.html
https://www.passtest.jp/312-97-exam.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.japancert.com%252f312-97.html
https://www.mogiexam.com/312-97-exam.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.japancert.com%252f312-97.html
https://www.japancert.com/312-97.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.japancert.com%252f312-97.html
https://www.xhs1991.com/312-97.html
https://www.caringfamilies.org.nz/?s=312-97%25e7%258b%25ac%25e5%25ad%25a6%25e6%259b%25b8%25e7%25b1%258d%20%25f0%259f%2593%259e%20312-97%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e7%2589%2588%25e5%2595%258f%25e9%25a1%258c%25e9%259b%2586%20%25f0%259f%2591%258b%20312-97%25e7%2584%25a1%25e6%2596%2599%25e8%25a9%25a6%25e9%25a8%2593%20%25f0%259f%25a7%259b%20%25e3%2582%25a6%25e3%2582%25a7%25e3%2583%2596%25e3%2582%25b5%25e3%2582%25a4%25e3%2583%2588%25e2%2596%25b7%20www.goshiken.com%20%25e2%2597%2581%25e3%2582%2592%25e9%2596%258b%25e3%2581%258d%25e3%2580%2581%25e3%2580%2590%20312-97%20%25e3%2580%2591%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584312-97%25e8%25a9%25a6%25e9%25a8%2593%25e5%258b%2589%25e5%25bc%25b7%25e9%2581%258e%25e5%258e%25bb%25e5%2595%258f
https://www.shikenpass.com/312-97-shiken.html
https://troutbrooktree.com/?s=%25e3%2583%258f%25e3%2582%25a4%25e3%2583%2591%25e3%2582%25b9%25e3%2583%25ac%25e3%2583%25bc%25e3%2583%2588-%25e6%25a8%25a9%25e5%25a8%2581%25e3%2581%25ae%25e3%2581%2582%25e3%2582%258b312-97%25e5%258f%2582%25e8%2580%2583%25e8%25b3%2587%25e6%2596%2599%25e8%25a9%25a6%25e9%25a8%2593-%25e8%25a9%25a6%25e9%25a8%2593%25e3%2581%25ae%25e6%25ba%2596%25e5%2582%2599%25e6%2596%25b9%25e6%25b3%2595312-97%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e7%2589%2588%25e3%2582%25b5%25e3%2583%25b3%25e3%2583%2597%25e3%2583%25ab%20%25f0%259f%2594%25bc%20%25e2%259c%2594%20www.goshiken.com%20%25ef%25b8%258f%25e2%259c%2594%25ef%25b8%258f%25e3%2581%25a7%25e4%25bd%25bf%25e3%2581%2588%25e3%2582%258b%25e7%2584%25a1%25e6%2596%2599%25e3%2582%25aa%25e3%2583%25b3%25e3%2583%25a9%25e3%2582%25a4%25e3%2583%25b3%25e7%2589%2588%25e2%259e%25a0%20312-97%20%25f0%259f%25a0%25b0%20%25e3%2581%25ae%25e8%25a9%25a6%25e9%25a8%2593%25e5%2595%258f%25e9%25a1%258c312-97%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e7%2589%2588%25e5%25be%25a9%25e7%25bf%2592%25e6%258c%2587%25e5%258d%2597
https://www.mogiexam.com/312-97-exam.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3871238
https://codifysolutions.in/profile/meganpr650
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3869072
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3869130
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3869787
https://www.hulkshare.com/leftrsdafasf
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3869423
https://yiwnhua.com/home.php?mod=space&uid=41295
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3869254
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3868983
https://frvape.com

