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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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HAE #183
Which phase of'the cloud data life cycle involves activities such as data categorization and classification, including data labeling,
marking, tagging, and assigning metadata?

A. Create
B. Store
C. Use

D. Destroy
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The cloud data life cycle defines distinct stages that data goes through from its origin until its disposal. The Createphase is the very
first stage, and this is where data is generated or captured by systens, applications, or users. At this point, data does not yet have
context for storage or use, so it must be appropriately categorized and classified. Activities like labeling, marking, tagging, and
assigning metadata are critical because they establish the foundation for enforcing controls throughout the rest of the life cycle.
Classification ensures that data is aligned with sensitivity levels, regulatory requirements, and business value.

For example, financial records may be labeled "confidential” while general marketing content may be marked

"public." These distinctions guide how encryption, access controls, and monitoring will be applied in subsequent phases such as
storage, sharing, or use.

According to industry frameworks, starting security at theCreatephase ensures that controls "follow the data" across environments.
Without proper classification at creation, organizations risk mismanaging sensitive data downstream

EE #184
Which U.S. standard is used by federal government agencies to manage enterprise risk?

A. The Statement on Standards for Attestation Engagements 18 (SSAE 18)
B. The Committee of Sponsoring Organizations (COSO) framework

C. International Organization for Standardization (ISO) 37500

D. The National Institute of Standards and Technology (NIST) SP 800-37

He:. D

LR

Federal agencies in the U.S. rely onNIST SP 800-37, Risk Management Framework (RMF), to manage enterprise risk. RMF
provides a structured process for categorizing systemns, selecting controls, implementing safeguards, assessing effectiveness,
authorizing operations, and continuous monitoring,

ISO 37500 deals with outsourcing governance, SSAE 18 governs service provider audits, and COSO is a corporate governance
framework but not specific to federal agencies.

NIST RMF is integrated with the Federal Information Security Modernization Act (FISMA) requirements, ensuring agencies
manage cybersecurity risks consistently. Its adoption is expanding beyond government into industries seeking comprehensive,
repeatable risk management processes.

EE #185
In which cloud service model is the cloud consumer responsible for installation and maintenance of the operating system?

e A Infrastructure as a Service (IaaS)
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e B. Software as a Service (SaaS)
e C. Network as a Service (NaaS)
¢ D. Platformas a Service (PaaS)

HE: A
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In the Infrastructure as a Service (IaaS) model, the cloud consumer is responsible for installing and maintaining the operating system
Managing Cloud principles describe that [aaS provides virtualized computing resources such as servers, storage, and networking,
while leaving systemtlevel management to the customer.

Customers must install operating systers, apply patches, configure security settings, and manage applications running on the
infrastructure. This responsibility provides flexibility but also requires strong operational and security controls.

In PaaS and SaaS, the provider manages the operating system. Naa$S focuses on network services rather than OS management.
Therefore, IaaS is the correct answer.

EHE #186
Which cloud platform detection and analysis methodology can be performed to determine whether other similar instances were
potentially exposed during the same attack?

A. Examining network flows

B. Examining configuration data
C. Reviewing log data

D. Reviewing application logs
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Examining configuration data is the appropriate methodology to determine whether other similar instances were potentially exposed
during the same attack. Managing Cloud principles explain that configuration analysis identifies shared settings, permissions, or
misconfigurations across cloud resources.

By reviewing configuration data, security teams can identify patterns such as overly permissive access controls, shared credentials, or
mnsecure tenplates that may affect multiple instances. This helps assess blast radius and identify additional affected systens.
Application logs and network flows help investigate specific events, while generalized log review focuses on activity. Configuration
analysis uniquely identifies systemic exposure. Therefore, examining configuration data is the correct answer.

EE #187
During a financial data investigation, the investigator is unsure how to handle a specific data set. Which set of documentation should
they refer to for detailed steps on how to proceed?

A. Legal definitions
B. Procedures
C. Policies

D. Legal rulings
: B
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Proceduresare detailed, step-by-step instructions that guide personnel on how to perform specific tasks in alignment with higher-
level policies. In an nvestigation, when uncertainty arises about handling a dataset, procedures provide the exact operational
guidance required.

Policies establish high-level rules (e.g., "financial data must be protected"), while procedures explain how to achieve compliance with
those policies (e.g., "verify encryption, label dataset, log access, and escalate to compliance officer"). Legal rulings and definitions
are external references but do not provide operational steps.

By following documented procedures, investigators ensure consistency, compliance, and defensibility in legal contexts. This also
ensures that evidence is handled properly, supporting admissibility in court and protecting the organization against legal or regulatory
challenges.
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