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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-vl11) Sample
Questions (Q786-Q791):

NEW QUESTION # 786

In a cyber-forensic nvestigation, a CHFI expert found a Linux system unexpectedly booting into a different OS kernel. The system
was configured with the Grand Unified Bootloader (GRUB). The expert suspects that an attacker may have tampered with the
bootloader stage of the Linux boot process. Which one of the following is NOT a step performed during the bootloader stage in a
normal Linux boot process?

A. Loading the kernel into memory

B. Loading the Linux kernel and optional initial RAM disk

C. Detecting the device that contains the file system and loading the necessary modules
D. Execution of the Linuxrc programto generate the real file system for the kernel

Answer: D

NEW QUESTION # 787
An attorney requests a Computer Hacking Forensics Investigator to check for Dropbox installation on a suspect's hard drive,
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suspected to contain stolen intellectual property. Given the complexity of the investigation, which of the following steps should be the
investigator's primary approach?

¢ A The mvestigator should skip hypothesis formulation and move directly to an experimental design

¢ B. The investigator should formulate a hypothesis considering the Operating System (OS) and the probable Dropbox
installation artifacts location in directories: C:\Users\Admin\AppData\Roaming\ or C:\Program Files (x86) or C:\Program Files

¢ (. The mvestigator should use multiple open-source tools regardless of their market value to start the investigation
immediately

¢ D. The nvestigator should immediately begin the search for Dropbox installation artifacts without considering the Operating
System (OS)

Answer: B

NEW QUESTION # 788
‘Which tool does the investigator use to extract artifacts left by Google Drive on the system?

A. Dependency Walker

B. PEBrowse Professional
C. RAM Capturer

D. RegScanner

Answer: C

NEW QUESTION # 789
Which of the following files gives information about the client sync sessions in Google Drive on Windows?

A. sync.log
B. Sync_log.log
C. sync_loglog
D. Sync.log

Answer: B

NEW QUESTION # 790
Files stored in the Recycle Bin in its physical location are renamed as Dxy.ext, where, "X" represents the

A. Drive name

B. Original file name

C. Original file name's extension
D. Sequential number

Answer: A

NEW QUESTION # 791
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