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o Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

FH 1 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.

¢ InfiniBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Admmistrators and covers the configuration and operational

=R 2 maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant

environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and

analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

¢ SpectrumX Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
=X 3 NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,
and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.
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HEE #55
In which mode of'the BlueField DPU does the ARM system on the DPU control the NIC data path, but allow access to the DPU
OS from the host?

A. Restricted mode

B. NIC mode

C. DPU mode

D. Separated Host mode

HE: C

Y.

InDPU Mode, theARM cores on BlueFieldown theNIC data path, while still allowing thehost system to access the DPU OS (via
OOB or virtio).

From NVIDIA BlueField Documentation:

"In DPU Mode, the data path is offloaded to the BlueField Arm cores, enabling advanced security and networking functions, while
still allowing host access to the BlueField OS." This is different from:

* NIC Mode: Data path controlled by host, ARM cores inactive.

* Separated Host Mode: Conplete isolation; host cannot access DPU OS.

* Restricted Mode: Limited host access to DPU OS, but without full offload capabilities.

Reference: NVIDIA BlueField DPU Architecture Guide - Operating Modes Section

EE #56

You are troubleshooting InfiniBand connectivity issues in a cluster managed by the NVIDIA Network Operator. You need to verify
the status of the InfiniBand mterfaces. Which command should you use to check the state and Iink layer of InfiniBand mterfaces on a
node?

A. bstat -d mix5_X

B. rdma show devices
C. 1p link show dev b0
D. ifconfig b0

e A

M.

To check the status and link layer of InfiniBand mterfaces, the ibstat command is used. For example:

ibstat -d mix5 0

This command provides detailed information about the InfiniBand device, including its state (e.g,, Active), physical state (e.g,,
LinkUp), and link layer (e.g., InfiniBand).

Reference: NVIDIA DGX BasePOD Deployment Guide - Network Operator Section

A2 #57
‘Which component of the Spectrum-X platform is responsible for reordering out-of-order packets?

A. NetQ

B. DOCA software
C. Spectrum-4 switch
D. SuperNIC

He: D

Y.

Within the Spectrum-X platform, the NVIDIA BlueField-3 SuperNIC is responsible for reordering out-of- order packets. When
RoCE adaptive routing is employed, packets may arrive at their destination out of order due to dynamic path selection. The
BlueField-3 SuperNIC handles this by reassembling the packets in the correct order at the transport layer, ensuring that the
application receives data seamlessly.

Reference Extracts from NVIDIA Documentation:

* "As different packets of the same flow travel through different paths of the network, they may arrive out of order to their
destination. At the RoCE transport layer, the BlueField-3 DPU takes care of the out- of-order packets and forwards the data to the



application in order."

* "The BlueField-3 SuperNIC offers adaptive routing, out-of-order packet handling and optimized congestion control." The
NVIDIA Spectrum-X networking platformis an Ethernet-based solution optimized for Al workloads, combining Spectrum-4
switches, BlueField-3 SuperNICs, and software like DOCA and NetQ to deliver high performance, low latency, and efficient data
transfer. A key feature of Spectrum+ X is its adaptive routing, which dynamically selects the least-congested paths for packet
transmission to maximize bandwidth and mmnimizelatency. However, this per-packet load balancing can result in packets arriving out
of order at the destination, necessitating a mechanism to reorder them for seamless application performance. The question asks
which Spectrum+ X component is responsible for reordering these out-of-order packets.

According to NVIDIA's official documentation, theBlueField-3 SuperNICis the component responsible for reordering out-of-order
packets in the Spectrum-X platform. The SuperNIC, a network accelerator designed for hyperscale Al workloads, handles packet
reordering at the RDMA over Converged Ethernet (RoCE) transport layer. It uses its processing capabilities to transparently
reorder packets and place them in the correct sequence in the host memory, ensuring that adaptive routing's out-of-order delivery is
mnvisible to the application. This is critical for maintaining predictable performance in Al workloads, particularly for GPU-to- GPU
commumnication in Spectrum- X networks.

Exact Extract from N'VIDIA Documentation:

"The Spectrum-4 switches are responsible for selecting the least-congested port for data transmission on a per- packet basis. As
different packets of the same flow travel through different paths of the network, they may arrive out of order to their destination. The
BlueField-3 SuperNIC transforms any out-of-order data at the RoCE transport layer, transparently delivering in-order data to the
application.”

-NVIDIA Technical Blog: Turbocharging Generative Al Workloads with NVIDIA Spectrum+ X Networking Platform This extract
confirs that option A, the SuperNIC (specifically the BlueField-3 SuperNIC), is the correct answer. The SuperNIC's role in
reordering packets ensures that the adaptive routing implemented by Spectrum-4 switches does not compromise application
performance, maintaining high effective bandwidth and low tail latency for Al workloads.

EE #58
You're troubleshooting a Spectrum-X network and notice that the System Status LED on a switch is blinking for more than 5
minutes. What is the most likely cause of this issue?

e A The power supply unit is failing
e B. The switch is overheating
¢ (. The Onyx software did not boot properly

HE. C

ME.

According to theNVIDIA Spectrum-X Switch Operating System (SX_OS) Troubleshooting Guide, the System Status LED
behavioris a critical indicator of the switch's internal operational state.

From the docurment:

"The System Status LED will blink green during system initialization. If the LED continues blinking for more than 5 minutes, it
indicates that the Onyx OS hasfailed to load properly. The system may be stuck in the boot process, or the file system may be
corrupted.” This blinking LED beyond normal initialization time indicates that the system has either encountered a failure during
software boot or is unable to transition firom bootloader to the OS runtime environment (i.e., Onyx).

Key causes include:

* Corrupted or missing system files.

* Failed firmware or OS upgrade attempts.

* Boot device (e.g., eMMC or SSD) issues or corrupted partitions.

Technically, during power-on:

* The switch performs POST (Power-On Self Test).

* Then the Onyx OS attempts to load from the boot partition.

* Ifthe Onyx OS kernel or root filesystem is mnvalid, the system halts boot, and the LED remains in a blinking state, as no successful
OS load confirmation is triggered.

Remediation Steps (as per NVIDIA guide):

* Access the switch throughconsoleandmonitor boot logs.

* UseONIE recoveryor re-flash a stable Onyx OS version.

* Check system storage integrity using built-in diagnostics.

Exact Extract Reference:

Source: NVIDIA SX_OS 3.9.3000 Documentation

Topic: Troubleshooting System Status LED

Extract: "If the LED blinks for more than 5 minutes and the switch is not accessible via CLI, the Onyx software failed to load
properly and recovery procedures must be initiated."



EE #59
You are troubleshooting an InfiniBand network issue and need to check the status of the InfiniBand interfaces. Which command
should you use to display the state, physical state, and link layer of InfiniBand interfaces?

A. bstat -d mix5 X

B. bv_devices -c mix5 0
C. sudo ibnodes -C mix5 0
D. cat /proc/net/b/device

HE: A

MY

The ibstat command is utilized to display the operational status of InfiniBand Host Channel Adapters (HCAs).

It provides detailed information, including the state (e.g., Active, Down), physical state (e.g., LinkUp, Polling), and link layer (e.g.,
InfiniBand, Ethernet) of each port on the HCA. This information is crucial for diagnosing connectivity issues and ensuring that the
InfiniBand interfaces are functioning correctly.

Reference Extracts from NVIDIA Documentation:

* "The ibstat command displays the status of the host channel adapters (HCAs) in your InfiniBand fabric.

The status includes the HCAs' state, physical state, and link layer."

* "For proper operation, you are looking for 'State: Active' and "Physical State: LinkUp'."
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