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Microsoft Security Operations Analyst Sample Questions (Q359-Q364):

NEW QUESTION # 359

Your company deploys Azure Sentinel.

You plan to delegate the admmistration of Azure Sentinel to various groups.

You need to delegate the following tasks:

Create and run playbooks

Create workbooks and analytic rules.

The solution must use the principle of least privilege.

Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Fach role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https:/docs.microsoft.com/en-us/azure/sentinel/roles
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NEW QUESTION # 360

You have an Azure subscription named Subl that uses Microsoft Defender for Cloud.

You have an Azure DevOps organization named AzDO1.

You need to integrate Sub! and AzDO1. The solution must meet the following requirements:
* Detect secrets exposed in pipelines by using Defender for Cloud.

* Minimize administrative effort.

Answer:

Explanation:

Explanation:

To integrate Microsoft Defender for Cloud with Azure DevOps (AzDO1) for detecting secrets exposed in pipelines, you must
connect the two platforms using Microsoft's built-in integration flow that enables Defender for Cloud to scan repositories and
pipelines for vulnerabilities and sensitive data exposure.

Here's the correct configuration process:

In the Defender for Cloud portal, you first need to add an environment that represents your Azure DevOps organization.

This step connects Defender for Cloud to the DevOps service, allowing it to monitor repositories, build pipelines, and artifacts.

* Navigate to Defender for Cloud # Environment settings # Add environment # Azure DevOps.

* You'll then authenticate your Azure DevOps organization (AzDOT1) to allow Defender for Cloud to scan your pipelines.

This setup enables Defender for DevOps, a capability within Defender for Cloud, to detect exposed secrets, insecure dependencies,
and misconfigurations directly from pipeline activities.

Next, within Azare DevOps (AzDO1), install the Microsoft Defender for DevOps Security Scanner extension from the Azure
DevOps Marketplace.

This extension integrates the Defender for Cloud scanning engine into the Azure DevOps pipeline process and enables automatic
scanning for:

* Hardcoded secrets in YAML pipelines,

* Vulnerability findings in open-source dependencies, and

* Infrastructure-as-code misconfigurations (for example, ARM, Terraform).

Once installed, the extension automatically works with Defender for Cloud, and any detected secret exposure or security issue is
surfaced in Defender for Cloud's "DevOps Security" dashboard.

* Configure workflow automation: Applies to automated incident responses, not DevOps integration.

* Enable a plan: Refers to enabling Defender plans for specific Azure resource types, not connecting DevOps.

* Configure OAuth / Configure security policies: Required for custom integration scenarios, but not for standard Defender-DevOps
onboarding,

# Final Correct answer:

* In Defender for Cloud: Add an environment

* In AZDOT1: Install an extension

NEW QUESTION # 361

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender.

‘Which two Bash commands should you run on the virtual machine? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. .Jasc_alerttest 662jfi039n testing eicar pipe
B. cp /bin‘echo .Jasc_alerttest 662jfi039n

C. cp /bivecho ./alerttest

D. /alerttest testing eicar pipe

Answer: A,B

Explanation:

For Linux alert simulation in Defender for Cloud, you first copy /bin/echo to a test file named asc_alerttest 662jfi039n, then execute
it with the parameters testing eicar pipe. This sequence generates a benign test alert that validates the Defender for Cloud pipeline.
The options using ./alerttest are incorrect file names and won't trigger the simulation.



NEW QUESTION # 362

You have a Microsoft 365 subscription that uses Microsoft Defender XDR. You need to implement deception rules. The solution
must ensure that you can limit the scope of the rules.

‘What should you create first? A. device groups

A. sensitive entity tags

B. device tags

C. device groups

D. honeytoken entity tags

Answer: C

Explanation:

In Microsoft Defender XDR, deception rules (part of the Defender for Endpoint Deception capability) allow security teams to
deploy decoys and honeytokens to lure attackers. When configuring deception rules, scope management is essential to control which
devices the rule applies to.

According to Microsoft's Defender XDR documentation:

"Deception rules can be targeted to specific devices or sets of devices by assigning them to device groups.

Device groups allow you to manage and scope rules, configurations, and alerts efficiently." Therefore, before creating a deception
rule that must apply only to a specific subset of devices, you first create device groups - then assign the deception rule to those

groups.

NEW QUESTION # 363

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.

You have a custom detection rule named Rulel that generates an alert if more than five antivirus detections are identified on a device.
Rulel has a lookback period of 12 hours.

Youneed to change the lookback period to 48 hours.

What should you modify for Rule1?

A. the frequency

B. the summarizeoperator of the KQL query
C. the where operator of the KQL query

D. the scope

Answer: A

Explanation:

Microsoft Defender XDR, Create and manage custom detections rules

Rule frequency

‘When you save a new rule, it runs and checks for matches from the past 30 days of data. The rule then runs again at fixed intervals,
applying a lookback period based on the frequency you choose:

Every 24 hours - Runs every 24 hours, checking data from the past 30 days.

Every 12 hours - Runs every 12 hours, checking data from the past 48 hours.

Every 3 hours - Runs every 3 hours, checking data from the past 12 hours.

Every hour - Runs hourly, checking data from the past 4 hours.

Continuous (NRT) - Runs continuously, checking data from events as they're collected and processed in near real-time (NRT), see
Continuous (NRT) frequency.

Reference:

https/learn.microsoft.com/en-us/defender-xdr/custom-detection-rules

NEW QUESTION # 364
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