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¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security
professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves

hEY 71 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and

detecting resource-related problems using integrated tools.

¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
ey 72 resolving both local and remote authentication issues.

¢ VPN: This section tests the knowledge of IT professionals, such as system engmneers in diagnosing and
FEy 23 resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable comnumnication between networks or remote users.



https://drive.google.com/open?id=1GxdnHuOcgl7g3Zg5zoaFr3xrYmDRId3s
https://www.passtest.jp/Fortinet/FCSS_NST_SE-7.4-shiken.html
https://www.jptestking.com/FCSS_NST_SE-7.4-exam.html
https://www.japancert.com/FCSS_NST_SE-7.4.html
https://www.passtest.jp/FCSS_NST_SE-7.4-exam.html

o Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
ey 74 admunistrators in handling and troubleshooting security profile-related challenges.

¢ Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
hEY 75 routing enterprise traffic effectively.

Fortinet FCSS - Network Security 7.4 Support Engineer 38 €
FCSS_NST SE-7.4 ;A B[ &E (Q46-Q51):

E Y #46
Refer to the exhibit, which shows a partial output of the fssod daemon real-time debug command.

What two conclusions can you draw Itom the output? (Choose two.)

A. FSSO is using agentless polling mode to detect logon events.

B. The workstation with IP 10.124.2.90 will be polled frequently using TCP port 445 to see if the user is still logged on.
C. The logon event can be seen on the collector agent installed on Windows.

D. FSSO is using DC agent mode to detect logon events.

EME: AL B

HEA #47
‘Which actions does FortiGate take after an administrator enables the auxiliary session setting?
(Choose two.)

A. FortiGate creates two sessions in case of a routing change.

B. FortiGate only offloads auxiliary sessions.

C. FortiGate accelerates all ECMP traffic to the NP6 processor.

D. FortiGates creates a new auxiliary session for each packet it receives.

Eﬁ: A\ C

fEERA -

FortiGate creates two sessions in case of a routing change.

When the return or incoming interface changes (for example due to ECMP or a routing update), FortiOS creates an auxiliary
("reflect”) session alongside the original one, so that traffic can continue uninterrupted across both session paths.

FortiGate accelerates all ECMP traffic to the NP6 processor.

With auxiliary sessions enabled, even when traffic egresses/ingresses on different interfaces under ECMP, both the original and
auxiliary sessions remain offloaded to the NP6, ensuring hardware acceleration is maintained.

HMA #48
Refer to the exhibit, which shows the output of a BGP debug command.

‘What can you conclude about the router in this scenario?



A. An inbound route-map on local router is blocking the prefixes from neighbor 100.64.3.1.

B. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to a
value of 4.

C. The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the 8GP session
with the local router.

D. The BGP session with peer 10.127.0.75 is up.

Ef#: D

HMA #49
Refer to the exhibit showing a debug output.

# diagnose debug applicatioh authds Bz Sk
# diagnose debug enable

[fsae_server_init spec:116]: num 1, idx 0, 129.Q,0.1:8000 disconnect_server_ only
[FSSO] : disconnecting event error[Local ESFSOWAfGent]: error occurred in read: Connection refused

An administrator deployed FSSO in DC Agent Mode but FSSO is failing on FortiGate. Pinging FortiGate from where the collector
agent is deployed is successful. The administrator then produces the debug output shown in the exhibit.
‘What could be causing this error message?

A. The TCP port 445 is blocked between FortiGate and collector agent.
B. The FortiGate cannot resolve the active directory server name.

C. The collector agent preshared password is mismatched.

D. The FortiGate and the collector agent are using different TCP ports.

Ef#: D

fEERL:

The log shows FortiGate attempting to connect to 127.0.0.1:8000 and immediately getting

"Connection refused," which means no process is listening on that port. In DC Agent mode both sides must match on the same TCP
port (default 8000), so a port mismatch will cause exactly this error.

B #50
What are two reasons you might see iprope_in_check() check failed, drop when using the debug flow? (Choose two.)

A. VIP or IP pool misconfiguration.

B. Trusted host list misconfiguration.

C. Packet was dropped because of traffic shaping,

D. Packet was dropped because of policy route misconfiguration.

1IEf#: A. B

R #51
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