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33. Frage

Joe works as a threat intelligence analyst with Xsecurity Inc. He is assessing the TI program by comparing the project results with
the original objectives by reviewing project charter. He is also reviewing the list of expected deliverables to ensure that each of those
is delivered to an acceptable level of quality.

Identify the activity that Joe is performing to assess a Tl program's success or failure.

A. Conducting a gap analysis

B. Determining the costs and benefits associated with the program
C. Identifying areas of further improvement

D. Determining the fulfilliment of stakeholders

Antwort: A

Begriindung;

By assessing the Threat Intelligence (TI) program through a comparison of project results with the original objectives, and by
ensuring that all expected deliverables have been produced to an acceptable quality level, Joe is conducting a gap analysis. Gap
analysis nvolves identifying the difference between the current state and the desired state or objectives, in this case, the outcomes of
the TI program versus its intended goals as outlined in the project charter. This process allows for the assessment of what was
successful, what fell short, and where improvements can be made, thereby evaluating the program's overall effectiveness and
identifying areas for future enhancement.References:

* "Project Management Body of Knowledge (PMBOK)" by the Project Management Institute

* "Intelligence Analysis: A Target-Centric Approach” by Robert M. Clark

34. Frage

An analyst is conducting threat intelligence analysis in a client organization, and during the information gathering process, he gathered
information from the publicly available sources and analyzed to obtain a rich useful form of intelligence. The information source that
he used is primarily used for national security, law enforcement, and for collecting intelligence required for business or strategic
decision making.

‘Which of'the following sources of mtelligence did the analyst use to collect information?

A. SIGINT
B. OSINT
C. OPSEC
D. ISAC

Antwort: B

Begrindung;

The analyst used Open Source Intelligence (OSINT) to gather information from publicly available sources.

OSINT involves collecting and analyzing information from publicly accessible sources to produce actionable intelligence. This can
include media reports, public government data, professional and academic publications, and information available on the internet.
OSINT is widely used for national security, law enforcement, and business intelligence purposes, providing a rich source of
information for making informed decisions and understanding the threat landscape.

References:

"Open Source Intelligence (OSINT) Tools and Techniques," by SANS Institute

"The Role of OSINT in Cybersecurity and Threat Intelligence," by Recorded Future

35. Frage
In which of the following attacks does the attacker exploit vulnerabilities in a computer application before the software developer can
release a patch for them?

A. Zero-day attack

B. Active online attack

C. Advanced persistent attack
D. Distributed network attack



Antwort: A

Begrindung;

A zero-day attack exploits vulnerabilities in software or hardware that are unknown to the vendor or for which a patch has not yet
been released. These attacks are particularly dangerous because they take advantage of the window of time between the
vulnerability's discovery and the availability of a fix, leaving systens exposed to potential exploitation. Zero-day attacks require a
proactive and comprehensive approach to security, including the use of advanced threat detection systerms and threat intelligence to
identify and mitigate potential threats before they can be exploited. References:

* "Understanding Zero-Day Exploits," by MITRE

* "Zero-Day Threats: What They Are and How to Protect Against Them," by Symantec

36. Frage

Walter and Sons Company has faced major cyber attacks and lost confidential data. The company has decided to concentrate more
on the security rather than other resources. Therefore, they hired Alice, a threat analyst, to perform data analysis. Alice was asked to
perform qualitative data analysis to extract useful information from collected bulk data.

Which of'the following techniques will help Alice to perform qualitative data analysis?

¢ A Bramstorming, interviewing, SWOT analysis, Delphi technique, and so on

¢ B. Finding links between data and discover threat-related information

¢ C. Nunrerical calculations, statistical modeling, measurement, research, and so on.
¢ D. Regression analysis, variance analysis, and so on

Antwort: A

Begrindung;

For Alice to perform qualitative data analysis, techniques such as brainstorming, interviewing, SWOT (Strengths, Weaknesses,
Opportunities, Threats) analysis, and the Delphi technique are suitable. Unlike quantitative analysis, which involves numerical
calculations and statistical modeling, qualitative analysis focuses on understanding patterns, themes, and narratives within the data.
These techniques enable the analyst to explore the data's deeper meanings and insights, which are essential for strategic decision-
making and developing a nuanced understanding of cybersecurity threats and vulnerabilities. References:

* "Qualitative Research Methods in Cybersecurity," SANS Institute Reading Room

* "The Delphi Method for Cybersecurity Risk Assessment," by Cybersecurity and Infrastructure Security Agency (CISA)

37. Frage

Cybersol Technologies initiated a cyber-threat intelligence program with a team of threat intelligence analysts.

During the process, the analysts started converting the raw data into useful information by applying various techniques, such as
machine-based techniques, and statistical methods.

In which of the following phases of the threat mtelligence lifecycle is the threat intelligence team currently working?

A. Planning and direction

B. Dissemination and integration
C. Processing and exploitation
D. Analysis and production

Antwort: C

Begriindung;

The phase where threat intelligence analysts convert raw data into useful information by applying various techniques, such as machine
learning or statistical methods, is known as "Processing and Exploitation'. During this phase, collected data is processed,
standardized, and analyzed to extract relevant mformation. This is a critical step in the threat intelligence lifecycle, transforming raw
data into a format that can be further analyzed and turned into actionable intelligence in the subsequent 'Analysis and Production’
phase.References:

* "[ntelligence Analysis for Problem Solvers" by John E. McLaughlin

* "The Cyber Intelligence Tradecraft Project: The State of Cyber Intelligence Practices in the United States (Unclassified Summary)"
by the Carnegie Mellon University's Software Engineering Institute

38. Frage
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