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E #67
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Ef#:

RN -

Explanation:

Microsoft documents for Defender for Endpoint (MDE) describe it as an enterprise endpoint security platform that supports
Windows 10/11, Windows Server, Linux, macOS, and mobile platforns (Android and iOS
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/iPadOS). The platform provides threat and vulnerability management, attack surface reduction, next- generation protection,
endpoint detection and response, and automated investigation and remediation across those supported operating systens. Because
MDE supports Windows client operating systems and servers, it can also be used on Azure virtual machines that run supported
Windows versions; onboarding methods include local scripts, Microsoft Endpoint Manager, or cloud integrations, allowing VM
endpoints to receive the same protection and EDR capabilities as physical devices.

By contrast, malware scanning in SharePoint Online, OneDrive, and Microsoft Teams is provided by Microsoft Defender for Office
365 (Safe Attachments for SharePoint, OneDrive, and Tearrs)-a different service within the Microsoft 365 Defender family. This
service analyzes files as they are uploaded or shared to detect and block malicious content in collaboration workloads, which is
outside the scope of MDE's endpoint-focused protections. Therefore: Android protection (Yes), Azure VMs running Windows 10
(Yes), and SharePoint Online anti-virus protection by MDE (No, handled by Defender for Office 365).

HM #68
Select the answer that correctly completes the sentence.

Ef#:
i

Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/findamentals/concept- fundamentals-security-defaults

B #69
For each of the following staterments, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

fEEL:

Explanation:

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. Yes Cloud Security Posture Management
(CSPM) is available for all Azure subscriptions. Yes Microsoft Defender for Cloud can evaluate the security of workloads deployed
to Azure or on-premises. Yes Microsoft Defender for Cloud provides both workload protection and posture management. For
Aazure Storage, the Defender plan (Microsoft Defender for Storage) offers threat detection such as anomalous access, malware
scanning, and sensitive-data threat alerts, while the CSPM guidance in Defender for Cloud flags misconfigurations that create
vulnerabilities (for example, public blob access, weak TLS settings). CSPM capabilities-secure score, recommendations, and
baseline assessments-are available to all Azure subscriptions (foundational CSPM), giving every tenant visibility into security posture
without requiring a premium add-on for basic posture features. Beyond Azure, Defender for Cloud supports hybrid and multicloud:
using Azure Arc and the Defender for Servers plan, it can onboard and assess on-premises servers and resources in other clouds,
applying recommendations, security assessments, and threat protections across those environments. Collectively, these capabilities
confirm that Defender for Cloud can detect storage- related threats and posture weaknesses, CSPM is broadly available to Azure
subscriptions, and the service evaluates workloads running in Azure or on-premises.

R #70
In the shared responsibility model, for what is Microsoft responsible when managing Azure virtual machines?

A. Updating the firmware of the disk controller.
B. Updating installed applications.

C. Updating the operating system

D. Configuring the permissions for shared folders.

IEf#: A

A -

In Microsoft's shared responsibility model, responsibilities vary by service type. For IaaS (for example, Azure Virtual Machines),
Microsoft states that it is responsible for protecting and maintaining the cloud infrastructure that runs customer workloads, while
customers secure what they deploy in that infrastructure.

Microsoft's guidance explains that Microsoft "operates and secures the datacenters, physical hosts, networking, and the virtualization
fabric," and handles the underlying platform maintenance, ncluding



"hardware and firmware" that support those hosts. Conversely, customers are responsible for what runs inside their VM: "the guest
operating system (including updates and security configuration), applications, identity, and data." Applied to the options in this
question:

Updating the operating system and updating installed applications are customer tasks because they are inside the guest VM.
Configuring permissions for shared folders is also a customer responsibility because it's an OS/application configuration within the
guest.

Updating the firmware of the disk controller belongs to Microsoft, because firmware and hardware on the physical hosts (including
storage controllers) are part of the infrastructure of the cloud that Microsoft manages and secures.

This aligns with SCI study materials that summarize: Microsoft secures "the security of the cloud" (physical datacenter, hosts,
network, and hypervisor/firmware), while customers secure "security in the cloud" (guest OS, apps, and data).

B #71
‘Which Microsoft Purview solution can be used to identify data leakage?

A. communication conmpliance
B. Conpliance Manager

C. eDiscovery

D. insider risk management

IEf@E: D

A -

Within Microsoft Purview, Insider Risk Management is the solution that is explicitly designed to detect activities such as IP theft and
data leakage. Microsoft describes it as a compliance solution that correlates many user and system signals to identify potentially
malicious or inadvertent insider risks, including leaks of sensitive data and data spillage.

Organizations create Insider Risk Management policies that watch for risky behaviors such as unusual file downloads, copying data
to removable media, or sharing sensitive information to external locations. When configured with templates like Data leaks, these
policies can use high-severity alerts from Data Loss Prevention (DLP) policies as triggers, so that suspected data-leak events
automatically generate alerts and cases for investigation. This workflow lets investigators quickly triage, investigate, and remediate
possible data-exfiltration incidents.

The other options serve different purposes. Compliance Manager evaluates and tracks compliance posture against regulations and
internal controls, rather than monitoring user behavior for leaks. Communication compliance focuses on inappropriate or non-
compliant messages (such as harassment or improper sharing in chats and email). eDiscovery is used to find and preserve existing
content for legal or investigative cases, not for proactive detection of leakage as it occurs.

Therefore, the Microsoft Purview solution used to identify data leakage is Insider Risk Management.
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