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Fortinet FCSS_SASE_AD-24 Exam Syllabus Topics:

Topic Details

Topic 1

SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security
profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

Topic 2

SASE Architecture and Components: This section measures the skills of Network Security Engineers and
covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

Topic 3
Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
involves identifying potential security threats using traffic logs, configuring dashboards and logging settings,
and analyzing reports for user traffic and security issues to enhance overall security posture.

Topic 4
SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,
and applying security posture checks and compliance rules to ensure a secure environment.
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Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q32-Q37):
NEW QUESTION # 32 
Refer to the exhibit.

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface.
Which configuration must you apply to achieve this requirement?

A. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.
B. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic
C. Exempt the Google Maps FQDN from the endpoint system proxy settings.
D. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.

Answer: D

Explanation:
To meet the requirement of inspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling. Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.
Split Tunneling Configuration:
Split tunneling enables selective traffic to be routed outside the VPN tunnel.
By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.
Implementation Steps:
Access the FortiSASE endpoint profile configuration.
Add the Google Maps FQDN to the split tunneling destinations list.
This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.
Reference:
FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.
FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destinations.

NEW QUESTION # 33 
What challenges might arise when analyzing security reports in FortiSASE?
(Select all that apply)
Response:

A. Limited access to historical data
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B. Delayed log updates
C. High volume of data
D. Identifying false positives

Answer: A,C,D

NEW QUESTION # 34 
What challenges might arise during the deployment of FortiSASE in a hybrid environment?
(Select all that apply)
Response:

A. Integration with legacy systems
B. Maintaining compliance with regulations
C. Ensuring consistent user experience
D. Managing physical security of data centers

Answer: A,B,C

NEW QUESTION # 35 
For a SASE deployment, what is a crucial step when configuring security checks for regulatory compliance?
Response:

A. Manual verification by external auditors
B. Continuous monitoring and automatic updates of compliance rules
C. Annual reviews of compliance status
D. Periodic rollback of security updates

Answer: B

NEW QUESTION # 36 
How does integrating endpoint detection and response (EDR) systems into SASE contribute to security posture?
Response:

A. It provides real-time threat detection and response at endpoints
B. It enhances user interface designs
C. It isolates the network from the internet
D. It serves as the primary firewall

Answer: A

NEW QUESTION # 37
......
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