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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q179-Q184):
NEW QUESTION # 179 
After having saved the Cllsh Configuration with the "save configuration config.txt* command, where can you find the config.txt file?

A. You cannot locate the file in the file system sine Clish does not have any access to the bash fie system
B. You will find it in the home directory of your usef account (e.g. /home/admirV)
C. You can locate the file via SmartConsole > Command Line.
D. You have to launch the WebUl and go to "Config" -> "Export Conflg File" and specifly the destination directory of your
local tile system

Answer: C

Explanation:
You can locate the file via SmartConsole > Command Line. According to the CLISH documentation1, when you save the
configuration with the "save configuration config.txt" command, the file is stored in a temporary location on the management server.
To access the file, you need to use SmartConsole and go to Command Line > View File > config.txt2. Alternatively, you can also
use the "show configuration" command in CLISH to view the current configuration2.

NEW QUESTION # 180 
Which encryption algorithm is the least secured?

A. AES-128
B. 3DES
C. DES
D. AES-256

Answer: C

Explanation:
DES (Data Encryption Standard) is a symmetric block cipher that uses a 56-bit key to encrypt and decrypt 64- bit blocks of data. It
was developed by IBM in 1975 and adopted by the US government as a standard for encryption. However, DES has been proven
to be insecure and vulnerable to various attacks, such as brute force, differential cryptanalysis, and linear cryptanalysis. A brute force
attack can break DES in a matter of hours using modern hardware. Differential cryptanalysis can reduce the number of keys to be
searched by a factor of four, and linear cryptanalysis can reduce it by a factor of two. Therefore, DES is the least secure encryption
algorithm among the options given.
References: Types of Encryption, Secure Organization's Data With These Encryption Algorithms, Comparative study of symmetric
cryptographic algorithms

NEW QUESTION # 181 
Sticky Decision Function (SDF) is required to prevent which of the following? Assume you set up an Active-Active cluster.

A. Symmetric routing
B. Failovers
C. Anti-Spoofing
D. Asymmetric routing

Answer: D

Explanation:
Explanation
Sticky Decision Function (SDF) is required to prevent asymmetric routing in an Active-Active cluster.
Asymmetric routing occurs when packets from a source to a destination follow a different path than packets from the destination to
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the source. This can cause problems with stateful inspection and NAT. SDF ensures that packets from the same connection are
handled by the same cluster member1. References: Check Point R81 ClusterXL Administration Guide

NEW QUESTION # 182 
Which file gives you a list of all security servers in use, including port number?

A. $FWDIR/conf/servers.conf
B. $FWDIR/conf/serversd.conf
C. $FWDIR/conf/conf.conf
D. $FWDIR/conf/fwauthd.conf

Answer: D

Explanation:
The file that gives you a list of all security servers in use, including port number, is $FWDIR/conf/fwauthd.
conf. Security servers are processes that handle application-level protocols such as HTTP, FTP, SMTP, etc., and perform security
checks on them. Fwauthd.conf is a configuration file that defines which security servers are enabled, which ports they listen on, and
which inspection points they are attached to.

NEW QUESTION # 183 
Where do you create and modify the Mobile Access policy in R81?

A. SmartConsole
B. SmartEndpoint
C. SmartMonitor
D. SmartDashboard

Answer: A

NEW QUESTION # 184
......
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