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Information security policies should be reviewed:

A. by internal audit semiannually
B. by stakeholders at least annually
C. by the CISO when new systems are brought online
D. by the Incident Response team after an audit

Answer: B

NEW QUESTION # 104 
Which of the following standards would be used for creating a Business Continuity Plan?

A. International Organization for Standardization (ISO) 27001
B. International Organization for Standardization (ISO) 27005
C. International Organization for Standardization (ISO) 24113
D. International Organization for Standardization (ISO) 22301

Answer: D

Explanation:
Comprehensive and Detailed Explanation (250-350 words) From Exact Extract from Chief Information Security Officer (CCISO)
Documents:
According to EC-Council CCISO official documentation, the primary international standard used for creating and managing a
Business Continuity Plan (BCP) is ISO 22301. This standard is formally titled "Security and Resilience - Business Continuity
Management Systems (BCMS) - Requirements." CCISO training materials explicitly reference ISO 22301 as the authoritative
framework for business continuity planning, implementation, monitoring, and continuous improvement.
ISO 22301 provides a structured, management-system-based approach to ensuring that organizations can continue operating during
and after disruptive incidents. CCISO guidance highlights that ISO 22301 covers essential BCP components such as governance,
leadership commitment, Business Impact Analysis (BIA), risk assessment, continuity strategies, incident response, recovery planning,
testing, and continuous improvement.
Other options listed are not correct for BCP creation. ISO 27001 focuses on Information Security Management Systems (ISMS)
and is primarily concerned with confidentiality, integrity, and availability of information assets-not full business continuity. ISO 27005
provides guidance on information security risk management, which supports ISO 27001 but does not define business continuity
requirements. ISO 24113 is unrelated to cybersecurity or continuity planning and is not referenced in CCISO materials.
The CCISO Body of Knowledge emphasizes that senior security leaders must align BCP initiatives with globally recognized
standards to demonstrate governance maturity, regulatory compliance, and resilience. ISO
22301 is also commonly referenced in regulatory, contractual, and audit contexts, making it essential knowledge for CISOs.
In conclusion, EC-Council CCISO documentation confirms that ISO 22301 is the correct and internationally accepted standard for
creating and managing a Business Continuity Plan.

NEW QUESTION # 105 
Providing oversight of a comprehensive information security program for the entire organization is the primary responsibility of which
group under the InfoSec governance framework?

A. All employees and users
B. Office of the Auditor
C. Senior Executives
D. Office of the General Counsel

Answer: C

Explanation:
Primary Responsibility of Senior Executives:
* Under the InfoSec governance framework, senior executives are tasked with providing oversight of the organization's
comprehensive information security program. They ensure alignment with business goals and risk management strategies.
Role in Governance:
* Senior executives set the tone at the top, allocate resources, and oversee the implementation of security policies and frameworks.
Supporting Reference:
* CCISO materials identify senior executives as key stakeholders in InfoSec governance, responsible for strategic oversight.



NEW QUESTION # 106 
What are the three PRIMARY constraints of project management?

A. Scope, time, and cost
B. Quality, deliverables, and cost
C. Time, quantity, and technology
D. Cost, quality, and people

Answer: A

Explanation:
Comprehensive and Detailed Explanation (250-350 words)
According to EC-Council CCISO documentation and standard project management principles referenced in the CCISO program,
the three primary constraints-often called the project management triangle-are scope, time, and cost.
These constraints are interdependent: changes to one typically impact the others. CCISO materials emphasize that CISOs must
understand these constraints to effectively manage security initiatives, communicate trade- offs to executives, and avoid project
failure.
Quality and deliverables are outcomes influenced by the three primary constraints, not constraints themselves.
Therefore, Option A is correct.

NEW QUESTION # 107 
The establishment of a formal risk management framework and system authorization program is essential. The LAST step of the
system authorization process is:

A. Getting authority to operate the system from executive management
B. Contacting the Internet Service Provider for an IP scope
C. Changing the default passwords
D. Conducting a final scan of the live system and mitigating all high and medium level vulnerabilities

Answer: A

NEW QUESTION # 108
......
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