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GCFA flash cards (Completed)
Questions With Correct Answers.

hivee cho you defend againagd cached credentials? Answer- Emil number of cached
legon accounts on microsaithvindowsnlcurrentversicniwiniogon (cacheglogonscount
wialue

enforce password length

domain prolecled wiers secunty group

what is Isa sacrels Answer- credentials siored in registry for things ke email sarvica
accounts and vpn passwords and aulologin credentials (passwords are plaintext)

how Lo guand agenst Isa secrels allacks Answer- 80 nol employ services of
scheduled tasks requinng privikeged accounts on low trust systems

reduce sendces that require domain accounts to execula
group managad sendce accounts
kerberos tickets are normally vabd for how many hours Answer- 10

what is a pass the Gickel attack Answer- steal the licket fram memory and pass or
Import on alver Syslems

what is an overpass the hash altack Answer- use ni hash o request a sanice ticket
for the same account

whal is kerberoasting atlack Answear- request sanice licket for highly [:lrl'-'ﬂl,‘(\;ﬂl:}
service and crack the nt hash (this can be used in tandem with Isasecrels atack
using service password (o authenlicale the Gicket)

was i a golden ticket altack Answer- kerberos TGT for any account with no
experation. sundves a full password reset

whal is a silver ticket attack Answer- all access pass for a single sarvice or
compuler

whal is a skelelon key Answer- patch LSASS on domain controfier o add backdoor
password thal works for any domain accouent
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GIAC Certified Forensics Analyst 58 8 GCFA 45k & (Q231-Q236):

E R #231
On which of the following locations does the Windows N'T/2000 operating system contain the SAM, SAM.LOG,
SECURITY.LOG, APPLICATION.LOG, and EVENT.LOG files?

A. \%Systemroot%ohelp

B. \%SystenrootYaprofiles

C. \%Systemroot%osystem32

D. \%Systemroot%osystem32config

IEf@E: D

fi .-
Section: Volume A

R #232

You work as a Network Admmistrator for McNeel Inc. You want to encrypt each user's MY DOCUMENTS folder. You decide
to use Encrypting File System (EFS). You plan to write a script for encryption. Which of the following tools will you use to encrypt
specified folders?

A. SYSKEY

B. CIPHER

C. Windows Explorer
D. EFSINFO
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H A #233

You are the Security Consultant working with a client who uses a lot of outdated systems. Many of their clients PC's still have
Windows 98. You are concerned about the security of passwords on a Windows 98 machine. What algorithm is used in Windows
98 to hash passwords?

A. LANMAN
B. DES
C. SHA
D. MD5

Ef#: A

H #234
Your Windows XP hard drive has 2 partitions. The system partition is NTFS and the other is FAT. You wish to encrypt a folder
created on the system partition for the purpose of data security. Which of the following statements is true about this situation?

A. You can only encrypt files on the NTFS partition.

B. Since the operating system is on the NTFS partition, you can encrypt files on both.
C. You cannot encrypt files on either partition.

D. You can only encrypt files on the FAT partition.

Ef: A



HH #235
You work as a Forensic Investigator. Which of the following rules will you follow while working on a case?
Each correct answer represents a part of the solution. Choose all that apply.

A. Prepare a chain of custody and handle the evidence carefully.

B. Examine original evidence and never rely on the duplicate evidence.
C. Follow the rules of evidence and never temper with the evidence.
D. Never exceed the knowledge base of the forensic investigation.

IE%: A\ B\ C\ D
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