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HH #185
In which two cloud conmputing service models are the vendors responsible for vulnerability and patch management of the underlying
operating system? (Choose two.)

A. TaaS
B. On-premises
C. SaaS
D. PaaS

IE%: C\ D

TR

In cloud computing, there are three main service models: Software as a Service (SaaS), Platformas a Service (PaaS), and
Infrastructure as a Service (IaaS). Each model defines the level of responsibility and control that the cloud provider and the cloud
customer have over the cloud resources and services. The cloud provider is responsible for vulnerability and patch management of
the underlying operating system in SaaS and PaaS models, while the cloud customer is responsible for it in [aaS model. In SaaS, the
cloud provider delivers software applications over the internet and manages all aspects of the cloud infrastructure, platform, and
application. The cloud customer only needs to access the software through a web browser or an API. In PaaS, the cloud provider
offers a platform for developing, testing, and deploying applications and manages the cloud infrastructure and operating system. The
cloud customer can use the platform tools and services to create and run their own applications. In IaaS, the cloud provider supplies
the basic cloud infrastructure, such as servers, storage, and networking, and the cloud customer can provision and configure their
own operating system, middleware, and applications. References: Cloud Computing Service Models, Cloud Security Fundamentals
- Module 2: Cloud Conputing Models, Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET)

M #186
Which tool automates remediation of a confirmed cybersecurity breach?

e A SOAR
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e B.SIEM
e C.ISIM
e D.EDR

EfE: A

R -
Security Orchestration, Automation, and Response (SOAR) platforns are designed to automate the remediation of confirmed
cybersecurity breaches by executing predefined response playbooks, reducing response time and manual effort during incidents.

B #187

What does "forensics" refer to in a Security Operations process?

A. Analyzing new IDS/IPS platforns for an enterprise

B. Validating cyber analysts' backgrounds before hiring

C. Reviewing information about a broad range of activities

D. Collecting raw data needed to complete the detailed analysis of an investigation

EfE: D

R -

Forensics in a Security Operations process refers to collecting raw data needed to complete the detailed analysis of an investigation.
Forensic analysis is a crucial step in identifying, investigating, and documenting the cause, course, and consequences of a security
mcident or violation. Forensic analysis involves various techniques and tools to extract, preserve, analyze, and present evidence in a
structured and acceptable format.

Forensic analysis can be used for legal compliance, auditing, incident response, and threat intelligence purposes. References:

* Cyber Forensics Explained: Reasons, Phases & Challenges of Cyber Forensics

* SOC Processes, Operations, Challenges, and Best Practices

* What is Digital Forensics | Phases of Digital Forensics | EC-Council

E R #188
Which type of attack nvolves sending data packets disguised as queries to a remote server, which then sends the data back to the
attacker?

e A. Command-and-control (C2)
¢ B.DDoS

e C. Port evasion

e D. DNS tunneling

EfE: D

R 2

DNS tunneling is an attack technique where data packets are disguised as DNS queries and sent to a remote server. That server,
often under the attacker's control, responds with additional data or instructions, effectively creating a covert command-and-control
(C2) channel over DNS.

M #189
When does a TLS handshake occur?

A. Only during DNS over HTTPS queries

B. After a TCP handshake has been established
C. Independently of HTTPS comnumications
D. Before establishing a TCP connection

IEf#: B

A -
A TLS handshake occurs after the TCP handshake is complete. The TLS handshake is responsible for establishing a secure,



encrypted session between client and server, including the negotiation of encryption algorithms and exchange of keys.
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