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EE #22

You are troubleshooting a FortiGate active-passive SDN connector solution in Microsoft Azure.
Which two mandatory SDN connector settings are required for a successful deployment?
(Choose two.)

A. Drrectory ID

B. Client secret

C. FortiGate license file

D. Active FortiGate serial number

HY: AB
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M.

For an Azure SDN connector to work with FortiGate in an active-passive setup, you must configure:
* Client secret (used for authentication with Azure AD).

* Directory ID (the Azure tenant identifier).

A2 #23
Refer to the exhibit.

what-if tool

F::RTINET

An administrator used the what-if tool to preview changes to an Azure Bicep file.
‘What will happen if the administrator decides to apply these changes in Azure?

A. A new subnet will be added to ServerApps.

B. This deployment will fail and no changes will be applied.
C. The ServerApps VNet will be renamed.

D. Subnet 10.0.1.0/24 will replace subnet 10.0.2.0/24.

HE: B

Y.

Based on the Fortinet NSE 7 - Public Cloud Security 7.4/7.6 curriculum and Azire Resource Manager (ARM) deployment logic,
the what-if tool provides a predictive analysis of infrastructure changes.

* Analyzing the Modification Symbols (Option B): The exhibit shows several critical changes being attempted simultaneously on the
ServerApps_vnet.

* VNet Address Space Change: The symbol - (Delete) is next to the address space 10.0.0.0/16, and + (Create) is next to
192.168.0.0/24.

* Subnet Modification: Further down, the symbol ~ (Modify) indicates an attempt to change the prefix of an existing subnet from
10.0.1.0/24 t0 10.0.2.0/24.

* Azure Deployment Constraints: According to the FortiOS 7.6 Azure Administration Guide, Azure networking has strict
dependencies. You cannot delete or modify an address space that contains active subnets or resources.

* Why the deployment fails: The what-if output shows the administrator is trying to remove the 10.0.0.0

/16 address range. However, the existing subnet 10.0.1.0/24 is still "resident” within that range during the transaction. Because the
subnet is currently attached to the address space being deleted, Azure Resource Manager will reject the deployment as an invalid
operation. The attempt to add a new

192.168.0.0/24 range does not resolve the conflict of removing the active range.

Why other options are incorrect:

* Option A: The tool shows that 10.0.1.0/24 is being changed to 10.0.2.0/24, not that one is replacing the other as a new entity.

* Option C: The symbols show a modification (~) of an existing subnet (index 0:), not the creation (+) of an entirely new subnet.

* Option D: The VNet name ServerApps_vnet is not being changed; only its internal properties (tags, address space, and subnets)
are being modified.



EE#24

An AWS administrator must ensure that each member of the cloud deployment team has the correct permissions to deploy and
manage resources using CloudFormation. The administrator is researching which tasks must be executed with CloudFormation and
therefore require CloudFormation permissions.

Which task is run using CloudFormation?

A. Installing a Helm chart to deploy a FortiWeb ingress controller in an EKS cluster

B. Creating an EKS cluster with the eksctl create clustercommand

C. Changing the number of nodes in an EKS cluster from AWS CloudShell

D. Deploying a new pod with a service in an Elastic Kubernetes Service (EKS) cluster using the kubectl command

.l

o
m

: A

HE.
Installing a Helm chart through CloudFormation can be done using the AWS CloudFormation Helm resource provider, which
requires CloudFormation permissions. The other tasks use direct CLI or Kubernetes tools and do not rely on CloudFormation.

HE #25
Refer to the exhibit. An administrator installed a FortiWeb ingress controller to protect a containerized web application.
What is the reason for the status shown in FortiView?

— F::RTINET

@ Dashboard v Single Server/Server Poo Content Routing

Status

FortiView Countries
ingresstest @ mngresstest =]
FortiView Threat Map

FortiView Sources

+
o Network >
¢ System >
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& User >
& Policy >
B Server Objects >

A. The load balancing type is not set to round-robin.

B. The SDN connector is not authenticated correctly.

C. The manifest file deployed is configured with the wrong node IP addresses.
D. The FortiWeb VM is missing a route to the node subnet.

.l

o
m

: D

M.
The FortiView dashboard shows the backend pods (192.168.0.x:80) as unreachable (orange indicators). This happens when the
FortiWeb VM does not have a proper route to the node subnet, preventing it from forwarding traffic to the containerized application

endpoints.

B2 #26
Refer to the exhibit.



FortiCNP finding
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Which FortiCNP policy type generated the finding shown in the exhibit? (Choose one answer)

A. This finding was generated by a threat detection policy.
B. This finding was generated by a risk management policy.
C. This finding was generated by a file collection policy.

D. This finding was generated by a data scan policy.

Heg: A

MY

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Based on the FortiCNP 22.4/24.4 Administration Guide and the Fortinet Cloud Security Study Guide, findings in FortiCNP are
categorized by the specific policy type that triggered the alert.

* Threat Detection Policy (Option B): This policy category is designed to monitor and alert on anomalous User Activity and
Network threats. Specifically, "Suspicious Location" is a predefined threat detection rule that triggers when a user perforns an action
(such as a Download File as seen in the exhibit) froma geographic location or IP address that is not on the organization's allow list
or deviates from established behavioral baselines. The exhibit explicitly shows the "Activity Type" as

"Download File" and the "Policy Name" as "Suspicious Location," both of which fall under the Threat Detection > User Activity
policy tab.

* Policy Hierarchy and Finding Types:

* Threat Detection: Includes User Activity (Suspicious Location, Suspicious Time, Suspicious Movement) and Network findings.
* Data Scan Policy (Option A): These policies are used for content-level inspection, such as searching for Malware or Data Loss
Prevention (DLP) patterns like credit card numbers within files.

* Risk Management Policy (Option C): These policies focus on Cloud Security Posture Management (CSPM), alerting on
misconfigurations such as unencrypted buckets or disabled logging (e.g,, CloudTrail).

* File Collection (Option D): While "File Collection” is a configuration object used to define a group of files for monitoring, it is not
the policy type that generates a behavioral alert like

"Suspicious Location'".
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