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(FCP_FMG_AD-7.4) test.

Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Device Manager: In this domain, the focus is on how to register devices within ADOMs, implement
configuration changes using scripts, and troubleshoot using the revision history.

Topic 2
Administration: This section covers how to understand FortiManager capabilities, perform initial
configurations, and set up administrative domains (ADOMs).

Topic 3
Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
FortiGuard services and works with the global database ADOM.

Topic 4
Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
revisions, configure workspace mode, and conduct policy imports and installations.

Topic 5
Troubleshooting: This section covers how to fmiliarize with FortiManager deployment scenarios and
troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.

Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q35-
Q40):
NEW QUESTION # 35 
Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

A. The Security Fabric license, group name, and password are required for the FortiManager Security Fabric integration.
B. The Security Fabric settings are part of the device-level settings.
C. The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices.
D. The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric devices.

Answer: B,C

NEW QUESTION # 36 
An administrator created a new global policy package that includes header and footer policies and then assigned it to an ADOM.
What are two outcomes of this action? (Choose two.)

A. After you assign the global policy package to an ADOM. the impacted policy packages become hidden in that ADOM.
B. You must manually move the header and footer policies after the policy assignment.
C. To assign another global policy package later to the same ADOM. you must unassign this policy first.
D. You can edit or delete all the global objects in the global ADOM.

Answer: C,D

NEW QUESTION # 37 
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. Policy packages will be imported into the new ADOM automatically.
B. Any unused objects from a previous ADOM are moved to the new ADOM automatically.
C. The shared policy package will not be moved to the new ADOM automatically.
D. The shared device settings will be installed automatically.

Answer: C
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NEW QUESTION # 38 
Refer to the exhibit.

A junior administrator is troubleshooting a FortiManager connectivity issue that is occurring with a managed FortiGate device.
Given the FortiManager device manager settings shown in the exhibit, what can you conclude from this scenario?

A. The administrator must refresh the device to restore connectivity.
B. The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online.
C. The administrator recently restored a FortiManager configuration file.
D. FortiManager lost internet connectivity, therefore, the device appears to be down.

Answer: B

Explanation:
* Option C: The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online.This is
the correct answer. The exhibit shows a device in "Unknown" status, which indicates that the FortiManager cannot currently
communicate with the device. Reclaiming the FGFM tunnel will help to restore connectivity by re-establishing the management tunnel
between the FortiManager and the FortiGate.
Explanation of Incorrect Options:
* Option A: The administrator must refresh the device to restore connectivityis incorrect because refreshing the device is unlikely to
solve the connection issue when the status is "Unknown."
* Option B: FortiManager lost internet connectivity, therefore, the device appears to be downis incorrect because FortiManager
does not require internet connectivity to manage a FortiGate; it needs a direct connection to the device.
* Option D: The administrator recently restored a FortiManager configuration fileis incorrect because the exhibit does not indicate a
recent restoration of configuration.
FortiManager References:
* Refer to "FortiManager Administration Guide" and the section on "Device Management and Connectivity" for more information
about reclaiming FGFM tunnels.

NEW QUESTION # 39 
An administrator, Trainer, who is assigned the Super_User profile, is trying to approve a workflow session that was submitted by
another administrator, Student. However, Trainer is unable to approve the workflow session.
What can prevent an admin account that has Super_User rights over the device from approving a workflow session?

A. Trainer must close Student's workflow session before approving the request.
B. Trainer must first create their own workflow session to approve student session.
C. Trainer is not a part of workflow approval group.
D. Trainer does not have full rights over this ADOM.

Answer: C

Explanation:
Even with Super_User rights, the ability to approve workflow sessions typically requires membership in a specific workflow
approval group. If Trainer is not part of this group, they will not be able to approve the workflow session.

NEW QUESTION # 40
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