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Nutanix NCP-CI-Azure Exam Syllabus Topics:

Topic Details

Topic 1

Deploying an NC2 on Azure Environment: This section assesses the skills of Nautanix Cloud Operators
and focuses on deploying the cloud cluster within the Azure environment. Candidates will learn to configure
cloud provider networking effectively, ensuring that all necessary resources are correctly set up for
deployment.

Topic 2

Managing an NC2 on Azure Environment: This section relates to skills in identifying management tasks for
nodes and clusters. Candidates will monitor cluster health and cloud resource performance, ensuring that all
components function efficiently. Understanding these management tasks is vital for maintaining operational
integrity in a hybrid cloud environment.

Topic 3

Planning an NC2 on Azure Deployment: This section of the exam measures the skills of IT Administrators
and covers the preparation of the Azure cloud environment, including determining the appropriate Azure
account and node types. It also involves subscribing to the NC2 service, which requires knowledge of
authentication methods and organization naming conventions. Additionally, candidates must determine
implementation requirements by evaluating deployment use cases and redundancy needs. Identifying
networking requirements is crucial, focusing on connectivity options like VPN and CIDR ranges.

Topic 4

Configuring an NC2 on Azure Environment: This section evaluates the skills of IT Administrators and
emphasizes modifying cloud networking security to protect resources. Candidates will configure Nutanix
networking settings and troubleshoot connectivity issues to ensure seamless communication within the cloud
environment.
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If you have interests with our NCP-CI-Azure practice materials, we prefer to tell that we have contacted with many former buyers
of our NCP-CI-Azure exam questions and they all talked about the importance of effective NCP-CI-Azure practice material playing
a crucial role in your preparation process. Our practice materials keep exam candidates motivated and efficient with useful content
based wholly on the real NCP-CI-Azure Guide materials.

Nutanix Certified Professional - Cloud Integration - Azure (NCP-CI-Azure
v6.7) Sample Questions (Q39-Q44):
NEW QUESTION # 39 
Exhibit.
AN NC2 on Azure Cluster was deployed with two Flow gateways in HA (FGW1 and FGW2). After a week of use. Four bare-
metal nodes, were added to the NC2 cluster and additional workloads were added.
It was determined that additional bandwidth for north/South traffic would be needed. Two additional Flow gateways were added
(FGW3 and FGW4) from the NC2 portal configuration menu.
The existing workloads prior to expansion on the NC2 cluster will be able to use which Flow Gateways using the No-Nat (routed)
traffic path?

A. Only the Flow Gateway that each workload was originally using.
B. All Flow Gateways can be used.
C. FGW1 & FGW2 only, new workloads can use FGW3 & FGW4.
D. All Flow Gateways can be used after the existing workloads reboot.

Answer: B

Explanation:
In the scenario presented, the NC2 cluster was initially deployed with two Flow Gateways (FGW1 and FGW2) in HA. After adding
four bare-metal nodes and additional workloads, two more Flow Gateways (FGW3 and FGW4) were added to handle the
increased bandwidth for north/south traffic. Given the configuration, the existing workloads can utilize all available Flow Gateways
(FGW1, FGW2, FGW3, and FGW4) for No-NAT (routed) traffic paths. This setup allows for Equal Cost Multipath (ECMP)
routing, distributing traffic load across all Flow Gateways.
Reference
Nutanix Flow Networking

NEW QUESTION # 40 
An administrator has been tasked with ensuring NC2 VMs are able to access Azure and on-premises resources.
The NC2 VM traffic must not traverse the internet.
How can the administrator achieve this?

A. By using an Interface Endpoint
B. By using a Site-to-Site VPN
C. By using ExpressRoute
D. By using an SSH connection

Answer: C

Explanation:
* Requirement Analysis: The NC2 VMs need to access Azure and on-premises resources without traversing the internet, ensuring
secure and direct connectivity.
* Solution Options:
* SSH Connection: Suitable for individual remote access, not for full VM connectivity to Azure and on-premises resources.
* Interface Endpoint: Facilitates private connectivity to specific Azure services, but not comprehensive for all resources.
* ExpressRoute: Provides private, dedicated connectivity between Azure and on-premises environments. This ensures that traffic
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does not traverse the public internet, meeting the security and performance requirements.
* Site-to-Site VPN: Provides secure connectivity but can involve traversing the internet, which is against the requirements.
* Conclusion: ExpressRoute is the optimal solution as it offers a private connection that does not involve internet traversal, ensuring
secure and efficient access to both Azure and on-premises resources.
References:
* Azure ExpressRoute Documentation
* Nutanix Clusters on Azure Networking Guide

NEW QUESTION # 41 
A new subnet needs to be created within Flow Virtual Networking to accommodate a new type of workload in the company's NC2
Azure instance.
Which type of network will satisfy this task?

A. Underlay
B. Overlay
C. VPC
D. VNET

Answer: B

Explanation:
* Flow Virtual Networking: Nutanix Flow Virtual Networking allows for the creation of overlay networks to segment and manage
network traffic.
* Network Types:
* Underlay: Refers to the physical network infrastructure.
* Overlay: Logical network built on top of the physical infrastructure, providing flexibility for creating isolated subnets and
accommodating different workloads.
* VPC: Virtual Private Cloud, a network within a public cloud provider.
* VNET: Azure-specific virtual network.
* Requirement: Creating a subnet for new workloads within Flow Virtual Networking suggests using an overlay network for logical
separation and management.
* Conclusion: An overlay network within Flow Virtual Networking will satisfy the task of accommodating a new type of workload in
the NC2 Azure instance.
References:
* Nutanix Flow Networking Guide
* Azure Virtual Network Documentation

NEW QUESTION # 42 
An administrator has been tasked with deploying a new production NC2 cluster on Azure and is studying the deployment
requirements.
How many Azure Ready Nodes, at a minimum, must the administrator ensure are deployed withinthe cluster?

A. 0
B. 1
C. 2
D. 3

Answer: A

Explanation:
* Minimum Node Requirement:For production deployments, Nutanix typically requires a minimum of three nodes to ensure high
availability and fault tolerance within the cluster.
* Azure Ready Nodes:Deploying at least three Azure Ready Nodes allows the cluster to provide redundancy, ensuring that the
failure of a single node does not affect the overall availability and performance of the cluster.
References:
* Nutanix NC2 on Azure Deployment Guide
* High Availability and Redundancy Best Practices



NEW QUESTION # 43 
Native Azure VMs exist in a subnet (10.20.80.0/20) in the Prism Central VNet that need access to the workload running on the
Nutanix User.
What needs to be modified to allow access from the native Azure VMs to the workloads running in the Nutanix User VPC?

A. Adjust the Inbound Network Security Group on the Flow Gateway VM Internal NIC to allow traffic
102030,0/20.
B. Remove the ERP value on the transit VPC and Nutanix User VPC.
C. Change the ERP value to the the subnet range of the native Azure VMs (10.20.80.0/20) on the Transit VPC and the
Nutanix User VPC.
D. Adjust the Inbound Network Security Group on the Flow Gateway VM External NIC to allow traffic
102030.0/20.

Answer: A

Explanation:
To allow access from the native Azure VMs to the workloads running in the Nutanix User VPC, the administrator needs to:
* Adjust the Inbound Network Security Group (NSG) on the Flow Gateway VM's Internal NIC.
* Specifically, allow traffic from the subnet range of the native Azure VMs (10.20.80.0/20) in the Inbound rules of the NSG
associated with the Internal NIC of the Flow Gateway VM.
This configuration change permits the desired network traffic, ensuring that the native Azure VMs can communicate with the
workloads in the Nutanix User VPC.References
* Azure Network Security Groups Overview
* Nutanix Networking and Security Best Practices

NEW QUESTION # 44
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