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Google Security-Operations-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

Threat Hunting: This section of the exam measures the skills of Cyber Threat Hunters and emphasizes
proactive identification of threats across cloud and hybrid environments. It tests the ability to create and
execute advanced queries, analyze user and network behaviors, and develop hypotheses based on incident
data and threat intelligence. Candidates are expected to leverage Google Cloud tools like BigQuery, Logs
Explorer, and Google SecOps to discover indicators of compromise (IOCs) and collaborate with incident
response teams to uncover hidden or ongoing attacks.

Topic 2

Platform Operations: This section of the exam measures the skills of Cloud Security Engineers and covers
the configuration and management of security platforms in enterprise environments. It focuses on integrating
and optimizing tools such as Security Command Center (SCC), Google SecOps, GTI, and Cloud IDS to
improve detection and response capabilities. Candidates are assessed on their ability to configure
authentication, authorization, and API access, manage audit logs, and provision identities using Workforce
Identity Federation to enhance access control and visibility across cloud systems.

Topic 3

Data Management: This section of the exam measures the skills of Security Analysts and focuses on
effective data ingestion, log management, and context enrichment for threat detection and response. It
evaluates candidates on setting up ingestion pipelines, configuring parsers, managing data normalization,
and handling costs associated with large-scale logging. Additionally, candidates demonstrate their ability to
establish baselines for user, asset, and entity behavior by correlating event data and integrating relevant
threat intelligence for more accurate monitoring.

Topic 4

Incident Response: This section of the exam measures the skills of Incident Response Managers and
assesses expertise in containing, investigating, and resolving security incidents. It includes evidence
collection, forensic analysis, collaboration across engineering teams, and isolation of affected systems.
Candidates are evaluated on their ability to design and execute automated playbooks, prioritize response
steps, integrate orchestration tools, and manage case lifecycles efficiently to streamline escalation and
resolution processes.
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Topic 5

Detection Engineering: This section of the exam measures the skills of Detection Engineers and focuses on
developing and fine-tuning detection mechanisms for risk identification. It involves designing and
implementing detection rules, assigning risk values, and leveraging tools like Google SecOps Risk Analytics
and SCC for posture management. Candidates learn to utilize threat intelligence for alert scoring, reduce
false positives, and improve rule accuracy by integrating contextual and entity-based data, ensuring strong
coverage against potential threats.
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Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Sample Questions (Q27-Q32):
NEW QUESTION # 27 
You are implementing Google Security Operations (SecOps) for your organization. Your organization has their own threat
intelligence feed that has been ingested to Google SecOps by using a native integration with a Malware Information Sharing Platform
(MISP). You are working on the following detection rule to leverage the command and control (C2) indicators that were ingested
into the entity graph.

What code should you add in the detection rule to filter for the domain IOCs?
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A. $ioc.graph.metadata.entity_type = "DOMAIN_NAME"
$ioc.graph.metadata.source_type = "SOURCE_TYPE_UNSPECIFIED"
B. $ioc.graph.metadata.entity_type = "DOMAIN_NAME"
$ioc.graph.metadata.source_type = "GLOBAL_CONTEXT"
C. $ioc.graph.metadata.entity_type = "DOMAIN_NAME"
$ioc.graph.metadata.source_type = "ENTITY_CONTEXT"
D. $ioc.graph.metadata.entity_type = "DOMAIN_NAME"
$ioc.graph.metadata.source_type = "DERIVED_CONTEXT"

Answer: C

Explanation:
This code ensures your rule matches IOCs classified as domain names and sourced directly as entity context from MISP, allowing
precise correlation between DNS queries and known C2 domains.

NEW QUESTION # 28 
Which Google Cloud security feature MOST helps enforce the principle of least privilege at scale?

A. Binary Authorization
B. VPC Firewall Rules
C. Cloud NAT
D. IAM predefined roles and conditional IAM policies

Answer: D

Explanation:
IAM predefined roles and conditions minimize excessive permissions and limit blast radius.

NEW QUESTION # 29 
You are a SOC manager, and your company recently migrated to Google Security Operations (SecOps). As the team grows, you
want to monitor all audit logs related to data feeds in Google SecOps. What should you do?

A. Enable Data Access and Admin Activity audit logs in Cloud Logging, and ingest those logs into Google SecOps SIEM.
B. Configure the Cloud Logging filter to ingest audit logs related to data feeds into Google SecOps for monitoring.
C. Ingest the Google SecOps audit logs into Google SecOps SIEM for monitoring.
D. Monitor Google SecOps SOAR user activity logs for administrative activity.

Answer: C

Explanation:
The correct approach is to ingest Google SecOps audit logs into Google SecOps SIEM. These audit logs capture all activity related
to data feeds and platform operations, allowing centralized monitoring, alerting, and investigation of administrative or feed-related
actions within the SecOps environment.

NEW QUESTION # 30 
You have identified a new threat actor group that has several IOCs in Google Threat Intelligence.
You want to use some of these IOCs in several detection rules in Google Security Operations (SecOps) to help identify suspicious
activity. You want to use the most effective approach. What should you do?

A. Identify the detection rules that apply to the new IOCs, and update the YARA-L logic to reference the threat actor group.
B. Configure a new data feed in Google SecOps that includes the IOCs. Update the YARA-L logic to reference the new
IOCs against applicable UDM fields.
C. Add the IOCs to a new or existing reference list, and update the YARA-L logic of detection rules to include the reference
list.
D. Save the IOCs in a new collection in Google Threat Intelligence. Share this list with other members of the security team to
facilitate their searches and rule creation.

Answer: C



Explanation:
The most effective approach is to add the IOCs to a reference list in Google SecOps and then update the YARA-L logic of your
detection rules to reference that list. This centralizes the IOCs for reuse across multiple rules, simplifies maintenance, and ensures
consistency in detection logic without duplicating IOC entries in multiple places.

NEW QUESTION # 31 
You are a senior SOC analyst in your organization. You are receiving alerts of traffic to a command and control (C2) IP address.
You want to use Google Security Operations (SecOps) to investigate the IP address associated with the C2 IP address. What
should you do?

A. Use Google SecOps SOAR Search to run a playbook designed to investigate the suspicious IP address and identify
related outbound and inbound traffic.
B. Use Google SecOps SOAR Search to identify the cases where the suspicious IP address exists.
C. Use Google SecOps SIEM Search to query against the grouped ip field, and use the enriched field from the suspicious
events to identify related activity.
D. Conduct a Google SecOps SIEM Search that uses src.ip and target.ip to identify outbound and inbound traffic associated
with the suspicious IP address.

Answer: D

Explanation:
The most effective method is to conduct a Google SecOps SIEM Search using src.ip and target.ip to identify both outbound and
inbound traffic associated with the C2 IP address. This approach gives you comprehensive visibility into all interactions with the
suspicious IP, supporting a thorough investigation.

NEW QUESTION # 32
......
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