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H #370
‘Which Check Point process provides logging services, such as forwarding logs from Gateway to Log Server, providing Log Export

API (LEA) & Event Logging API (EL-A) services.

e A CPVIEWD

e B. DASSERVICE
e C.CPD

e D.FWD

Ef#: D

A :

Explanation

The FWD process provides logging services, such as forwarding logs from Gateway to Log Server, providing Log Export API
(LEA) and Event Logging API (EL-A) services. The FWD process is responsible for sending logs from the Security Gateway to the
Security Management Server or Log Server, and for fetching logs from the Security Management Server or Log Server to
SmartConsole. The FWD process also handles the commumication with external logging applications that use the LEA or EL-A
protocols.

References:

FWD process does not work after reboot - Check Point CheckMates, section "FWD process does not work after reboot" Check
Point R81, section "Logging and Monitoring" Core XL Dynamic Dispatcher - Check Point Software, section "Example of output”

R #3711
When an encrypted packet is decrypted, where does this happen?

A. Decryption is not supported
B. Security policy

C. Outbound chain

D. Inbound chain

IEf#: B

fiR .-

When an encrypted packet is received by a Check Point Security Gateway, it is decrypted according to the security policy. The
security policy defines the rules and settings for encryption and decryption of traffic, such as the encryption algorithm, the encryption
domain, the pre-shared secret or certificate, etc. The security policy is enforced by the Firewall kernel, which is responsible for
decrypting the packets before passing themto the inbound chain for further inspection. The inbound chain consists of various
mspection modules that apply security checks and actions on the decrypted packets. The outbound chain is the reverse process,
where the packets are inspected and then encrypted according to the security policy before being sent out.

References: Check Point Firewall Security Solution, Check Point R81 Cyber Security Platform, Check Point VPN Administration
Guide R81

HH #372
Which statement is true regarding redundancy?

e A. System Administrators know when their cluster has failed over and can also see why it failed over by using the cphaprob -f
if command.

e B. Machines in a ClusterXL High Availability configuration must be synchronized.

e C. ClusterXL offers three different Load Sharing solutions: Unicast, Broadcast, and Multicast.

e D. Both ClusterXL and VRRP are fully supported by Gaia and available to all Check Point appliances, open servers, and
virtualized environments.


https://www.mogiexam.com/156-315.81-exam.html

IEf#: D

fEE N -

The statement that is true regarding redundancy is Both ClusterXL and VRRP are fully supported by Gaia and available to all Check
Point appliances, open servers, and virtualized environments. ClusterXL and VRRP are two technologies that provide high
availability and load sharing for Security Gateways. They are both supported by Gaia OS and can be deployed on various
platforns5. The other statements are either false or incomplete regarding redundancy. Reference: Check Point R81 ClusterXL
Administration Guide, Check Pomnt R81 Gaia Administration Guide

H #373
‘Which SmartEvent component is responsible to collect the logs from different Log Servers?

A. SmartEvent Database

B. SmartEvent Collector

C. SmartEvent Correlation Unit
D. SmartEvent Server

EfE: C

A :

Explanation

The SmartEvent component that is responsible to collect the logs from different Log Servers is the SmartEvent Correlation Unit. The
SmartEvent Correlation Unit is a daemon that runs on the SmartEvent Server and receives logs from one or more Log Servers. The
SmartEvent Correlation Unit analyzes the logs and generates correlated events according to the SmartEvent policy2. References:
Check Pomt R81 SmartEvent Administration Guide

i #374

NAT rules are prioritized in which order?
1. Automatic Static NAT

2. Automatic Hide NAT

3. Manual/Pre- Automatic NAT

4. Post- Automatic/Manual NAT rules

1,2
1,4
3,1
4,3
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NAT rules are prioritized in the following order:

Automatic Static NAT: This is the highest priority NAT rule and it translates the source or destination IP address to a different IP
address without changing the port number. It is configured in the network object properties.

Automatic Hide NAT: This is the second highest priority NAT rule and it translates the source IP address and port number to a
different IP address and port number. It is configured in the network object properties.

Manual/Pre- Automatic NAT: This is the third highest priority NAT rule and it allows you to create custom NAT rules that are not
possible with automatic NAT. It is configured in the NAT policy rulebase before the automatic NAT rules.

Post- Automatic/Manual NAT rules: This is the lowest priority NAT rule and it allows you to create custom NAT rules that are not
possible with autormatic NAT. It is configured in the NAT policy rulebase after the autormatic NAT rules.
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