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e Models for Assessing Gen Al Risk: This section of the exam measures skills of the Cybersecurity Risk
Manager and deals with frameworks and models used to evaluate risks associated with deploying

bEY 71 generative Al It includes methods for identifying, quantifying, and mitigating risks from both technical and

governance perspectives.
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¢ Inproving SDLC Efficiency Using Gen Al: This section of the exam measures skills of the Al Security

Analyst and explores how generative Al can be used to streamline the software development life cycle. It
bEY 72 emphasizes using Al for code generation, vulnerability identification, and faster remediation, all while
ensuring secure development practices.

¢ Evolution of Gen Al and Its Impact: This section of the exam measures skills of the Al Security Analyst
and covers how generative Al has evolved over time and the implications of this evolution for

hEY 73 cybersecurity. It focuses on understanding the broader impact of Gen Al technologies on security

operations, threat landscapes, and risk management strategies.
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EX R (Q35-Q40):

HH #35
Fine-tuning an LLM on a single task involves adjusting model parameters to specialize in a particular domain.

What is the primary challenge associated with fine tuning for a single task compared to multi task fine tuning?

e A Single-task fine-tuning is less effective in generalizing to new, unseen tasks compared to multi-task fine- tuning.

¢ B. Single-task fine-tuning introduces more complexity in managing different versions of the model compared to multi-task fine-
tuning,

¢ (. Single-task fine-tuning requires significantly more data to achieve comparable performance to multi- task fine tuning.

¢ D. Single-task fine-tuning tends to degrade the model's performance on the original tasks it was trained on.

EfE: A

A -

Single-task fine-tuning specializes the LLM but risks overfitting, limiting generalization to novel tasks unlike multi-task approaches
that promote transfer learning across domains. This challenge requires careful regularization in SDLC to balance specificity and
versatility, often needing more resources for version management. Exact extract: "Single-task fine-tuning is less effective in
generalizing to new tasks compared to muilti-task fine-tuning." (Reference: Cyber Security for Al by SISA Study Guide, Section on
Fine-Tuning Challenges, Page 115-118).

B #36

How does Al enhance customer experience in retail environments?

¢ A. By automating repetitive tasks and providing consistent data driven insights to improve customer service.

¢ B. By optimizing custorer service through automated systems and tailored recommendations.

¢ (. By integrating personalized interactions with Al-driven analytics for a more customized shopping experience.
¢ D. By ensuring every customer receives the same generic response from automated systerns.

Ef#: C

fEEL:

Al enhances retail CX through personalization, using analytics to recommend products based on behavior, preferences, and history,
creating tailored experiences that boost satisfaction and loyalty. Tools like chatbots and predictive models enable real-time
interactions, while security posture improves via fraud detection integrated into these systens. This data-driven approach ensures
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relevance, differentiating from generic methods. Automation supports but personalization drives engagement. Exact extract: "Al
integrates personalized interactions with driven analytics to customize shopping experiences, thereby enhancing customer satisfaction
nretail." (Reference: Cyber Security for Al by SISA Study Guide, Section on GenAl in Security and Customer Enhancement, Page
70-73).

HE #37
Which of'the following is a primary goal of enforcing Responsible Al standards and regulations in the development and deployment

of LLMs?

A. Focusing solely on improving the speed and scalability of Al systems

B. Developing Al systens with the highest accuracy regardless of data privacy concerns
C. Maximizing model performance while minimizing computational costs.

D. Ensuring that Al systems operate safely, ethically, and without causing harm.

Ef#: D

R -

Responsible Al standards, including ISO 42001 for Al management systes, aim to promote ethical development, ensuring safety,
fairness, and harm prevention in LLM deployments. This encompasses bias mitigation, transparency, and accountability, aligning with
societal values. Regulations like the EU Al Act reinforce this by categorizing risks and mandating safeguards. The goal transcends
performance to foster trust and sustainability, addressing issues like discrimination or misuse. Exact extract: "The primary goal is to
ensure Al systens operate safely, ethically, and without causing harm, as outlined in standards like ISO

42001." (Reference: Cyber Security for Al by SISA Study Guide, Section on Responsible Al and ISO Standards, Page 150-153).

M #38
When deploying LLMs in production, what is a common strategy for parameter-efficient fine-tuning?

A. Inplementing multiple independent models for each specific task instead of fine tuning a single model
B. Training the model from scratch on the target task to achieve optimal performance.

C. Freezng the majority of model parameters and only updating a small subset relevant to the task

D. Using external reinforcement learning to adjust the model's parameters dynamcally.

EfE: C

fi .-

Parameter-efficient fine-tuning (PEFT) strategies, like LoRA or adapters, freeze most pretrained parameters and train only
lightweight modules, reducing computational costs while adapting to new tasks. This preserves general knowledge, prevents
catastrophic forgetting, and enables quick deployments in resource-constrained settings. For LLMs, it's crucial for efficiency in
production, allowing specialization without retraining billions of parameters. Security-wise, it minimizes exposure to new data risks.
Exact extract: "A common strategy is freezing the majority of model parameters and updating only a small task-relevant subset,
ensuring efficiency in fine-tuning for production deployment." (Reference: Cyber Security for Al by SISA Study Guide, Section on
Efficient Fine-Tuning in SDLC, Page 90-92).

HH #39
How does the STRIDE model adapt to assessing threats in GenAl?

e A. Byusing it unchanged from traditional software.

¢ B. By applying Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege to Al
components.

e C. By excluding Al-specific threats like model inversion.

e D. By focusing only on hardware threats in Al systemns.

IEf#: B

A -

The STRIDE model adapts to GenAl by evaluating threats across its categories: Spoofing (e.g., fake inputs), Tampering (e.g., data
poisoning), Repudiation (e.g., untraceable generations), Information Disclosure (e.g., leakage from pronpts), Denial of Service (e.g.,
resource exhaustion), and Elevation of Privilege (e.g., jaibreaking). This systematic threat modeling helps in designing resilient GenAl



systems, incorporating Al- unique aspects like adversarial inputs. Exact extract: "STRIDE adapts to GenAl by applying its threat
categories to Al components, assessing specific risks like tampering or disclosure." (Reference: Cyber Security for Al by SISA
Study Guide, Section on Threat Modeling for GenAl, Page 240-243).
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