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HP#72

Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection phase, he used a
data collection method that involves no participants and is purely based on analysis and observation of activities and processes going
on within the local boundaries of the organization.

Identify the type data collection method used by the Karry.
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A. Passive data collection
B. Exploited data collection
C. Raw data collection

D. Active data collection

EfE: A

fEE N -

Karry's method of collecting data, which involves no active engagement with participants and is purely based on analysis and
observation of activities within the organization, is known as passive data collection. This method is characterized by the non-
intrusive monitoring of data and events, allowing analysts to gather intelligence without alerting potential adversaries or disrupting
ongoing processes. Passive data collection is essential for maintaining operational security and obtaining an unaltered view of system
and network activities. References:

* "Passive Data Collection in Cybersecurity," by Cybersecurity Guide

* "Understanding Passive and Active Data Collection for Cyber Threat Intelligence," by ThreatConnect

H#73

In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware. However, to
find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy that involves learning
strategic decision making in the circumstances comprising muiltistep interactions with numerous representatives, either having or
without any perfect relevant information.

Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses?

A. Cognitive psychology
B. Gane theory

C. Machine learning

D. Decision theory

Ef#: B

H #74

Jian is a member of the security team at Trinity, Inc. He was conducting a real-time assessment of system activities in order to
acquire threat mtelligence feeds. He acquired feeds from sources like honeynets, P2P monitoring, infrastructure, and application logs.
Which of the following categories of threat intelligence feed was acquired by Jian?

e A CSV data feeds

¢ B. Proactive surveillance feeds
e C. Internal intelligence feeds

¢ D. External intelligence feeds

EfE: C

R :

Internal intelligence feeds are derived from data and information collected within an organization's own networks and systems. Jian's
activities, such as real-time assessment of system activities and acquiring feeds from honeynets, P2P monitoring, infrastructure, and
application logs, fall under the collection of internal intelligence feeds. These feeds are crucial for identifying potential threats and
vulnerabilities within the organization and forma fundamental part of a comprehensive threat ntelligence program. They contrast with
external intelligence feeds, which are sourced from outside the organization and include information on broader cyber threats, trends,
and TTPs of threat actors.

References:

"Building an Intelligence-Led Security Program’ by Allan Liska

"Threat Intelligence: Collecting, Analysing, Evaluating” by M-K. Lee, L. Healey, and P. A. Porras

HE#75
In which of the following storage architecture is the data stored in a localized system, server, or storage hardware and capable of

storing a limited amount of data in its database and locally available for data usage?

e A Distributed storage



IEf#:

B. Object-based storage
C. Centralized storage
D. Cloud storage

C

E #76

An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the rapidly changing
network of compromised bots. In this particular technique, a single domain name consists of multiple IP addresses.

Which of'the following technique is used by the attacker?

Ef#:

A. Dynamic DNS
B. DNS zone transfer

C. DNS mterrogation
D. Fast-Flux DNS

D
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