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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam 58
Digital-Forensics-in-Cybersecurity &% 5k & (Q31-Q36):

R #31
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A.BCD

B. Winload.exe
C. BOOTMGR
D. NTLDR

IEf@E: D

AR

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic investigators in boot process analysis.

Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systers.

HR #32
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A forensic examiner is reviewing a laptop running OS X which has been compromised. The examiner wants to know if any shell
commands were executed by any of the accounts.
Which log file or folder should be reviewed?

A. /var/vm

B. /var/log

C. /Users/<user>/Library/Preferences
D. /Users/<user>/.bash_history

Ef#: D

TR

Comprehensive and Detailed Explanation From Exact Extract:

The.bash_historyfile located in each user's home directory (e.g.,/Users/<user>/.bash_history) records the history of shell commands
entered by the user in bash shell sessions. Reviewing this file allows investigators to see the commands executed by a specific user.
* /var/vimcontains virtual memory swap files, not command history.

* var/logcontains system logs but not individual user shell command history.

* /Users/<user>/Library/Preferencesstores application preferences.

NIST guidelines and macOS forensics literature confirm.bash_historyas the standard location for shell command histories on OS X
systemns.

HA #33
Which storage format is a magnetic drive?

e A.SATA

¢ B. Blu-ray

e C.CD-ROM
e D.SSD

Ef: A

fEEL:

Comprehensive and Detailed Explanation From Exact Extract:

SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.

* CD-ROM and Blu-ray are optical storage media, not magnetic.

* SSD (Solid State Drive) uses flash memory, not magnetic storage.

* Magpetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.

This differentiation is emphasized in digital forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.

ER #34

A police detective investigating a threat traces the source to a house. The couple at the house shows the detective the only computer
the family owns, which is in their son's bedroom. The couple states that their son is presently in class at a local middle school.

How should the detective legally gain access to the computer?

A. Watt for the son to return and ask for consent

B. Get a warrant without consent

C. Search immediately without consent due to emergency
D. Obtain consent to search from the parents

IEf@E: D

A -

Comprehensive and Detailed Explanation From Exact Extract:

To legally search the computer located in the home, the detective must obtain consent from someone with authority over the
premises - in this case, the parents. Parental consent is generally sufficient for searches within their household unless other legal
considerations apply. This ensures compliance with constitutional protections against unlawful searches.



* Obtaining valid consent is a findamental requirement under the Fourth Amendment for legal search and seizure.

* Forensic investigators must avoid searches without proper consent or a warrant to maintain admissibility of evidence.
ReferenceNIST SP 800-101 and standard forensic ethics protocols emphasize obtaining lawful consent or warrants prior to
accessing digital evidence.

H #35
Which U.S. law criminalizes the act of knowingly using a misleading domain name with the intent to deceive a mnor into viewing
harmful material?

A. The Privacy Protection Act (PPA)

B. Electronic Commumications Privacy Act (ECPA)

C. 18 U.S.C. 2252B

D. Communications Assistance to Law Enforcement Act (CALEA)

Ef: C

R -

Comprehensive and Detailed Explanation From Exact Extract:

Title 18 U.S.C. § 2252B addresses the crimmnal offense of using misleading domain names with the mtent to deceive minors into
accessing harmful material. This law specifically targets online behavior designed to exploit or expose minors to inappropriate
content.

* It is part of broader child protection statutes.

* Enforcement requires digital evidence linking domain misuse to the intent.

Reference:Federal statutes and legal frameworks on cybercrime emphasize the applicability of 18 U.S.C.

2252B in prosecuting online deception aimed at minors.
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