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Microsoft Azure Security Technologies Sample Questions (Q462-Q467):

NEW QUESTION # 462

You have an Azure subscription named Subl that contains an Azre Storage account named Contosostoragel and an Azure key
vault named Contosokeyvault].

Youplan to create an Azure Autormation runbook that will rotate the keys of Contosostoragel and store them in Contosokeyvault1.
Youneed to implement prerequisites to ensure that you can implement the runbook.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
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Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account.

Import PowerShell modules to the Azure

Automation account. @

Create a user-assigned managed identity.

Create a connection resource inthe Azure|

Automation account. ICrOS Of t
Answer:
Explanation:
Actions . Answer-Area
Migrosott
i SehanekmisyNalAccassioley Create an Azure AufBmation account

Import PowerShell modules to the Azure

Create an Azure Automation account. Auteniatién account.

Import PowerShell modules to the Azure Create a connection resource in the Azure

Automation account. @ Automation account.

®
©

Create a user-assigned managed. identity.

Create a connection resource in the Azure
Automation account.

Explanation:

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.

Step 2: Import PowerShell modules to the Azure Automation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in Modules to the runbook. To execute key
vault cdlets in the runbook, we need to add AzureRM.profile and AziwreRM key vault.

Step 3: Create a connection resource in the Azure Automation account

You can use the sample code below, taken from the Azire AutomationTutorialScript example runbook, to authenticate using the Run
As account to manage Resource Manager resources with your runbooks. The AzreRunAsConnection is a connection asset
automatically created when we created 'run as accounts' above. This can be found under Assets -> Comnections. After the
authentication code, run the same code above to get all the keys from the vaul.

$comectionName = "AzureRunAsConnection”

try

{
# Get the connection "AzureRunAsConnection "

$servicePrincipalConnection=Get- AutomationConnection -Name $connectionName




"Logging in to Azure..."

Add- AzureRmAccount *

-ServicePrincipal *

-Tenantld $servicePrincipalComnection. Tenantld *

- Applicationld $servicePrincipalConnection. Applicationld *

-Certificate Thumbprint $servicePrincipalConnection. Certificate Thumbprint

}

References:

httpsy//www.rahulpnath.com/blog/accessing-azure-key-vault- from-azure-runbook/

NEW QUESTION # 463

You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VMI that uses
Azure Active Directory (Azure AD) authentication.

You have two custom Azure roles named Rolel and Role2 that are scoped to RG1.

The permissions for Rolel are shown in the following JSON code.

"permissions™: [
{

“"actions": [
"Microsoft.Compute/virtualMachines/""

1,

"notActions”: [
"Microsoft.Compute/virtualMachines/delete”

1,

“datadetions”: [],

“sotDataActions”: []

) m Microsoft

The permissions for Role2 are shown in the following JSON code.
vliicroso

“permissions™: [
{

“"actions™: [
"Microsaftf.Compute/virtualMachines/*"

1.’

“notfictions”: [].,

Rdetaactions™: [],

“notDataActions™: []

You assign the roles to the users shown in the following table.

Name Role
User1 Rolel =
User2 Rolet, Role2 g IVIICTOSOT[l
User3 Role1, Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

|

Microsoft

Statements

User1 can delete VM1,
User2 can delete VM. O L&

User3 can sign in to VM1 by using Azure AD credentials.




Answer:

Explanation:
Answer Areca

Explanation:
AmsSwWer Area

\ ;:;_4 | # N\ C ,fr cam
Statements U ] ICFOSOIT

User1 can delete VM1.
User2 can delete VM.

User3 can sign in to VM1 by using Azure AD credentials.
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User1 can delete VM1

User2.can delete VM1
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NEW QUESTION # 464

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use managed disks.

Youneed to prevent users from creating virtual machines that use unmanaged disks.

‘What should you use?

A. Azure Security Center
B. Azure Monitor

C. Azure Policy

D. Azure Service Health

Answer: C

Explanation:
Section: [none]

NEW QUESTION # 465

Yes

You have 20 Azure subscriptions and a security group named Group1. The subscriptions are children of the root management

group.

Each subscription contains a resource group named RGI.

Youneed to ensure that for each subscription RG1 meets the following requirerments:
* The members of Group1 are assigned the Owner role.

* The modification of permissions to RG1 is prevented.

‘What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure role-based access control (RBAC)

role assignments by using:

Prevent the modification of permissions to
RG1 by using:

Answer:

Azure Blueprints
Azure Policy
Azure Secunty Center

v

A resource lock
Arole-based access control (RBAC) role assignment
at mﬂesourFe roup level

Azure Bepfiny dssiannensiniockii mode




Explanation:

Sonfigure role-based access control (RBAC) v
ole assignments by using: Azure Blueprints | '
[Azure Policy
Azure Security Center
revent the modification of permissions to v
G1 by using: |Aresourcelock
A role-based aceesscontrol (_RBAC} role assignment
atthe resource gratin feva /| WOSQ
Azure Blueprint assignments in locking mode

Explanation
Configure role-based access control (RBAC) = 2 t
role assignments by using: printe
Azure Policy
Azure Security Center
Prevent the modification of permissions to l v
RG1 by using: A resource lock
AT B AEaaS )| (RBAC) role assi
at the resource group level
Azure Blueprint assignments in locking mode
NEW QUESTION # 466

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique

solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TevView screen.

You have an Azure Subscription named Subl. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server
2016.

You need to encrypt VMI disks by using Azure Disk Encryption.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

Configure secrets for the Azure key vault,

Create an Arure key vaull.

com
“un St't_k:Urep:ﬂs[Oraqe O ader - | "
dﬂmp‘e == Microsoft

Configure access policies for the Azure key vault.

Run Set-AzureRaVaDiskEncryptionExtension.

Answer:

Explanation:




Actions Arswer Area

—-—*—’—*—-—-—--.----

Configure secrets for the Azure key vault. Crealean Agure Rey vault.

Configure access policies for the Azure key vault.

Run set-AzureRmStorageAccount. Run Set-AzureRmVmDiskEncryptionE

Configure access policies for the Azure gy vaull.

Run Set-AzureRmVmDiskEncEyptionExtension.

Reference:
https://docs.microsoft.comven-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION # 467
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