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R #284

A security analyst has been assigned incident response duties and must instigate the response on a Windows device that appears to
be compromised.

‘Which of the following commands should be executed on the client FIRST?
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A #285

An organization had been leveraging RC4 to protect the confidentiality of a continuous, high- throughput 4K video stream but must
upgrade to a more modern cipher. The new cipher must maximize speed, particularly on endpoints without crypto instruction sets or
coprocessors. Which of the following is MOST likely to meet the organization's requirements?

A. AES-CBC
B. ECDSA

C. Blowfish
D. AES-GCM
E. ChaCha20

Ef#: E

H R #286
A security researcher detonated some malware in a lab environment and identified the following commands running from the EDR
tool:

netsh advfirewall set allprofiles firewadlspdlicyshlockinbound, blockoutbound
netsh advfirewall set allprofiles ssate an
init.psl -win32 shadow copy ( @y - -

E - PY.OBmpHA

g 1|

With which of the following MITRE ATT&CK TTPs is the command associated? (Select TWO).

A. Indirect command execution
B. Inhibit systemrecovery

C. Network denial of service

D. OS credential dumping

E. System information discovery
F. External remote services

Eﬁ: D\ E

fiE L.

OS credential dunping is the process of obtaining account login and password information, normally in the form of a hash or a clear
text password, from the operating system and software. System information discovery is the process of gathering information about
the system, such as hostname, IP address, OS version, running processes, etc. Both of these techniques are commonly used by
adversaries to gain access to sensitive data and resources on the target system. The command shown in the image is using Mimikatz,
a tool that can dump credentials from memory, and also querying the system information using WMIC. Verified Reference:
https/attack.mitre.org/techniques/T1003/

https/attack.mitre.org/techniques/T1082/

https:/github.conm/gentilkiwi/mimikatz

https:/docs.microsoft. com/en-us/windows/win32/wmisdk/wmic



H A #287
‘Which of the following is a benefit of using steganalysis techniques in forensic response?

A. Determmning the frequency of unique attacks against DRM-protected media
B. Identifying least significant bit encoding of data in a .wav file

C. Maintaining chain of custody for acquired evidence

D. Breaking a symmetric cipher used in secure voice commumications

IEf#: B

A -

Steganalysis is the process of detecting hidden data in files or media, such as images, audio, or video. One technique of steganalysis
is to identify least significant bit encoding, which is a method of hiding data by altering the least significant bits of each byte in a file.
For example, a .wav file could contain hidden data encoded in the least significant bits of each audio sample. Steganalysis techniques
can help forensic responders to discover hidden evidence or malicious payloads. Breaking a symimetric cipher, determining the
frequency of attacks, or maintaining chain of custody are not related to steganalysis. Verified Reference:
httpsy//www.comptia.org/blog/what-is-steganography https:/partners.comptia.org/docs/default-source/resources/casp-content- guide

A #288
A developer implement the following code snippet.

Which of the following vulnerabilities does the code snippet resolve?

A. Information leakage
B. SQL inject

C. Missing session limit
D. Buffer overflow

EfE: A
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