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¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
FEE1 compliance rules. The exam also includes key fimctions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.
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¢ Analytics and Monitoring; This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

FE2 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
F&E3 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systens.

¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the findamentals of SASE within enterprise environments. Candidates are expected to
FEE 4 understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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FIRE #30
For a SASE deployment, what is a crucial step when configuring security checks for regulatory compliance?

A. Periodic rollback of security updates

B. Manual verification by external auditors

C. Continuous monitoring and automatic updates of compliance rules
D. Annual reviews of compliance status

ER: C

R #31

Refer to the exhibit.

While reviewing the traffic logs, the FortiSASE administrator notices that the usernames are showing random characters.
Why are the usernames showing random characters?

A. Log anonymization is turned on to hash usernames.

B. Users are using a shared single sign-on SSO username.

C. Special characters are used in usernames.

D. FortiSASE uses FortiClient unique identifiers for usernames.

BE: A

fE R A«
The usernames appear as random character strings because log anonymization is enabled in FortiSASE, which hashes sensitive user
information such as usernames to protect privacy while still allowing log analysis.
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i =8 #32

Refer to the exhibit.

An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE
VPN tunnel and redirect it to the endpoint physical interface.

‘Which configuration must you apply to achieve this requirement?

A. Add the Google Maps URL as a steering bypass destination in the endpoint profile.

B. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.

C. Exenpt Google Maps in URL filtering in the web filter profile.

D. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.

BER: A

i RE S«

To exclude specific internet traffic (such as Google Maps) from being tunneled through FortiSASE and instead direct it out the local
endpoint interface, you must configure it as a steering bypass destination in the FortiClient endpoint profile. This ensures traffic
matching the URL bypasses the FortiSASE tunnel.

R #33
How can FortiView be utilized to enhance security posture within an organization?

A. By broadcasting system updates

B. By providing detailed insights into application usage
C. By displaying ads relevant to the IT department

D. By tracking the physical locations of network devices

EX: B

R #34

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.

B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

C. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
D. Use the self-registration portal on FortiSASE to grant internet access.

ZE: D

L EER
The self-registration portal is the recommended method for granting temporary internet access to contractors or guests. It provides a
simple and secure way for the contractor to authenticate and access the internet without requiring full endpoint management or policy

configuration.
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