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exam You can attempt multiple PECB Certified ISO/IEC 27001 Lead Implementer Exam (ISO-IEC-27001-Lead-Implementer)
exam questions on the software to improve your performance. You have the option to change the topic and set the time according to
the actual PECB ISO-IEC-27001-Lead-Implementer Exam
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Many people often feel that their memory is poor, and what they have learned will soon be forgotten. In fact, this is because they did
not find the right way to learn. PECB Certified ISO/IEC 27001 Lead Implementer Exam exam tests allow you to get rid of the
troubles of reading textbooks in a rigid way, and help you to memorize important knowledge points as you practice. Industry experts
hired by ISO-IEC-27001-Lead-Implementer Exam Question explain the hard-to-understand terms through examples, forns, etc.
Even if you just entered the industry, you can easily understand their meaning, With ISO-IEC-27001-Lead- Implementer test guide,
you will be as relaxed as you do normally exercise during the exam.

PECB Certified ISO/IEC 27001 Lead Implementer Exam Sample Questions
(Q111-Q116):

NEW QUESTION # 111

Scenario 3: Socket Inc is a telecommunications company offering mainly wireless products and services. It uses MongoDB. a
document model database that offers high availability, scalability, and flexibility.

Last month, Socket Inc. reported an information security incident. A group of hackers compromised its MongoDB database,
because the database admmistrators did not change its default settings, leaving it without a password and publicly accessible.
Fortunately. Socket Inc. performed regular information backups in their MongoDB database, so no information was lost during the
incident. In addition, a syslog server allowed Socket Inc. to centralize all logs in one server. The company found out that no
persistent backdoor was placed and that the attack was not initiated from an employee inside the company by reviewing the event
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logs that record user faults and exceptions.

To prevent similar incidents in the fiture, Socket Inc. decided to use an access control system that grants access to authorized
personnel only. The company also implemented a control in order to define and implement rules for the effective use of
cryptography, including cryptographic key management, to protect the database from unauthorized access The implementation was
based on all relevant agreements, legislation, and regulations, and the information classification scheme. To improve security and
reduce the administrative efforts, network segregation using VPN's was proposed.

Lastly, Socket Inc. implemented a new system to maintain, collect, and analyze information related to information security threats,
and integrate information security into project management.

Based on the scenario above, answer the following question:

‘Which security control does NOT prevent information security incidents from recurring?

e A Privileged access rights
¢ B. Segregation of networks
¢ C. Information backup

Answer: C

Explanation:

Information backup is a corrective control that ains to restore the information in case of data loss, corruption, or deletion. It does
not prevent information security incidents from recurring, but rather mitigates their impact. The other options are preventive controls
that reduce the likelihood of information security incidents by limiting the access to authorized personnel, segregating the networks,
and using cryptography. These controls can help Socket Inc. avoid future attacks on its MongoDB database by addressing the
vulnerabilities that were exploited by the hackers.

Reference:

ISO 27001:2022 Annex A 8.13 - Information Backup1

ISO 27001:2022 Annex A 8.1 - Access Control Policy2

ISO 27001:2022 Annex A 8.2 - User Access Management3

ISO 27001:2022 Annex A 8.3 - User Responsibilities4

ISO 27001:2022 Annex A 8.4 - System and Application Access Control

ISO 27001:2022 Annex A 8.5 - Cryptography

ISO 27001:2022 Annex A 8.6 - Network Security Management

NEW QUESTION # 112

Scenario 1:

HealthGenic is a leading multi-specialty healthcare organization providing patients with comprehensive medical services in Toronto,
Canad a. The organization relies heavily on a web-based medical software platform to monitor patient health, schedule
appointments, generate customized medical reports, securely store patient data, and facilitate seamless communication among
various stakeholders, including patients, physicians, and medical laboratory staff.

As the organization expanded its services and demand grew, frequent and prolonged service interruptions became more common,
causing significant disruptions to patient care and administrative processes. As such, HealthGenic initiated a comprehensive risk
analysis to assess the severity of risks it faced.

‘When comparing the risk analysis results with its risk criteria to determine whether the risk and its significance were acceptable or
tolerable, HealthGenic noticed a critical gap in its capacity planning and infrastructure resilience. Recognizing the urgency of this
issue, HealthGenic reached out to the software development company responsible for its platform. Utilizing its expertise in healthcare
technology, data management, and compliance regulations, the software development company successfully resolved the service
mterruptions.

However, HealthGenic also uncovered unauthorized changes to user access controls. Consequently, some medical reports were
altered, resulting in incomplete and maccurate medical records. The company swiftly acknowledged and corrected the unintentional
changes to user access controls. When analyzing the root cause of these changes, HealthGenic identified a vulnerability related to the
segregation of duties within the IT department, which allowed individuals with system administration access also to manage user
access controls. Therefore, HealthGenic decided to prioritize controls related to organizational structure, including segregation of
duties, job rotations, job descriptions, and approval processes.

In response to the consequences of the service nterruptions, the software development company revamped its infrastructure by
adopting a scalable architecture hosted on a cloud platform, enabling dynamic resource allocation based on demand. Rigorous load
testing and performance optimization were conducted to identify and address potential bottlenecks, ensuring the system could handle
increased user loads seamlessly. Additionally, the company promptly assessed the unauthorized access and data alterations.

To ensure that all employees, including interns, are aware of the importance of data security and the proper handling of patient
information, HealthGenic included controls tailored to specifically address employee training, management reviews, and internal
audits. Additionally, given the sensitivity of patient data, HealthGenic implemented strict confidentiality measures, including robust
authentication methods, such as multi-factor authentication.



In response to the challenges faced by HealthGenic, the organization recognized the vital importance of ensuring a secure cloud
computing environment. It initiated a comprehensive self-assessment specifically tailored to evaluate and enhance the security of its
cloud infrastructure and practices.

According to scenario 1, what is the possible threat associated with the vulnerability discovered by HealthGenic when analyzing the
root cause of unauthorized changes?

o A Theft
e B. Fraud
o C. Lawsut

Answer: B

NEW QUESTION # 113

Scenario 5: Evergreen

Evergreen is undergoing ISMS implementation. In their structure, there exists an Information Security Committee (ISC), which leads
and governs security operations.

Can the information security committee at Evergreen take on the role of the emergency committee in the event of a major incident?

¢ A. No - no one should assume the role of the emergency committee to prevent the mismanagement of major incidents
¢ B. No - only the steering committee can assume the role of the emergency committee
e C. Yes - can assune the role of the emergency committee in the event of a major incident

Answer: C

NEW QUESTION # 114
You apply for a position in another company and get the job. Along with your contract, you are asked to sign a code of conduct.
What is a code of conduct?

¢ A. A code of conduct is a standard part of a labor contract.

¢ B. A code ofconduct specifies how employees are expected to conduct thenselves and is the same for all companies.

¢ C. A code of conduct differs from company to company and specifies, among other things, the rules of behavior with regard
to the usage of information systems.

Answer: C

NEW QUESTION # 115

Scenario 8: SunDee is an American biopharmaceutical company, headquartered in California, the US. It specializes in developing
novel human therapeutics, with a focus on cardiovascular diseases, oncology, bone health, and inflammation. The company has had
an information security management system (ISMS) based on SO/IEC 27001 in place for the past two years. However, it has not
monitored or measured the performance and effectiveness of its ISMS and conducted management reviews regularly Just before the
recertification audit, the company decided to conduct an internal audit. It also asked most of their staffto compile the written
individual reports of the past two years for their departments. This left the Production Department with less than the optimum
workforce, which decreased the company's stock.

Tessa was SunDee's internal auditor. With multiple reports written by 50 different employees, the internal audit process took much
longer than planned, was very inconsistent, and had no qualitative measures whatsoever Tessa concluded that SunDee must evaluate
the performance of the ISMS adequately. She defined SunDee's negligence of ISMS performance evaluation as a major
nonconformity, so she wrote a nonconformity report including the description of the nonconformity, the audit findings, and
recommendations. Additionally, Tessa created a new plan which would enable SunDee to resolve these issues and presented it to
the top management According to scenario 8, Tessa created a plan for ISMS monitoring and measurement and presented it to the
top management Is this acceptable?

e A. No, Tessa must implement all the improvements needed for issues found during the audit
e B. No, Tessa should only communicate the issues found to the top management
e C. Yes, Tessa can advise the top management on improving the company's functions

Answer: C

Explanation:



According to the ISO/IEC 27001 : 2022 Lead Implementer course, one of the roles and responsibilities of an internal auditor is to
provide recommendations for improvement based on the audit findings1. Therefore, Tessa can create a plan for [SMS monitoring
and measurement and present it to the top management as a way of advising them on how to improve the company's functions.
However, Tessa is not responsible for implementing the improvements or commumicating the issues found to the top management.
Those tasks belong to the process owners and the management representative, respectively?.

NEW QUESTION # 116
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