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Cisco Designing and Implementing Cisco Service Provider Cloud Network
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NEW QUESTION # 56 

Refer to the exhibit. An engineer must deploy a standalone Cisco NFVIS. These configurations were performed already:
Deployed the virtual machine
Configured the hostname and IP address
Configured dual WAN support
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When the engineer attempts to access the NFVIS portal, the API returns a 401 Unauthorized error. What is the cause of the issue?

A. The default admin password must be reset.
B. The browser certificate must be renewed.
C. The Tomcat service must be restarted.
D. Portal access must be enabled via SSH.

Answer: A

Explanation:
Cisco NFVIS follows strict security controls. After a fresh deployment:
* Thedefault admin credentials are considered insecure.
* NFVIS requires the administrator toreset the default password on first login(typically via console or SSH).
* Until the password is changed,REST API and web-portal access are denied, and attempts to access the portal or API
returnHTTP 401 Unauthorized, even if the default credentials are provided.
This mechanism prevents use of factory-default passwords in production and is explicitly documented as a mandatory post-install
step.
The other options are not the cause of a 401 error:
* Enabling portal via SSH (B) is not required; HTTPS access is enabled by default once credentials are valid.
* Restarting Tomcat (C) would address service availability issues (e.g., 5xx errors), not authentication.
* Browser certificates (D) affect trust warnings (e.g., HTTPS certificate errors), not 401 Unauthorized.

NEW QUESTION # 57 
The main advantage of using NetFlow/IPFIX in network monitoring is:

A. Manual log analysis
B. Reducing encryption standards
C. Decreasing network performance
D. Providing detailed traffic patterns

Answer: D

NEW QUESTION # 58 
What does enabling gRPC allow in Cisco NFVI Assurance and Monitoring?

A. telemetry streaming
B. IPFIX monitoring
C. Cisco IOS NetFlow monitoring
D. system logging

Answer: A

Explanation:
Comprehensive and Detailed Explanation
In Cisco NFV Infrastructure (NFVI) Assurance and Monitoring, enabling gRPC activates the device's ability to support model-
driven telemetry streaming.
Key points from Cisco SP Cloud/NFVI design principles:
gRPC is used as the transport protocol for model-driven telemetry.
Telemetry replaces traditional polling methods (SNMP, CLI scraping) with continuous, push-based updates.
It allows NFVI components to stream real-time operational data (CPU, memory, interfaces, VM metrics, fabric state) to collectors
such as Cisco Crosswork, InfluxDB, Prometheus, or other analytic systems.
gRPC does not provide NetFlow/IPFIX export or syslog itself; those are separate subsystems.
Evaluation of options:
A). telemetry streaming - Correct. gRPC enables model-driven streaming telemetry.
B). IPFIX monitoring - Incorrect; IPFIX uses UDP exports, not gRPC.
C). Cisco IOS NetFlow monitoring - Incorrect; uses NetFlow export protocols.
D). system logging - Incorrect; syslog uses UDP/TCP, not gRPC.



NEW QUESTION # 59 
The implementation of __________ in high availability designs helps to manage traffic flow and prevent overloads.

A. firewalls
B. load balancers
C. routing protocols
D. DNS

Answer: B

NEW QUESTION # 60 
Direct Connect offers which of the following advantages over traditional internet connections?

A. More consistent network performance
B. Higher latency
C. Reduced bandwidth
D. Increased security

Answer: A,D
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