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We are dedicated to providing an updated F5CAB3 practice test material with these three formats: PDF, Web-Based practice
exam, and Desktop practice test software. With our F5CAB3 practice exam (desktop and web-based), you can evaluate and
enhance your knowledge essential to crack the test. This step is critical to the success of your F5 F5CAB3 Exam Preparation, as
these practice tests help you identify your strengths and weaknesses.

F5 F5CAB3 Exam Syllabus Topics:

Topic Details

Topic 1
Apply procedural concepts required to modify and manage virtual servers: This domain covers managing
virtual servers including applying persistence, encryption, and protocol profiles, identifying iApp objects,
reporting iRules, and showing pool configurations.

Topic 2
Apply procedural concepts required to modify and manage pools: This domain addresses managing server
pools including health monitors, load balancing methods, priority groups, and service port configurations.
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NEW QUESTION # 24 
A web server administrator informs the BIG-IP Administrator that web servers currently load-balanced require encrypted traffic.
Starting next month, the web server administrator will offload SSL. Starting next month, the BIG-IP device will terminate SSL to
reduce web server load. The BIG-IP device is already using Client SSL, Client port, and iRules on HTTP traffic. What actions
should the BIG-IP Administrator take to achieve the desired configuration? (Choose one answer)

A. Remove the client SSL profile and configure the pool members to use HTTP
B. Remove the server SSL profile and change the Virtual Server to accept HTTP traffic
C. Remove the server SSL profile and configure the pool members to use HTTP
D. Remove the client SSL profile and change the Virtual Server to accept HTTP traffic

Answer: C

Explanation:
To solve this requirement, we must distinguish between the two "legs" of an SSL connection in a BIG-IP environment: Client-side
and Server-side.
* Current State (SSL Bridging): The administrator states the servers currently require encrypted traffic.
This means the BIG-IP is likely performing "SSL Bridging." In this setup, a Client SSL profile terminates encryption from the user,
and a Server SSL profile re-encrypts the traffic before sending it to the back-end servers.
* Target State (SSL Offloading): The requirement is to "offload SSL" to reduce web server load. This means the BIG-IP will
continue to handle the encryption for the users (keeping the Client SSL profile) but will communicate with the back-end servers using
unencrypted HTTP.
Why Option A is correct:
* Remove the Server SSL profile: By removing this profile, the BIG-IP stops attempting to initiate an SSL
/TLS handshake with the pool members.
* Configure Pool Members to use HTTP: The service port for the pool members must be changed (typically from port 443 to port
80) so that the BIG-IP sends standard HTTP traffic to the servers.
Why other options are incorrect:
* B & D: These suggest removing the Client SSL profile. If you remove this, the users can no longer connect via HTTPS, which
violates the requirement for encrypted communication between the users and the BIG-IP.
* C: Changing the Virtual Server to accept HTTP traffic would mean the user-to-BIG-IP connection is no longer encrypted, which
is the opposite of SSL termination/offloading.

NEW QUESTION # 25 
A Standard Virtual Server is configured with SNAT Automap. Backend servers must see the original client IP.
What should be configured?

A. Performance (HTTP) VS
B. HTTP Transparent profile
C. SNAT pool with client IP
D. HTTP profile with X-Forwarded-For

Answer: D

Explanation:
X-Forwarded-For inserts the original client IP into HTTP headers, preserving client identity while SNAT is enabled.

NEW QUESTION # 26 
A Standard Virtual Server for a web application is configured with Automap for the Source Address Translation option. The original
source address of the client must be known by the backend servers. What should the BIG-IP Administrator configure to meet this
requirement?

A. An HTTP profile to insert the X-Forward-For header
B. An HTTP Transparent profile
C. A SNAT Pool with the client IP
D. The Virtual Server type as Performance (HTTP)

Answer: A



Explanation:
SNAT Automap is a common configuration that replaces the client's original source IP address with one of the BIG-IP's self IP
addresses. This ensures that the backend servers send return traffic back through the BIG- IP, which is necessary for the ADC to
process the traffic correctly. However, a side effect of SNAT is that the backend servers only see the BIG-IP's IP in their logs,
losing visibility into the true identity of the client.
To resolve this while still using SNAT for routing purposes, the administrator must configure the BIG-IP to
"pass" the client's IP address at the application layer. This is achieved by using an HTTP Profile with the Insert X-Forwarded-For
setting enabled. When this profile is applied to the Virtual Server, the BIG-IP intercepts the HTTP request, adds a header (X-
Forwarded-For) containing the client's original IP, and then forwards the modified request to the server. The backend web server
can then be configured to read this header and log the original client IP instead of the BIG-IP's SNAT address.
Other options are incorrect for this requirement. Performance (HTTP) (Option A) is a virtual server type optimized for speed but
often lacks the full Layer 7 header manipulation capabilities of a Standard Virtual Server. SNAT Pool with the client IP (Option C)
is technically impossible as SNAT pools use static, pre- defined IPs. There is no such thing as an HTTP Transparent profile (Option
D) in standard BIG-IP administration for this purpose. The X-Forwarded-For header insertion within the HTTP profile is the
standard procedural method for maintaining client visibility in SNAT-enabled environments.

NEW QUESTION # 27 
What is the status of a pool member when manual resume is enabled and a health check first fails and then passes?

A. Available (Disabled)
B. Offline (Disabled)
C. Offline (Enabled)
D. Available (Enabled)

Answer: B

Explanation:
With manual resume enabled, BIG-IP does not automatically return a pool member to service after recovery. The member remains
offline until manually re-enabled.

NEW QUESTION # 28 
A Standard Virtual Server for a web application is configured with Automap for Source Address Translation.
The original client IP must be known by backend servers.
What should the BIG-IP Administrator configure?

A. HTTP profile to insert X-Forwarded-For
B. SNAT pool using client IP
C. HTTP Transparent profile
D. Performance (HTTP) Virtual Server

Answer: A

Explanation:
The X-Forwarded-For header preserves the original client IP when SNAT is enabled.

NEW QUESTION # 29
......
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