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CrowdStrike Certified Falcon Responder Sample Questions (Q56-Q61):
NEW QUESTION # 56 
What are Event Actions?

A. Automated searches that can be used to pivot between related events and searches
B. Custom event data queries bookmarked by the currently signed in Falcon user
C. Raw Falcon event data
D. Pivotable hyperlinks available in a Host Search

Answer: A
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NEW QUESTION # 57 
How long are quarantined files stored in the CrowdStrike Cloud?

A. 90 Days
B. Quarantined files are not deleted
C. 45 Days
D. Days

Answer: A

NEW QUESTION # 58 
To speed up investigations, Falcon uses 'event workflows'. Which of the following sentences best describes what event workflows
are?

A. They are schedules for when the sensor should perform a full disk scan.
B. They are automated scripts that perform remediation actions like killing processes.
C. They are automated searches that can be used to pivot between related events and searches.
D. They are PDF reports that summarize an incident for executive review.

Answer: C

NEW QUESTION # 59 
According to the Falcon Overwatch Best Practice workflow, what is the required next step after a responder completes the
'Understand the process(es) involved' step?

A. Isolate the host to prevent lateral movement.
B. Examine what is normal for the system to identify deviations.
C. Delete the malicious file from the endpoint.
D. Pivot to the Intelligence dashboard for actor attribution.

Answer: B

NEW QUESTION # 60 
When training a new team member on how to interpret Falcon telemetry, a senior responder explains the definition of a 'Tactic'.
Which of the following sentences best captures the technical definition of a Tactic in this context?

A. It is the specific command-line string used to execute a PowerShell script.
B. It is the adversary's tactical goal: the fundamental reason for performing a specific action.
C. It represents the specific software version or exploit code used to crash a service.
D. It is the unique cryptographic hash associated with a malicious file discovered on disk.

Answer: B
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