EN VA
ZDTEE RIS E:. ZDTEE KBS
Zecaler for Uters - Tl #=F (EM-202) 2FAAL
== 1=1" 1=
EoeaaEEe
b

)

HEAFEOMEEREMBBC FLFERENTHETH? Z28 [ OFE. ZDITEF A FEKRCERL T
{E&EW, RFYADENT—HROY—EC A5 RMET 2720, BOZDTEIHELBAEL . FEOBECHL C
ENTEEF T BHOBRCEWL 22O FELBEAD Y, ZDTEF XA FOHERwHEL TH T3 EEL
TWwid. 2L T, ZDTEREBEEZ —BERAL TA %L, E5ERCANBETTY.

ZDTEA A FhL Y FD3DDRLZZN—V aYOHFTHREZERL THOBZDIEPDFAA—Y 3 ¥ TH Y. Zscalerid 1
CHEPTITHY, BEZFCBUWENTH BRI LEHEBVDHYV EEA. TONR—Ta > lEOLO0DHEND Y £
T. 9. ZDTEREMHE# 1 FOPDFA—Y a V2 MKICEHRITE 4. 127U, AT 2ERL CTEELRABRAA ¥
FESRAT B ENTEET. BIRDL S, ZDIEREE bL >~ P A —FEROTFTEL Y>>0 —FIZMZ Ts
ZDTEEH A A F &+ EHMREL . BYUITHETE 25AEEBAT 3 LAEERNTT.

>> 7DTESE B 38 B <<

SR K % ZDTE R SR B ah B A B O ¥l k-2 = — 7 Z ZDTER IS

AT AN EEET 2BFET. ZIDIEH A FERES—CARBD L4 FEL . Bz AL EF—%8HHL
Ty BA LAY 2— )V OFE, BHETI2EBECLEORE. HERODZANDOHLAEDLREEITI I ENTE
7. Bieb0ZBHMEBELACENTCENE LD T, ZIDITERBEO 7 > v a3 v MIABEEHL WGBS,
b 2BIRTIVERHY ET. L BDZDIEN L —=> 7 20> OLLOFEEERAL T, Halz0
SEMUT 2O D. ZDTEX%BEMOFEHA 7 0t A2 TEBL &0,

Zscaler Digital Transformation Engineer 2 7€ ZDTE & B & (Q14-Q19):

HH #14
What is the primary benefit of using a subcloud in Zscaler?

¢ A. To guarantee that web traffic is forwarded to preferred ZIA Public Service Edges
¢ B. To increase the number of available Public Service Edges

e C. To improve the accuracy of geolocation data

¢ D. To eliminate the need for ZIA Public Service Edges

EfE: A

fEER -

A subcloud in Zscaler is defined as a subset of ZIA Public Service Edges (data centers) that you group together and associate with
specific locations or traffic. Conceptually, it is a logical "pool" of preferred Public Service Edges. When a user or site is mapped to a
given subcloud, their traffic is steered only to that selected subset of Service Edges instead of any available data center in the wider
cloud.

The main benefit of this design is control and predictability: you can guarantee that web traffic is forwarded to your preferred ZIA
Public Service Edges, which is critical when you must keep egress IPs stable for SaaS allow-lists, regulatory requirements, or local
data-residency mandates. Subclouds also help with operational resilience, because you can temporarily exclude problematic data
centers froma subcloud without changing overall forwarding methods, ensuring continuity while still using your defined group of
Service Edges. They do not increase the number of Service Edges, replace ZIA Public Service Edges, or directly affect IP
geolocation precision. Therefore, option C correctly captures the primary benefit expected in the ZDTE/EDU-202 context.

B #15
What is one of the primary reasons for choosing the right DNS architecture?
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A. To improve overall performance and responsiveness
B. To reduce the cost of internet access

C. To increase the complexity of network configurations
D. To limit the number of DN'S queries a user can make

EfE: A

R -

In the Zscaler Digital Transformation Engineer material, DNS is highlighted as a critical dependency in the overall user experience
path. When DNS responses are slow or inconsistent, even well-designed network paths and high-bandwidth links still result in poor
page load times and sluggish application behavior. The Zscaler help on performance explicitly calls out that delayed DNS responses
negatively affect page loading times, underscoring that DN resolution speed directly impacts perceived performance.

Zscaler's DNS Security and Control and Trusted Resolver capabilities are designed not only to improve security but also to deliver
"lightning-fast, secure DN'S resolution and high availability" and to "ensure a great user experience with requests resolved at the
edge." Choosing the right DNS architecture-where resolvers are close to users, highly available, and integrated with security policy-
therefore becomes a primary lever to improve performance and responsiveness for all applications.

Limiting the number of DN'S queries, reducing internet cost, or adding configuration complexity are not stated goals of Zscaler's
recommended DNS design. Instead, the curriculum consistently frames correct DNS architecture as foundational to fast, reliable
name resolution and a smooth digital experience, which aligns directly with option B.

HM #16
‘Which protocol allows users to configure a passwordless authentication method for their Zldentity account?

e A SAML
e B.OIDC
e C.SCIM
e D. FIDO2

Ef#: D

fEERL:

Zscaler Identity (ZIdentity) supports modern, phishing-resistant passwordless authentication using the FIDO2 standard. FIDO2
combines Web Authentication (WebAuthn) and the Client to Authenticator Protocol (CTAP2) to enable users to authenticate with
security keys or built-in platform authenticators (such as biometric sensors) without transmitting or storing a reusable password. The
Digital Transformation Engineer documentation explains that when a user registers a FIDO2 authenticator with ZIdentity, the service
stores a public key tied to that device and account. Future logins are validated using a cryptographic challenge- response, providing
strong protection against credential theft and replay attacks.

By contrast, SAML (option B) and OIDC (option C) are federation protocols used for single sign-on (SSO) and identity delegation
between an identity provider and service providers; they do not themselves define how passwordless authentication is performed.
They can carry assertions froman IdP that might use FIDO2 behind the scenes, but SAML and OIDC are not the passwordless
method. SCIM (option D) is a provisioning standard for creating, updating, and deprovisioning identities and groups, not an
authentication protocol.

Therefore, the only option that directly represents the protocol enabling passwordless login to a Zldentity account is FIDO2.

HE#17
A customer requires 2 Gbps of throughput through the GRE tunnels to Zscaler. Which is the ideal architecture?

A. Two primary and two backup GRE tunnels from internal routers with NAT enabled
B. Two primary and two backup GRE tunnels from internal routers with NAT disabled
C. Two primary and two backup GRE tunnels from border routers with NAT disabled
D. Two primary and two backup GRE tunnels from border routers with NAT enabled

IEf: C

A

Zscaler design guidance for GRE connectivity emphasizes three key principles: terminate GRE on border (edge) devices, avoid NAT
on GRE source addresses, and scale bandwidth by using multiple tunnels. In Zscaler documentation and engineering training, each
GRE tunnel is typically sized for up to about 1 Gbps of throughput. For a 2 Gbps requirement, custorers are advised to deploy at
least two primary GRE tunnels, with two additional backup tunnels for redundancy and failover.



These tunnels should terminate on border routers that own public IP addresses, ensuring optimal routing and simplifying
troubleshooting, Zscaler specifically recommends that the public source IPs used for GRE must not be translated by NAT, because
the Zscaler cloud must see the original, registered public IP to associate tunnels with the correct organization and enforce policy.
Enabling NAT on GRE traffic can break tunnel establishment and lead to asymmetric or unpredictable routing.

Using internal routers introduces extra hops and complexity and often requires NAT or policy-based routing, which goes against
recommended best practices. Similarly, any architecture with NAT enabled on GRE traffic conflicts with Zscaler's published
requirements. Therefore, the ideal and recommended design for 2 Gbps via GRE is two primary and two backup GRE tunnels from
border routers with NAT disabled.

HM #18
How does Zscaler apply Tenant Restriction policies to cloud applications?

A. By blocking all external traffic

B. By disabling cloud applications completely

C. By inserting headers with the appropriate information during authentication
D. By allowing unrestricted access to all cloud applications

EfE: C

R -

In the ZDTE material under Advanced Access Control Services, Tenant Restrictions (often discussed with

"personal vs. corporate” SaaS use) are described as a way to ensure users can only authenticate to sanctioned organization tenants
for apps like Microsoft 365, Google Workspace, or other major SaaS platforms.

Zscaler does this by acting as an inline Zero Trust proxy and modifying the authentication flow, not by bluntly blocking all external
SaaS access. The docs explain that, for supported SaaS applications, Zscaler injects specific identity or tenant identifiers (for
example, the allowed tenant ID or corresponding claim) into the HTTP(S) requests during sign-in. These injected headers or
parameters signal to the SaaS provider which tenant is permitted so that logins to personal or unsanctioned tenants can be
transparently blocked or challenged while corporate tenant access is allowed.

Because this enforcement is done at the HTTP/S layer using header/parameter insertion tied to identity and policy, users retain
seamless access to approved corporate tenants while attempts to use personal or shadow- IT tenants are controlled according to
policy-exactly what Option C describes.
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