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¢ Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system

=A 1 settings. Candidates are expected to set up server pools, security policies, and protected hostnames to

ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high

availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

e Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement

advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
=x 2 known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisns to secure
web-based interactions from potential threats.
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¢ Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security

Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisirs.
=x 3 Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systers. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

¢ Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithis to detect anomalies, mitigate bot-based threats, and secure APIs through Al-driven analysis.
FH 4 Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Z| Al Public Cloud Security FCP_FWB_AD-7.4 £ 2 MEE2 X (Q42-Q47):

EE #42
What is a key consideration when configuring bot detection and mitigation for a web application?

A. Increasing server response time

B. Identifying legitimate user traffic

C. Allowing unrestricted access to APIs

D. Implementing weaker authentication mechanisims

02
m

: B

HEE #43
‘Which FortiWeb configuration element is used to define rules for allowing or blocking specific types of traffic?

A. Firewall policy
B. Security profile
C. Protected hostname

D. High Availability (HA)
: A

02
m

EE #4
Review the following configuration:

config waf machine-learning-policy
edit 1
set sample-limit-by-ip 0
next

end

F=:BTINET
‘Which result would you expect from this configuration setting?

e A When ML is i its collecting phase, FortiWeb will accept an unlimited number of samples from the same source IP
address.

e B. When ML is in its running phase, FortiWeb will accept an unlimited number of samples from the same source IP address.

e C. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same source
IP address.

¢ D. When ML is in its collecting phase, FortiWeb will not accept any samples from any IP addresses.



HeE: B
Y.
In the configuration, the command set sample- limit-by-ip 0 disables the sample limit for any specific IP address. This means that

during the machine learning (ML) running phase, FortiWeb will not limit the number of samples it accepts from the same [P address.
Setting this to 0 effectively removes any restrictions on the number of samples froma given IP address.

HEE #45
Which FortiWeb component allows for the inspection and filtering of web traffic based on predefined security policies?

¢ A. Application Delivery Controller (ADC)
¢ B. Content Delivery Network (CDN)

¢ C. Web Application Firewall (WAF)

¢ D. Secure Sockets Layer (SSL) Offloading

HE: C

HE #46
What is the primary purpose of URL rewriting in application delivery? (Select all that apply)

¢ A. Enhancing security by obfuscating URLs

¢ B. Simplifying and optimizing URLs for users

¢ C. Improving search engine optimization (SEO)
¢ D. Preventing access to specific web pages

HE. B,C
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