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R #30
What is required to enable the MSSP feature on FortiSASE? (Choose one answer)

A. MSSP user accounts and permissions must be configured on the FortiSASE portal

B. Multi-tenancy must be enabled on the FortiSASE portal.

C. The MSSP add-on license must be applied to FortiSASE.

D. Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.

EM: D
L

To enable the Managed Security Service Provider (MSSP) feature on FortiSASE, the administrative framework must be established
outside of the local SASE instance within the broader FortiCloud ecosystem
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* FortiCloud IAM Integration: The FortiSASE MSSP portal relies on FortiCloud Identity & Access Management (IAM) to define
the scope of management for internal teans. Administrators do not create local "MSSP users" within the SASE portal itself; instead,
they must use the FortiCloud IAM portal to assign specific Role-Based Access Control (RBAC) to IAM users.

* Permissions and Scope: These RBAC settings determine which customer tenants (Organizational Units or OUs) an MSSP
administrator can view, configure, or monitor. Without the proper role assignment in the IAM portal, the MSSP portal and its multi-
tenant viewing capabilities will not be accessible to the user, even if the account has the necessary licenses.

* Hierarchical Management: Once RBAC is correctly assigned, the MSSP admnistrator can leverage the FortiCloud Organizations
service to manage multiple customer accounts from a single pane of glass. This centralized approach ensures that security policies
and configurations can be standardized across the entire customer base while maintaining strict data isolation between tenants.
According to the FortiSASE 25 Multitenant Deployment Guide, configuring the IAM portal is the primary prerequisite that grants an
MSSP internal team the permissions necessary to perform operations on customer FortiSASE tenants.

HM #31
An admmnistrator must restrict endpoints from certain countries from connecting to FortiSASE. Which configuration can achieve this?
(Choose one answer)

A. A geography address object as the source for a deny policy

B. A network lockdown policy on the endpoint profiles

C. Geofencing to restrict access from the required countries

D. Source IP anchoring to restrict access from the specified countries

Ef#: C

R

To restrict endpoints from certain countries from connecting to FortiSASE, the administrator should configure Geofencing, This
feature provides granular control over which geographic locations are permitted or denied access to the SASE infrastructure.
Geofencing in FortiSASE

Geofencing is the primary mechanism for controlling remote user connectivity based on their origin.

* Functionality: It uses a geography-to-IP mapping database to identify the location of incoming connection requests.

* Access Modes: Admmnistrators can choose between two main modes:

* Allow: Only users from specified countries can connect; all others are blocked.

* Deny: Users from specified countries are blocked; all others are allowed.

* Configuration Path: In the FortiSASE GUI, navigate to Configuration > Geofencing to enable the feature and add the relevant
countries.

* Enforcement: Once enabled, the system automatically creates "local-in" policies to drop or permit traffic at the edge of the SASE
PoPs before it can consume resources or attempt authentication.

E R #32
‘What can be configured on FortiSASE as an additional layer of security for FortiClient registration? (Choose one answer)

A. User verification

B. Device identificationl
C. Security posture tags
D. Application inventory

IEf#E: A
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In a default FortiSASE deployment, endpoints are typically onboarded using a shared invitation code sent via email. While this code
simplifies deployment, it can represent a security risk if the code is leaked or intercepted, as any device with the code could
potentially register with the SASE management service.

* User Verification (SAML SSO): To mitigate this risk, administrators can enable user verification as an additional layer of security.3
When this feature is enforced, entering the invitation code is no longer sufficient to complete registration.

* Authentication Workflow: After the end user enters the invitation code in FortiClient, they are prompted to provide their corporate
credentials via a SAML SSO login.5 FortiSASE acts as the Service Provider (SP), while an external identity provider (IdP) such as
Microsoft Entra ID, Okta, or FortiAuthenticator verifies the user's identity.

* Security Benefit: This ensures that only authenticated users-not just anyone with a valid code-can successfully register an endpoint
and receive the organization's security and VPN profiles. It prevents unauthorized "shadow" endpoints from joining the managed
environment.



* Incorrect Options:

* Option A: Security posture tags are used after registration to determine if an endpoint is compliant (e.g., checking if an antivirus is
active); they do not secure the registration process itself.

* Option C and D: Device identification and application inventory are monitoring and visibility features that occur once the endpoint
is already managed.

Refer to the exhibit. Based on the configuration shown in image 595357.jpg, FortiSASE will process sessions requiring
FortiSandbox inspection in the following two ways:

A).Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.

C).All files executed on a USB drive will be sent to FortiSandbox for analysis.

The provided exhibit displays an Endpoint Profile configuration specifically for the Sandbox module. This profile controls how the
FortiClient agent on remote endpoints interacts with the integrated FortiSASE cloud sandbox engine.

* Profile Assignment (A): In the FortiSASE architecture, security and endpoint settings are organized into profiles that must be
explicitly assigned to users or user groups via endpoint policies.

Consequently, the sandbox detection and remediation features are active only on those endpoints that have been assigned this
specific endpoint profile. If an endpoint is not assigned a profile with sandbox enabled, it will not submit files for analysis.

* Removable Media Analysis (C): Under the File Submission Options, the toggle for All Files Executed from Removable Media is
enabled (shown in blue). Since USB drives are the most common form of removable media, this configuration ensures that any file
executed froma USB drive is intercepted by FortiClient and submitted to the FortiSASE sandbox for behavioral analysis before
being allowed to run, protecting the endpoint from offline-delivered threats.

* Understanding Verdict Levels (B): The exhibit shows the Action is set to Quarantine and the Sandbox Detection Verdict Level is
set to Medium This configuration fumctions as a threshold; FortiClient will quarantine any file that receives a verdict of Medium or
higher (including High and Malicious). Option B is incorrect because it claims only medium-level files are quarantined, which ignores
the high-risk and malicious files that would also be blocked.

* Sandbox Mode (D): The Sandbox Mode is clearly set to FortiSASE, which utilizes the built-in cloud- native sandbox. This
contradicts Option D, which suggests the use of an on-premises or standalone sandbox appliance.

B #33
Refer to the exhibit.

Which two statements about the onboarding process shown in the exhibit are true? (Choose two answers)

A. This is an email from the FortiSASE platform to an end user.

B. The invitation code must always be entered manually after installing FortiClient.

C. Depending on the installer used, the invitation code step may be skipped.

D. The user must manually select which FortiSASE components to install during the FortiClient setup.

Ef#: AL C
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The exhibit (image 6361¢9.jpg) displays a standard SASE onboarding email sent from the FortiSASE platform to an end user to
facilitate the enrollment of their device.

* Communication Source (D): This email is generated by the FortiSASE administrator through the Onboard Users menu in the
FortiSASE portal. It provides the user with direct download links for the FortiClient application and a unique Invitation Code
required for telemetry connection.

* Installer Types and Automation (B): FortiSASE provides two primary methods for deploying the client agent:

* Pre-configured Installer: This version is pre-packaged with the organization's unique invitation code built-in. When a user runs this
mstaller, the mvitation code step is skipped as the client automatically registers to the correct FortiSASE instance upon installation.
* Manual Installer: This version requires the user to manually copy and paste the invitation code from the onboarding email into the
FortiClient "Zero Trust Telemetry" menu to complete enrollment.

* Analysis of Incorrect Options:

* Option A: FortiSASE utilizes a unified agent (FortiClient). The components (VPN, ZTNA, Web Filter, etc.) are managed via
Endpoint Profiles assigned in the SASE portal and pushed to the client automatically; they are not manually selected by the user
during installation.

* Option C: As noted above, if the administrator provides a pre-configured installer, the manual entry of the code is not required,
making the statement that it must "always" be entered manually false.

HR #34
An administrator must restrict endpoints from certain countries from connecting to FortiSASE.
‘Which configuration can achieve this?



A. Configure a geography address object as the source for a deny policy.

B. Configure geofencing to restrict access from the required countries.

C. Configure source IP anchoring to restrict access from the specified countries.
D. Configure a network lockdown policy on the endpoint profiles.

EM: B
s

Geofencing allows the administrator to restrict or allow access to FortiSASE services based on the geographic location of the
endpoints, effectively blocking connections from specified countries.
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